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The new playgroung

The new chalenges

\Ways 1o operate win \ess

Conclus\on
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j .~ Setting the playground — the business perspective

S

Business Trends

Strategy trends
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§ - Setting the playground — the risks & challenges

Threats & new Challenges

Create
Destroy

Corporate
Archive Data
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» Setting the playground — the risks & challenges
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WHERE SHOULD MITIGATION EFFORTS
BE FOCUSED?

WHO IS BEHIND DATA BREACHES?

98 % stemmed from external agents ( +6%)
Smaller organizations

" Implement a firewall or ACL on remote access services

4 % implicated internal employees (-13%)
” Change default credentials of POS systems and

other Internet-facing devices

%
o [fathird party vendor is handling the two items <1

above, make sure they've actually done them

committed by business partners (<)

Larger organizations

o Eliminate Unnecessary data; keep tabs on what's left

 Ensure essential controls are met. r. lar
C
that they remain so T

/W DO BREACHES OCCUR?

81 % utilized some form of hacking (+319%)

¥ Monitor and mine event logs

6 9 % incorporated malware [ +20%)
v Evaluate your thye

at landscape to prioriti
tmatmentstrategy petopriaritize your

1 0 % involved physical attacks (-19%)
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Setting the playground — info security operation

Risk
Assessments
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j .~ Setting the playground — you'’ re not the only one
S
g dearng g

dents who report that thejr Organization js reducing budgets for security

Has your compan
; Y deferred any Front-
security-related initiatives? s

Strategists Tacticians

i ~ Percontaqo ofC
% EOs, CFOs,
a% |mprov1ng the overay Strategic oﬂoc?vzsn::sd i

Firefighters
Yes, for initiatives requiring
O identity the 1
capital expenditures of thei © Tollowing factors 5
R s ' Organization’s inform, S the greatest obstacye
O ation Security functio .
n

Yes, for initiatives requiring 4% :
porstingependires | M . ... iCEO
Board o ecpivalons e e OO . Cis0
Has your company reduced the cost Front-ru Leadershu)—VCIO Or equivalent ” .

25%
 18% 21%
2% P P
Yes, for initiatives requiring 47% : i i S i A L I
capital expenditures | Lack of effective information security str

ategy | 18% 2%  25% 30%

..... 1% r
S veryrised et — | iterio—C, e Mg v

Yes, for initiatives requiring 4% Lack of actionable vision or understanding 17%

opprbacKpenciues el

25% - 30% a7%
Insufficient funding for capital expenditures 27% 23% 29% 29%

. : ' . . - : = ‘2‘23;;, . -~
Source: The 2012 Global State of Informatior 1 Security Survey Insufficient funding for operating expenditures 323% 16% E

: otals do not add up to 100%. T R e MRS i ) S e
Not all factors shown. T

e e e e 25% . P
Absence or shortage of in-house 23% 19%
technical expertise -

. ‘ — -
Poorly integrated or overly complex information/ 13% | |

T aystema I R S

Source: The 2012 Globel State of nformation Sectly (FAR . 1 gl factors.
Totals do not add up to 100% Responder
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j .~ No problem, You can win it ...... all o

I J-— Je—

9 “ FIND THE RIGHT PEOPLE
| a BUILD SOURCES E

DEFINE A PROCESS 7~
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j.- Youcantrytowinit...... but not all !

Information Centric Approach

Transformation

o Cultural
H H Info Securii X

o Service Delivery il Ll [l in Al et Loge) integration with
) i security controls Requirement Requirements ~ technical

o Solutions gy infrastructure
. busi

Architecture

o Decision making
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j.- Youcantrytowinit...... but not all ! -
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Youcantrytowinit ...... but not all !

Logging out:

Communication is the key

Prove added value of info security

A good business case is required to get
approval especially at this time when money is
hard to earn (minimize operational costs,
compliance, assist in building new streams of
revenue)

Not everything is important

Management of compliance process &
required activities

Greece South East EU M.E.A. Turkey
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Thank You

PASSION — EXPERIENCE — INNOVATION - INTEGRITY — PROFESSIONALISM - COMMITMENT
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