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What is ISACA? 

►Non-profit association of individual members: 

• IT auditors  

• IT security professionals  

• IT risk and compliance professionals  

• IT governance professionals and more!  

►Nearly all industry categories:  financial, public 
accounting, government/public sector, technology, 
utilities and manufacturing. 

►Formerly, the Information Systems Audit and Control 
Association -- ISACA now goes by its acronym only. 



What is ISACA? 
Structure 

One International Headquarters Office 
195 Chapters in 81 Countries 

82 in N. 
America 

43 in 
Europe 

8 in 
Africa 

21 in Latin 
America 

9 in 
Oceania 

32 in 
Asia/ 

Middle 
East 

(Source:  ISACA International data as of October 2011) 



►Founded in 1994 

► "Ινστιτούτο Ελέγχου Συστημάτων Πληροφορικής" 

►Currently more than 385 members 

► Its mission is to: 

• Promote IT audit, security & governance in Greece 

• Contribute in and promote relevant standards 

• Support its members through educational activities 

• Promote ISACA professional certifications 

• Support networking and professional growth 

► Governed by a local Board of Directors and supported by three 

Working Groups / Committees (Education issues, Newsletter 

and Web site) 

ISACA Athens Chapter 



 
 

 

 
10,000+ CRISCs certified since inception in 2010 

 

 

 
 

 
 

                        

     4,000+ CGEITs certified since inception in 2007 

 

 

 

 

 
 12,000+ CISMs certified since inception in 2003 

 

 

 

 
   70,000+ CISAs certified since inception in 1978 

What does ISACA do?  
Certifications 



What does ISACA do?    
Research 

BMIS: The Business Model for  

Information Security 



Why Care about IT Risk? 

►Risk and value are two sides of the same coin 

►Risk is inherent to all enterprises 

   But… 

►Need to ensure opportunities for value creation are not 

missed by trying to eliminate all risk  

   However… 

►Enterprises are dependent on automation and integration 

►Need to cross IT silos of risk management  

► Important to integrate with existing levels of risk 

management practices  

►Compliance requirements 

 



The need for a Framework… 

► Standards and 
frameworks are 
available, but are 
either too: 
 Generic enterprise 

risk management 

oriented 

 IT security oriented 

 

► No comprehensive 
IT- related risk 
framework available 
(until now) 



Risk IT Includes: 

The Risk IT Framework  

►Summary + Core Framework 

►Helps convey the risk landscape and processes and prioritize 

activities 

►Available as a free download to all 

The Risk IT Practitioner Guide 

►Provides practical guidance on improving risk management 

activities 

►Available as a free download for ISACA members only 
(Both publications are available for purchase in print version) 

www.isaca.org/riskit 

 

 

Risk IT Framework 



 Risk IT 
complements and 

extends COBIT 
and Val IT to 
make a more 
complete IT 
governance 

guidance 
resource. 

Risk IT Framework 



IT-related Risk Management 

Risk IT is not limited to information security.  

It covers all IT-related risks, including: 
► Late project delivery 

►Not achieving enough value from IT 

►Compliance 

►Misalignment 

►Obsolete or inflexible IT architecture 

► IT service delivery problems 

 

 

Risk IT Framework 



Risk IT Domains 



Risk IT Process model 

1. Define a risk universe and scoping risk management 

2. Risk appetite and risk tolerance 

3. Risk awareness, communication and reporting: includes key risk 
indicators, risk profiles, risk aggregation and risk culture 

4. Express and describe risk:  guidance on business context, 
frequency, impact, COBIT business goals, risk maps, risk 
registers 

5. Risk scenarios: includes capability risk factors and 
environmental risk factors 

6. Risk response and prioritization 

7. A risk analysis workflow:  “swim lane” flow chart, including role 
context 

8. Mitigation of IT risk using COBIT and Val IT  

 



Process Model Examples 
1.Define a risk universe and scoping risk management 



Process Model Examples 
2.Risk appetite and risk tolerance 



Process Model Examples 
5.Risk scenarios 



Risk IT vs. other standards 

► Standards and 
frameworks are 
available, but are 
either too: 
 Generic enterprise 

risk management 

oriented 

 IT security oriented 

 

► No comprehensive 
IT- related risk 
framework available 
(until now) 



Benefits & Outcomes 

►Accurate view on current and near-future IT-related events 

►End-to-end guidance on how to manage IT-related risks 

►Understanding of how to capitalize on the investment made 
in an IT internal control system already in place 

► Integration with the overall risk and compliance structures 
within the enterprise 

►Common language to help manage the relationships 

►Promotion of risk ownership throughout the organization 

►Complete risk profile to better understand risk 



COBIT 5  

►Brings together the principles that  

►allow the enterprise to build an effective governance and 
management framework  based on 

►an holistic set of enablers that  

►optimises information and technology investment and use for 
the benefit of stakeholders 

►COBIT 5 is Coming: General Availability 10 April 2012 

 



Questions? 

Anestis Demopoulos 
info@isaca.gr 
www.isaca.gr 

anestis.demopoulos@gr.ey.com 

Thank you for your attention! 


