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Security is a Top Concern for Cloud

Top concerns with cloud
What are your greatest concerns about deploying and managing them?

Loss of control 80%
Data security 76%

e ——

Data portability and ownership

Regulatory compliance 62%
Reliability 60%

Morgan Stanley
CIO Cloud Survey
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Cloud is just another IT Deployment Model
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Private Cloud
(On-Premise)
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Public Cloud
(Off-Premise)
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Resources on
demand and
pay-per-use
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And it requires Equivalent Protections

the communication :
: virtual servers
between virtual and . corporate data
: against attacks
physical servers
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Moving to Private Cloud ?

SECURED BY
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= Security Gateway Virtual Edition Brivate Cloud
Protection from external threats (On-Premise)
Inspect traffic between Virtual Machines (VMs)
Secure new Virtual Machines automatically
Ensure Security in dynamic environment
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Moving to the Public Cloud ?

= Check Point Software Blades for Amazon Public Cloud
Full Protection
Firewall and IPS Software Blades
Mobile Access Software Blade o T
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Virtual Appliance for
Amazon Public Cloud
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Unified Management with Single Console
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Manage Cloud and On-Premise Security
from a Single Console

4l

Manage

Rules P
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Window  Help

&) Check Point
.J SmartDashboard®

Firewall

T3 NAT | fi} 1PS [ 85’ Application Control | E31 Anti-Spam & Mail| 3% Mobile Access| 4 Data Loss Prevention [[&) Anti-Virus & URL Fittering | @3 IPSec VPN

(& Overview
@ Policy
il Gateways
.2, Data Types

ER My Organization
Additional Settings

Overview

DLP protects your organization from potential data loss

DLP in My Organization

1 Security Gateway is enforcing DLP.

Gateway TP Address
[ corporat=DLP 22.33.124,5

14 Rules in DLP Policy:

7 10 Detect Rules
f 1 inform User' Rule.

2 2 Ask User Rules.
W 1 Prevent Rule.

Messages and Action items

@ 8predefined items can be customized to improve accuracy.
£ Data Tupes
2 Rules

@ Noitems are flagged for Folow Up.

@ Learn user actions and apply them to futurs emails is off. Chanae

‘ %) Open SmartView Tracker & Open SmantEvert

o 10 20 30 40 50 60

Last updated on Friday. Apr 29, 2011 12:48:18

DLP Incidents Ratio

Mein Ratio of Incidens to zll sent Emails
inthslast Day - st

W Frevented

[ Ask User 1 / 2 0

[T Inform User

M Detected

W Average

/

34 Inciderts out of 704 Emails (5%)
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Unified Management for Policy

One Policy Controls Cloud and On-Premise Environment

B Firewall |23 NAT | ik IPS Application 8 URL Filtering Anti-Spam & Mail Mehile Access | =} Anti-Virus | T Data Less Prevention

Source Destination

Q‘ Database_Servers

Database in the Public Cloud Database On-Premise
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Unified Management for Security Events

Visibility and Enforcement Across Infrastructure

Timeline Yiew

IPS f Most Important
1 0 0—O0 N

Application & URL Filtering /All Events
| mmm— T O 0000

DLP /Al Events

Now 07 Now 08 Nov 09 Nov 10 Now 11 Mow 12 Now 13 Now 14 Nov 15 Now 16 Now 17 Now 18
2m 2m 2m 20m 20m 2m 2m 2m 20m 20m 2m 2m

M Critical ™ High Medium I Low M Informational / Very Low I Unknown

Public Cloud On-Premise
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Virtualized Security Scenarios

( )
Wvel | &8 v, . .
P EI‘ Secure the Virtual Environment
,(", Hypervisor Connector Use Security Gateway Virtual Edition to apply
Hupenisar granular firewall and IPS policies for inter-VM
traffic
\ J
4 N\
Office in a Box
Use Security Gateway Virtual Edition (VE)
with firewall, IPS, VPN and Software Blade to
secure your office networks and assets
L J
Wve | (Qve | | JWve _ _
| I I Enterprise Security Gateways
Hypervisor Consolidate your Security Gateways deployment
Into a virtualized environment
\ J

I
I W softwareblades” ©2012 Check Point Software Technologies Ltd. [PROTECTED] — All rights reserved. | 10



Virtualized Security Scenarios
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Hypervisor

1

BCP with CheckPoint GO

Use Security Gateway Virtual Edition (VE)
with firewall, IPS, VPN and Software Blade to
secure your office networks and assets and

CheckPoint GO for the users J

Instantly turn any PC into your own corporate desktop
Virtual workspace that keeps mobile data secure
Integrated VPN Connectivity

Always-on Hardware and Software Encryption
Application Virtualization
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We Secure the Internet.

Thank you
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