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[eplexopeva

o Kivntpa - MéBodol - TeXVIKEG




Kivntpa (avTIKEIMEVIKOI OKOTTOI)

® Oikovouiko 0@eAoC - Mn e¢ouaiodoTnuéves TNAEQWVIKES KANOE€IG [phone phreaking] (Kevin
Mitnick 1998, Cyberia 2000, Dark Dante 2001)

e [lpoowmrikn mMPoBoAn - YTTOKAOTI EUTTIOTEUTIKWY ETAIPIKWY TTANpopopiwy (Kevin Mitnick
1990, HFM 2010)

® 2TpariwriKn arroduvauwaon uEow apvnong umrnpeaiwy - KuBepvo-otparoi (Stuxnet 2009,
NightDragon 2011)

® OIKOVOUIKO OQEAOC - YTTOKAOTTH EMTTIOTEUTIKWY TTANPOYopIwy (cyber crime as a service)
(Sony 2011)

e [IpoBoAn koivwvikng arlévracg - YTTOKAOTI atroppnTwyv TTAnpo@opiwv (Anonymous 2011)

e [IpoBoAn koivwvikN¢ arlévrac - Apvnon uttnpeoiwyv (DOS) ue okotrd TNV TTPOROAR
KOIVWVIKNG atléviag (GHS, Anonymous 2012)

® K.d.
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Cybercrime as a Service

e [lpéoBaon og oTaBuoug epyaciag (zombies)

Buy SpyEye binary with set-up and injections for
$600

Buy Zeus recompile, 2 for $380
Buy customized $50 - $75
Buy for $5 each or $50 per month unlimited

® Aedopéva TTPOoWTTIKOU XapakTrpa (dubbed
dumps)

® ETaIpIKA EUTTIOTEUTIKA OEDOUEVA

® Xpnon eTaipikwyv TTopwv (botnets)

One time license fee $250 + $10 for upgrades

RSA 2012 Cyber crime trends report

] ] ADOBE READER $5,000-$30,000
® Mn koivotroinuéveg aduvapies (zero-day SAF DX 0000450000
exploits) ANDROID $30,000-$60,000

FLASH OR JAVA BROWSER PLUG-INS $40,000-$100,000

e Em6éocigc dpvnong uttnpeciwy (DOS) MICROSOFT WORD $50,000-$100,000
WINDOWS $60.000-$120,000
FIREFOX OR SAFARI $60,000-$150,000
CHROME OR INTERNET EXPLORER $80,000-%200,000
10S $100,000-$250,000

Forbes Magazine, April 2011
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Cybercrime as a Service (ouv.)

Client-side attack / Application Threat Persistent

I54 %

P EYKqu oTa O.r] Ka KéB OU)\OU AOY' O-IJ | KOL’J believe that their organization has not a threat management

strategy for APT.
RSA APT Summit Findings 2011

® ATTooTOAN spear-phishing e-mail
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Cybercrime as a Service (ouv.)

Client-side attack / Service Threat Persistent
e [lpdéofaon oTov evdidueco yecoAaBnTh

o ExTtéAeon embéoewv TUTTOU Man-in-the-Middle
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MEBoDoOI — TexVikEg

® Mn aQUTONATOTTOINUEVES TEXVIKES

® EkueraAAeuon TexvoAoyikwy aduvapiwyv ac@daAlciag (vulnerability identification and
exploitation)

— [lpokaBopiouévol, un TTOAUTTAOKOI KwOIKoi TTpdoacng
—  Kevd aoc@aAeiag Aoyw EANEIYPNGS ETTIKAIPOTTOINKEVOU AOYIOHIKOU ACPAAEIOG

—  Mn oupuGPPWON PE TIC OONYIEC TWV TTPOUNOEUTWY

10% _— 5%

\_84%

M Hacker Cracker M Script kiddie M Neophyte
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MEBoDoI — Texvikég (Ouv.)

® AUTOPATOTTOINMEVEG, ME TNV XPON EUTTOPIKWY EPYAAEIWV KAl EPYAAEIWV AVOIKTOU KWOIKA
e Kolvwvikr) unxavikn (social engineering)

o Karaveunuéveg emBéocic apvnong utrnpeoiwy (DDOYS)

® 2evapla miBeong, agloTrolwvTag TTOAATTAEG TEXVOAOYIKEG aduvapieg (attack scenarios)
® 2evdpla eTTIOEONG O€ TTEPIPEPEIAKEG OUOKEUEC (BYOD)

® K.Q.
HOW DO BREACHES OCCUR?

8 ]_ % utilized some form of hacking (+31%)
20%
69% incorporated malware (+20%)

1 U%‘ involved physical attacks (-19%)

20%_— 7% employed social tactics (-4%)

. L 5% resulted from privilege misuse (-12%)
M Hacker Cracker M Script kiddie ™ Neophyte

—.—
Past Present Future
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KatavePnuéveg eTIOECEIC APVNONG UTTNPECIWV

OSl

Layer 7
Application

Layer 6
Presentation

Layer 5
Session

Layer 4
Transport

Layer 3
Network

Layer 2
Data Link

Layer 1
Physical

TCP/IP

Application
HTTP(S), Telnet, FTP

Session
e.g. RPC

Transport
Sockets/Steams - TLI

TCP/ UDP

Network
IP + ARP/RA RP/ICMP

Physical Protocol
Ethernet/FDDI/PPP

Transmission medium

Coax, Fiber, 10baseT..

Denial of Service Attacks

Application

Vulnerabilities exploitation :
flooding

Network flooding

Teardrop & smurf

Ping of Death
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Katavepunuéveg emOECEIC APpVNONG UTTNPECIWY (OUV.)

Attacker

gil Zombies

pulysiyd seads

Victim
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Katavepunuéveg emOECEIC APpVNONG UTTNPECIWY (OUV.)
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Katavepunuéveg emOECEIC APpVNONG UTTNPECIWY (OUV.)
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Katavepunuéveg emOECEIC APpVNONG UTTNPECIWY (OUV.)

Past Present . Future
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[Mepiexopeva

o Mnxaviopoi ac@AaAgiag




Mnxaviouoi ao@aAsiag

Productivity first, security later

® Texvoloyikoi (TT1.X. TOiXOI TTPOCTACIAG, IOMOPPIKO AOYIOUIKO, KWOIKOI TTpOCcBacng, KTA)

e E@apuoyn Twv TEXVIKWYV TTPOdIaYPAPWY GOPAAEIOS TWV TTPONNOEUTWV
® EKTENEON TEXVIKWYV QviXxveUoNng TExXVoAoyIKwvY aduvapiwy (vulnerability scanning)

e ATtrodoxr Kivouvwyv unknown — unknown / highly unlikely

5% 19%

\_80%

B Preventive Detective B Corrective B Containement

Past . Present Future
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YTTOKAOTT KWOIKWV TTpoofaong

Pyrit performing on various platforms - Computed PMKs per second

4x GeForce 295 GTX {(CUDA)

Bx Tesla C1060 {CUDA)

Ix GeForce 295 GTH (CUDA)

Zx GeForce 295 GTX (CUDA)

Radecn 5870 (OpenCL)

2x GeForce 2200 X2 {CUDA)

GeForce Z95 GTX {CUDA)

Radecn 4850 (OpenCL)

GeForce 280 GTX (CUDAY

Radecn 4870 (Stream)}

GeForce 260 GTH (CUDA)

Radecn 4850 (Stream)

GeForce 8800 GTX (CUDA)

GeForce 8800 GTS 512 {CUDA)

GeForce 8800 GTS (CUDA)

Core i7 350 4x3.0Ghz (SSEZ)

GeForce D600 GT (CUDA)

Radecn 3870 (Stream]}

CoreZ0ua Zx2.5Ghz (SSE2)

Core i7 950 4x3.0Chz {x8E6)

GeForce BS0OM GT (CUDA)

Phenom 9950 4x2.6Ghz {(x88)

CoreZ2Duc 2x2.5Ghz {x88)

Pentium D 2x3.0Ghz (x56)

ViA Centaur C7 1.5Ghz (Padlock)

WA Centaur C7 1.5Ghz (SSE2)

WA Centaur CF 1.5Ghz (x86)
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http://code.google.com/p/pyrit/

YTToKAOTT KWOIKWYV TTpécBaong (ouv.)

YTrokAo1r} TTOAUTTAOKOU KaATOKEPHATIOMEVOU (NTLM) Kwdikou 10 XapakTApwV o€ 24 WPEG

. 20 billion passwords per second ?l
Tl | ' ‘.
==

PS 320 TB G'ITOGF]KEZUTIK(')Q prog % 22 billion passwords per second

® 3 gpyaoThpia acPAAEIag

® 32 KAPTEG YPAPIKWY

® 64 CPU Cores

l* Relay Database 4TB

Relay Database 8TB 26 billion passwords per second
1 |
' iy

Central Database 300TB Relay Database 4TB

/I\ 20 bhillion passwords per second

-

Relay Database 4TB

20 billion passwords per second

Past Present Future

© 2012 KPMG ZupBoulor AE, EAAnvIkA Avwvupn Etaipeia kai péAog Tou dIkTUoU avedpTnTwy eTaIPEIWV-UEAWY TNG KPMG ouvdedepévwy Pe TNV a—
KPMG International Cooperative (‘KPMG International’), evog EABETIKOU vopIkoU TTpocwTTou. OAa Ta SIKAIWHATA KATOXUPWUEVA.

18



Mnxavicpoi aoc@aAsiag (ouv.)

® YI00£TNON KAVOVIOTIKWY / BECUIKWY TTAQITIWV
eNEyXOU

® AuTtopartoTroinuévol EAEYKTIKOI pnxaviouoi GRC

® BeAtiwon Twv pnxaviopwy avixveuong \ser Awareneg
eEMOEoEWY

® BeAtiwon Twv punxaviopgwy TTEPIOPICHOU
TTpdoBaonc (least privilege)

e Egapuoyn TTOANATTAWY ETTITTEOWV QOPAAEIOG
(defense in depth)

\9

Utha. - e
thor, ization Manag®™

o,
20% 40%

30% )
M Preventive Detective

M Corrective B Containement

—— e
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Mnxavicpoi aoc@aAsiag (ouv.)

Measure security
® Avadoxrn ac@aAAciag pe yvwuova tnv amroédoon (SROI)
® [looortikotroinon Twv KIvOuvwy (KRIS) kai Twv punxaviopwyv ac@aAeiag (KCIs)

® ‘EAcyxol TTAnpo@oplakwyv cuoTnudaTwy Risk based / Proof-Of-Concept

Act Globally
e Eoapuoyn Taykdéouiou mTAaiciou cuvepyacoiag (Europol, FBI, Interpol, NATO, EU CERT)
® AvdABeon KeVTPIKNG dlaXEipIoNG uNXaviouwy ac@aAeiag o€ Tpitoug (consolidated SaaS)

® [lioTOTTOINON ACPAAEIOG EQAPUOYWYV ATTO ECWTEPIKOUG POpPEiG (attestation)

Past Present ‘ Future
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Mnxavicpoi aoc@aAsiag (ouv.)

Operationalize security
e OAIoTIKR dlaxeipion KIVOUVWY TTANPOQOPIWY
® Evowudtwon unxaviopwy ac@aAeiag oTiC KabnuepIveg dladikaaies / AeIToupyieg

® Yio0£Tnon kouAtoupac “hacker”

Act as though you’re already hacked
® YI00£TNON INXAVIOPWY TTEPIOPICHOU ETTITITWOEWY

® YI00£TNON 1I0XUpWV uNXaviouwy TTIoToTToinoNg (two-factor authentication) kai
KPUTITOYPA@PNONG

® BeAtiwon TwV PN-TTEPIPETPIKWY UNXAVIOHWY AOPAAEIAG
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Mnxavicpoi aoc@aAsiag (ouv.)

Figure 1. Hype Cycle for Infrastructure Protection, 2011

expectations Intros pection

Penetration Testing Tools
Security in the Switch

High-Assurance Hypervisors

Operational Technology (OT) Security
Application Shielding “In the Cloud” Security Services

Software Composition Analysis Stateful Firewalls
Secure Email Gateway

Secure Web Gateways SIEM

DDoS Defense
Metwork IFS

XML Firewalls
Dynamic Application Security Testing

WLAN IPS
Next-Generation Firewalls
Web Application Firewalls
Network Security Silicon
Network Access Control

Static Data Masking
Endpoint Protection Platform

Dynamic Data Masking

Application Control

Mobile Data Protection
Unified Threat Management (UTM)

Database Activity Monitoring (DAM)

Static Application Security Testing

As of August 2011
Peak of
Technology Trough of . Plateau of
p Inflated s Slope of Enlightenment L
Trigger Expectations Disillusionment Productivity
time v
Years to mainstream adoption: obsolete

Olessthan2years ©O 2to5Syears @ 5to10years A morethan 10 years @& before plateau

Source: Gartner (August 2011)
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H £€€AIEN ka1 To HEAAOV TWV £TTIBECEWYV TTAPEICOUONG

Security Discipline

viable Security

Nirvana

Software
Security Discipline Englneerlng

Not Viable

Less Secure More Secure
Source: Gartner (May 2009) Security in 2013 and Beyond
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Jtolxeia emkolvwviag

XpAoTog BIdAKNg, CISA, CISM, CISSP, ISO 27001 LA
AiguBuvTig

Risk Advisory Services

IT Advisory

Tel.: +30210 60 62 100
Direct line: +30 210 60 62 228
cvidakis@kpmg.gr




