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Changing Business Models
Any Device to Any Cloud

PRIVATE
CLOUD
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Impact of a Breach

Breach occurs 60% data in 54% of breaches remain Information of up to
breaches is stolen undiscovered for months 750 million individuals
in hours on the black market

over last three years
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Global Cybercrime Market

Mobile Malware ‘ Exploits

Social Security Ll $150 Spam  $1000-8300K
$1 Card pata $50/500K emails
$0.25-$60
Medical Global
Record Cybercrime ‘ ‘
‘ >$50 Market: ot
acepoo
Bank Account Info $$5B Malware Aebount
DS >$1000 Development
' i
as a Service depending on account $25OO $1 _Or =l a_ccount
~$7/hour type and balance (commercial malware) with 15 friends

WELCOME TO THE HACKERS’ ECONOMY
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The Security Problem

)

Changing Dynamic
Business Models Threat Landscape
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Complexity
and Fragmentation
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The Threat-Centric Security Model

Attack Continuum

o 6.6,

NGFW VPN NGIPS Advanced Malware Protection
Secure Access + Policy Control Web Security Network Behavior Analysis

Email Security

Collective Security Intelligence
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Enhanced Security & Simplifies Operations & Cost Savings

Superior Network
Visibility

h =k

Servers, hosts, Mobiles
Applications, OS, Vulnerabilities,

Advanced Malware
Protection

Analyses files to block malware
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Automated Tuning

Adjust IPS policies automatically
based on network changes

Remediation
pe ﬁ
Cy

Continuous Analysis,
Trajectory

Impact Assessment &
Correlation

n

Threat correlation reduces
actionable events by up to 99%

Indications of
Compromise

= =

Warning indicator to more rapidly
remediate threats
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Superior Network

Superior Network Visibility Visibilty

r

Rogue hosts, Vulnerabilities,
) Applications, OS, Servers, Mobiles
Categories

Hosts

Network Servers
Routers & Switches
Mobile Devices
Printers

VoIP Phones You can'’t protect

Virtual Machines

Operating Systems What you Can ’t See

Applications (Web , Client etc)

Users

File Transfers Real-time notifications of
Command & Control Servers C h an g e S

Threats

Vulnerabilities
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Automated Tuning

Automated Tuning

Adjust IPS policies automatically
based on network changes

« Automated Recommended Rules based on Customer’s Infrastructure
« Automated IPS Policies based on Changes

« Simplifies Operations & Reduces Costs

" By
NEE

NSSIPS TestKey Findings:

Protection varied widely between 31% and 98%.
Tuningisrequired,andis mostimportant for
remote attacks againstserversand their
applications.

Organizationsthatdo nottune could be missing
numerous “catchable” attacks.
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Impact Assessment &

Impact Assessment & Correlation cwuon
L

Automatically Correlates
all intrusion events

Last 1 hour

nitored network,
ut unknown host

Impact Assessment

Threatcorrelation reduces actionable events Unmonitored

ork network
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Advanced Malware

Advanced Malware Protection Protection

Analyses files to block malware

Analyses files to detect and block malware
* File Reputation

« Big data analytics ol

« Continuous analysis

« MultiAV engines

« Dynamic Analysis with Sandboxing

« State-of-the-art Algorithms for continuous malware targeting
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Remediation

Not 100%
NGFW
NGIPS

Initial Disposition = unknown

ARIND

Actual Disposition=Bad = Too Late!!

Retrospective Detection,
Analysis Continues

Continuous

0N 0

Initial Disposition = unknown Actual Disposition=Bad = Blocked
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Remediation

Continuous Analysis,
Trajectory

Cisco Confidential

13



- - - ations of
Indications of Compromise (loCs) 'Cozmise

Early warning indicator to more rapidly remediate threats before they spread

Warning indicator to more rapidly
remediate threats

IPS Events S| Events
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Cisco ASA Firepower Workshop

13:45-15:00
Aibouoca BEPI'INA BE-03

Advanced Malware Protection kai Indications of Compromise
Workshop

Jean-Paul Kerouanton,
Cisco Consulting System Engineer

Me TN CUUMPETOXI OOG OTO WOrkshop PTraiveralr otTnv KAnpwon
via uia kduepa Go Pro HERO 4!
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Industry Leading

Industry Leading Threat Detection e e=cction

-
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Cisco
: Best Protection Value
The NGFW Security Value Map a r ner
shows the placement of Cisco ASA 99 204 2014 Vendor Rating
with FirePOWER Services as Security for Security: Positive
compared to other vendors. Effectiveness
Cisco achieved 99.2 percent in - IDC
security effectiveness and now all “The AMP pr.o.dUCtS Wlll prov1d§
can be confident that they will o deep.ecll‘.capablhty to C}Scofs rof n
receive the best protections possible @ IT-Harvest |HHORARIINS BEELLIE & E:’rvmes Oflt <
Internet of Everything (IoE).

NSSY)

LABS

“Ciscois disrupting the advanced
threat defense industry.” —
NSSY)

“Based on our (Breach Detection Systems)
reports, Advanced Malware Protection from
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Cisco ASAwith
FirePower Services

Thank You ks

AiBouca BEPI'INA

BE-03 13:45-15:00
Advanced Malware Protection kai Indications of Compromise



