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Hands off Security:  
Risk Assessment for the Clouds 
• Resource Exhaustion 

• Customer Isolation Failure 

• Management Interface Compromise 

• Data Leakage (intra-cloud) 

• Insecure Deletion of Data 

• Distributed/Economic DoS 

• Compromise of Encryption Keys/Hypervisor 

• Subpoena and E-Discovery 

• Changes of Jurisdiction  

• Licensing 

• New Procurement Source 

 



Hands off Security:  
Risk Assessment for the Clouds 
• Social Engineering (to the Cloud Provider) 

• Compromise of Logs 

• Theft of Equipment 

• Side Channel Attacks 

• Reputation Attacks 

• Encrypted Archives 

• Co-residence attacks 

• Data Sanitization 

• Right to be forgotten 

• Stakeholder SLA 

• Lack of Vetting Process 



Summary 

• Cloud is here to stay 

• Selection of what to move and what to keep 

• Focus on user and data centric control models 

• Speak business 

• Cloud Security can further enhance business efficiency 

• Compliance becomes a byproduct 

• Keep calm and…prepare for the inevitable 

 

 

 

• Further Reading: NIST SP 500-299, ISO 27017, enisa.com, CSA,  



any questions ? 


