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What does Damballa FailSafe do? 

SIMPLY 

Find, Confirm, Prioritize, Evidence  

current active infections 

 
− Find resident infections without ever seeing the malware binaries 

− Confirm that malware actually infected the device (infection true 
positives) 

− Prioritize - the same infection on two devices does not have the 
same priority 
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DAMBALLA FAILSAFE: THREAT DISCOVERY CENTER 

INTERNET  
& MOBILE  
TRAFFIC 

MACHINE LEARNING 
CAPABILITIES 

BREACH  MODELING 
DATA SCIENCE TEAM  

CREATE DETECTION 
MODELS 

THREAT DISCOVERY CENTER  



Our Formula – Delivering Predictive  
Security Analytics 



Predictive Security Analytics Platform 
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Case Analyzer  
Platform 

 Connection 

 Query 

• Indicators of 

Compromise 

• Threat Actors / Intent  

 File 

 Request 

• Zero Day Files 

• Suspicious HTTP 

Content  

 Domain Fluxing 

 Automation 

 Execution 

 Peer-To-Peer 

• Automated Malicious 

Activity 

• Observed Evasion Tactics

  

 Data Transferred 
 PCAPs 
 Communication Success 
 Malicious File Availability 
 Sequence of Events 
 Importance of Endpoint 
 Malware Family Intent 
 Severity  
 AV Coverage 

Damage Potential 

• Observed Activity 

• Device Properties 

• Threat Sophistication 

• Threat Intent  
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Profilers 
 

Prioritized Risk  

of Confirmed 

Infections 

8 Detection 

Engines 
 

Rapid Discovery & 

Validation  

of Infections 
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Damballa Failsafe Architecture 

Hub & Spoke | 1 U Appliances | Out of Band 
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Looking at the Threat After It Bypasses Prevention 

Initial Infection Update & Repurpose Initial C&C and 2nd Repurpose Evasion Cycle Continues… 

Malware is 

updated/customized 

Repository C&C Portals 

C&C Proxies 

Downloader Repository C&C Portals 

C&C Proxies 

Downloader 

Threat Actors 

… 

Victim 

Dropper 

Pay Per Installer 

Dropper unpacks on the 

Victim machine and runs 

Malware is 

updated/customized 

Downloader Updater 

Cyber Brokers 

Malware Author 



Discovering By Listening for Indicators 

Repository C&C Portals Downloader Repository C&C Portals Downloader 

Threat Actors 

… 

Victim 

Dropper 

Pay Per Installer 

Downloader Updater 

Cyber Brokers 

Indicators Indicators 

Indicators 

Indicators Indicators 

Indicators 

Indicators Indicators Indicators 

Malware Author 



Who are Our Partners? 
Leading Integrations & Alliances 

Enrich, correlate via 

SIEM & Forensics Block & inform Accelerate & prioritize response 

Damballa discovers with certainty & delivers evidence 

 so customers can pivot to… 

Q1Radar 

ArcSight 

TippingPoint 

XGS 

ProxySG 

Security Analytics 



How is Damballa Different? 
Agentless Unmatched Detection & Response  
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Detection  Response 

› Automate labor-intensive task of 
detecting and verifying threats 

› Detect hidden threats without prior 
knowledge of them 

› Detect threats across any OS 

› Detect threats regardless of how 
they entered the network 

› Detect threats on any device 

 

 

› Issue verdicts about actual 
infections, not alerts 

› Provide indisputable and complete 
forensic evidence about the 
threat(s) 

› Prioritize devices under highest risk 



Back up Slides 

Anonymous  

PoC Example 
 
 
 
 
 

 



Evidence Findings – Summary 

About 60,000 End Points 
(Assets) 

Total number of active endpoints within the 
environment 

Total number of unique threats. 

Total number of endpoints for which enough 
evidence of infection has been collected. Amount of activity logged. 

FINDINGS SUMMARY (February 11th - March 2nd) – Endpoint Analysis 

Of the approximately 60,000 endpoints seen, the detected 
infection represents a 0.43% of the network (average across POCs, 
cross-verticals: ~1.2%).  

258 Infected Hosts 

48 Unique Threat Actors 

About 15 days 



Initial discovery 11:37am after about 60 seconds... 
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Initial discovery 11:44 am after about 7 minutes 
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Initial discovery 11:49 am after about 12 minutes 
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Initial discovery 12.12 pm after about 36 minutes 
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Initial discovery 12.12 pm after about 36 minutes 
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Initial discovery 2.36 pm after about 2 h 40 
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Initial discovery 2.36 pm after about 3 hours 
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Infected Assets Over Time (Feb 11 to March 1st) 
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Thank you 

 
 
 
 
 
 

 


