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What does Damballa FailSafe do? )

SIMPLY
Find, Confirm, Prioritize, Evidence
current active infections

— Find resident infections without ever seeing the malware binaries

— Confirm that malware actually infected the device (infection true
positives)

— Prioritize - the same infection on two devices does not have the
same priority
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DAMBALLA FAILSAFE:
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Predictive Security Analytics Platform
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Damballa Failsafe Architecture
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Looking at the Threat After It Bypasses Prevention
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Malware is
updated/customized

Dropper unpacks on the Malware is
VICtlm Victim machine and runs updated/customized

Initial Infection Update & Repurpose Initial C&C and 2" Repurpose Evasion Cycle Continues...



Discovering By Listening for Indicators
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Who are Our Partners?
Leading Integrations & Alliances

Damballa discovers with certainty & delivers evidence

so customers can pivot to...

Enrich, correlate via/ l \

SIEM & Forensics Block & inform Accelerate & prioritize response
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How Is Damballa Different?

Agentless Unmatched Detection & Response

)

Automate labor-intensive task of
detecting and verifying threats

Detect hidden threats without prior
knowledge of them

Detect threats across any OS

Detect threats regardless of how
they entered the network

Detect threats on any device

> Issue verdicts about actual
Infections, not alerts

> Provide indisputable and complete
forensic evidence about the
threat(s)

> Prioritize devices under highest risk
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FINDINGS SUMMARY (February 11t - March 2"9) — Endpoint Analysis

Evidence Findings — Summary

. 48 Unique Threat Actors
\"' | About 60,000 End Points \-" | q
\ -/ (ﬁgigbtersol active endpoints within the \ -/ Total number of unique threats.

environment

258 Infected Hosts

About 15 days

| | | |
- Total number of endpoints for which enough -
- evidence of infection has been collected. = Amount of activity logged.

Of the approximately 60,000 endpoints seen, the detected

cross-verticals: ~1.2%).

infection represents a 0.43% of the network (average across POCs,
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Initial discovery 11:37am after about 60 seconds...
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Show entries Showing 1 to 4 of 4

& Download CSV E)) Mark as Remediated i= Mark as Whitelisted £ Add to Server List ita Add/Change Category ¥ Add Notes
[] Asset Name % Verdict w Threat Risk % Connection Status & Connection Attempts & Bytes In
] p 10457 Suspected ThreeAlienWreckers (Citadel_Sinkhole_Microso... [Lw None 0 Bytes
—
10.159.46.49 Suspected
[J P 10.159.46.49 P! GraysunGirls (Hamweq_Generic) Ldw None 0 Bytes
192.168.28.94 Suspected i i
[ p 192.188.28.94 P! EvilFistSquad (Palevo_Generic) LE‘w None 0 Bytes
] P 1067.16.162 Suspected DeadlyBridgeCrew (Sality_Generic) Low None 0 Bytes
-_—

& Bytes
0 Byte
0 Byte
0 Byte

0 Byte

] I
03 PM 06 P
eCombo

L
5"

T T T T T
1:32 11:33 11:34 11:35 11:36 11:37 11:38 11:39 11:40 11:41 11:
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Initial discovery 11:44 am after about 7 minutes

entries  Showing 1 5 of 30
& Download CSV B Mark as Remediated Mark as Whitelisted & Add to Server List i Add/Change Category ¥ Add Notes
Connection ¢
[7] Asset Name < Verdict * Threat Risk < Connection Status & Attempts > Bytesin & BytesQut & First Threat Seen & Detected OS ¢ Category
[ P 10.159.46.49 Infected GraySunGirls (Hamweg_Generic) Low None 0 Bytes 0 Bytes 7 minutes -
102126174 Infected ilFi i 0 - —
[] p102126174 EvilFistSquad (Palevo Generic) Lbw None 0 Bytes 0 Bytes
Infected EvilFistSquad (Palevo_Generic)
[ b 1022663 [ None 0 Bytes 0 Bytes - -
Suspected DeadlyBridgeCrew (Sality_Generic
[ ——
4 L Infected i i i 5 i —
[] P 10.67.16.162 DeadlyBridgeCrew (Sality_Generic) |Low None 0 Bytes 0 Bytes 6 minutes
10.174.144.81 Suspected jilFi ' i - -
[ p 1017414481 P X EvilFistSquad (Palevo_Generic) Lbw None 0 Bytes 0 Bytes
10.146.119.141 Suspected / ; i L - ~
[ p 10146119141 P EvilFistSquad (Palevo_Generic] | Ew None 0 Bytes 0 Bytes
] p 103283 Suspected EvilFistSquad (Palevo_Generic) Low None 0 Bytes 0 Bytes - -
L =]
Suspected EvilFistSquad (Palevo_Generic)
L )
192.168.28.94 Suspected f - = tal, ; )
[ p 192.168.28.94 P UglyHoundKnights (TDSS-TDL_CriminalFinancial |L£ None 0 Bytes 0 Bytes 7 minutes
Suspected ScarySpiderCrew (SpyEye Generic)
-_—
10.173.99.25 Suspected E - -
p 10.173.99.25 P DeadlyBridgeCrew (Sality_Generic] |tbw None 0 Bytes 0 Bytes
[J b 10.149.149139 Suspected EvilFistSquad (Palevo_Generic) Ldw None 0 Bytes 0 Bytes = =
[ s—
10126277 Suspected B ~
[0 p 10126277 P DeadlyBridgeCrew (Sality_Generic] |LEw None 0 Bytes 0 Bytes

Suspected DeadlyBridgeCrew (Sality_Generic

[ P 1067.19.147 — [bw None 0 Bytes 0 Bytes = =
Suspected GreedySideBoys (Virut_Generic)
—

10.102.61.113 Suspected B ~
] p 1010281113 P DeadlyBridgeCrew (Sality_Generic] |LEw None 0 Bytes 0 Bytes
[1 b 103262118 Suspected DeadIyBridgeCrew (Sality_Generic) Lbw None 0 Bytes 0 Bytes - -
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Initial discovery 11:49 am after about 12 minutes

& Download CSV |8 Mark as Remediated i= Mark as Whitelisted & Add to Server List g Add/Change Category ¥ Add Notes
Connection ¢
[] Asset Name < Vverdict « Threat Risk % Connection Status < J— ¥ Bytes In £ Bytes Out £ First Threat Seen =
Infected EvilFistSquad (Palevo_Generic)
] p 10.2266.3 [Low None 0 Bytes 0 Bytes 12 minutes -
Suspected DeadlyBridgeCrew (Sality Generic)
—
10.67.16.162 Infected i i i . |
] b 10867.16.162 DeadlyBridgeCrew (Sality_Generic) LDE None 0 Bytes 0 Bytes 11 minutes
] p 10.174.144.81 Infected EvilFistSquad (Palevo_Generic) Low None 0 Bytes 0 Bytes 11 minutes -
] p 10.159.46.49 Infected GraysunGirls (Hamweq_Generic) Low None 0 Bytes 0 Bytes 11 minutes 1
] p 10.146.119.141 Infected EvilFistSquad (Palevo Generic) Low None 0 Bytes 0 Bytes 11 minutes -
10.212.6.174 Infected / - 5 o . ]
] ploz2126.074 EvilFistSquad (Palevo Generic) ni None 0 Bytes 0 Bytes 11 minutes
Infected EvilFistSquad (Palevo_Generic)
O
192.168.28.94 Suspected i - ; ial, [0 _ )
] p 192.168.28.94 P UglyHoundKnights (TDSS-TDL_CriminalFinancial E None 0 Bytes 0 Bytes 11 minutes
Suspected ScarySpiderCrew (SpyEye_Generic)
_—
] p1o328s3 Infected EvilFistSquad (Palevo Generic) L§w None 0 Bytes 0 Bytes 11 minutes .
Infected CreedySideBoys (Virut_Generic)
] p 10.67.19.147 — Low None 0 Bytes 0 Bytes 11 minutes -
Suspected] DeadlyBridgeCrew (Sality_Ceneric)
Suspected EvilFistSquad (Palevo Generic}
—)
1 p 10149149139 Suspected UglyHoundKnights (TDSS-TDL_CriminalFinancial , [Lew None 0 Bytes 0 Bytes 12 minutes -
Suspected ScarySpiderCrew (SpyFye_Generic
—_—
Suspected DeadlyBridgeCrew (Sality_Ceneric)
] p 10208163 Low None 0 Bytes 0 Bytes 10 minutes -

Suspected EvilCarRiders (Harnig_Ceneric)
-_—
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Initial discovery 12.12 pm after about 36 minutes

& Damibaits Enterprice Portal

P - [rrrrerra— ] - o

Select & filger: [= El T Apply Fillers | Reser Filers
& Downdoad CSV i Mk & Remediared i Mk as Whitelisted & Add o Server List i Add/Change cam;uv W Add Notes
O b 1020947143 Infexied SCaryFocTWIdmwE-A Laqressive, TR_LOWREp-A) O Byt O ByTes 17 minemes
O b Infactad il i 1! nEri 0 Byt 0 Bytes 32 mi
EI Hone ey minutes -
Infes el DeadisBrdnsCren (Sality_Generic)
[ 1
O p1oE716162 Indestad DeadbyBridneCrew (Salite Generic) o= Home 0 By 0 Byves 32 minutes
al Infexied r I i e
10.567.19.147 — E Hone O Bytes 0 Byves 32 minutes =
infected  Deadhy@ridasCrew (Sality. Generic)
] b 10.074144.8) Infes e ExiFFistiquad (Falevo_Cenericl o= Hone 0 Eytes 0 Bybes 32 minutes
Indesied ¥ 1 neri
O » 1024003 Infecand DradhesidqeCren (Salit Generic) e ] Honme 0 Bytes i B -
suspected ;
é uakrHeunaknights (TOSS-TEH_Criminalfinsncial
[ 1S Indesnod . k g
O b LLi594%49 L GrincunCitls (Mamwedq Generic) el ] Home o lytes o Byes 32 minaes
O b 10136277 Indexied DeadyEridnsCrew (Saliny_Generic) et ] Hone 0 EyTes O Bytes 30 minates "
[ R LFIFE R Infected DeadbfridgeCrew (Saling Genericl = Home 0 EyTes O Bytes 3F minutes
10146119141 il Exilfistsquad (Palevo_Cenericl =
i Indecred flom ] Hone 0 Bytes O Bytes 32 minates
i A FUFRTT Infecnad CeadhdindgeCren (Saling Generic) [Los Nome o ytes o Byes 31 mingnes
Infecind CtadhridasCren (Salite Generic)
— =
] b 10208163 ] e ] Home 0 Eytes 0 Bytes 31 minermes
-
[ RLEFE K Infered Exilfisriauad [Palees Ceneric [La= Home 0 Bytes O Byted 12 minandd
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Initial discovery 12.12 pm after about 36 minutes

Currently Infected Assets 4 o »

assets currently infected
(Inf%b of total network)

Riskiest Infected Assets 4 @ x

S

10

Asset
10.208.132.127
10.209.42.143
10.173.99.25
192.168.28 94
10.149.149.139
10.159.46.49
10.212.62.3
10.49.25.21
10.240.1.3

10.67.19.147

Showing 10 of 24 infected assets

EAEEERREAR;

Last Seen

11 Feb 2015 11:09 UTC
11 Feb 2015 10:53 UTC
11 Feb 2015 11:01 UTC
11 Feb 2015 11:12 UTC
11 Feb 2015 11:12 UTC
11 Feb 2015 11:13 UTC
11 Feb 2015 11:12 UTC
11 Feb 2015 11:09 UTC
11 Feb 2015 11:12 UTC

11 Feb 2015 11:13 UTC
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Initial discovery 2.36 pm after about 2 h 40

@ Damballa Enterprise Portal

1]

O o

p 10457

b 103332

P 1017315769
P 1014821321
P 101002229
p 104425

P 10208132127
P 10173 86.45

) 10435

P 1020813235

P 101739925
' 10.209.66 .4
P 1020942143

P 1020943139

showing 1

) Mark as Remediated i= Mark as Whitelisted £ Add to Server List

ThreeAlienwreckers (Citadel _Sinkhole Micro
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ThreeAlienWreckers (Citadel Sinkhole_Micro

FourLakeRiders (Zeus CriminalFinancial Zloy

ElghtiakeRiders (Zeus_Generic)
RuthlessShoeCrew-A (Agressive TR _Kelihos!
EivelakeTrippers (RogueAV_Criminal IN-TK}

RuthlessShoeCrew-A (Agressive TR Kelihosi

ScaryFootwidows-A (Agressive TR_LOwRep-A)

oG G G ELL

il rew {] nerk
ScaryF d -A (Agressive TR _LowRep-Al
Footwidow resstve T J
RuthlessshoeCrew-A (Agressive TR Kelihosi

UalvHoundKniahts (TDSS-TDL CriminalFinan

s Add/Change Category

Oropped
Dropped
Dropped
Dropped
Dropped
Dropped
Completed
Dropped

Completed
Completed

Falled
None
None

None

985

912

299

139

283

110

100

59

105

22

42

@ Add Notes

833 K8

915 KB

276 KB

494 KB

1.28 M8

389 KB

23.5KB

54.8 KB

13.2 KB

409 KB

0 Bytes

0 Bytes

0 Bytes

0 Bytes

462 KB

479 KB

140 KB

142 KB

76.7 K8

50.9 KB

45 KB

22.8KB

21.2K8B

10.3 KB

7.77 KB

0 Bytes

0 Bytes

0 Bytes

about 3 hours

about 3 hours

about 3 hours

about 3 hours

about 3 hours

about 3 hours

about 3 hours

about 3 hours

about 3 hours

about 3 hours

about 3 hours

about 2 hours

about 3 hours

about 3 hours

windows 7 or 8

Windows 7 or 8

windows XP

Windows 7 or 8

Windows XP

Windows 7 or 8

Windows 7 or 8

Windows XP

Windows 7 or 8

Windows 7 or 8

windows XP
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Initial discovery 2.36 pm after about 3 hours

Currently Infected Assets + o

assets currently infected
(0.1 3% of total network)

Riskiest Infected Assets + & x

10

Asset

10457
10.3.3.32
10.173.157.69
10.148.213.21
10.100.2.229
104425
10.208.132.127
10.173.86.45
10435

10.208.132.35

Showing 10 of 55 infected assets

Risk

Last Seen

11 Feb 2015 13:01 UTC
11 Feb 2015 13:34 UTC
11 Feb 2015 13:26 UTC
11 Feb 2015 11:41 UTC
11 Feb 2015 13:36 UTC
11 Feb 2015 13:30 UTC
11 Feb 2015 13:31 UTC
11 Feb 2015 13:30 UTC
11 Feb 2015 12:53 UTC

11 Feb 2015 13:26 UTC
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Infected Assets Over Time (Feb 11 to March 1st) >

Infected Assets Over Time - o =
February 1st, 2015 — March 1st, 2015

250 /_
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