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Huston we have a problem |

« To antivirus kat IPS eilvat updated, aAAa poAuvOnka »
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NMNpwTtn arria : « Zero Day »

* To fix dev eivat akoun dltabgouo

* Tovulnerabilty eival akoun ayvwoto

- Zero Day Protection

Attack IT admin

Is Installs
Exploit created  EEPTRTSIT Public/ Vendor Vendar signature

10 leverage Vendor bullds dstributes
vulnerability awareness | signature |signature

Hacker
discavers
vulnerability

Window of Vulnerability
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SIMAE

To Antivirus O&gv €ival APKETO

2.XeOOV 10 88% TOU Malware
LETAUOPPUWVETAI WOTE VO
TTAPOKAUWEl Ta signature-based
antivirus *

*Malwise - An Effective and Efficient Classification System for
Packed and Polymorphic Malware, Deakin University, Victoria, June
2013
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AguTepn aitia: H texvoAoyia aAAdadlel , kai o1 hackers...

“Antivirus is Dead” Brian Dye Senior VP of Symantec

To 82% aro to malware mou avixveveTal,
. TLOLPOLUEVEL EVEPYO EWC TO TIOAU 1 wpa

To 70% OAwV TwV ATEIAWV AVAKUTITEL LOVO
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Advanced Persistent Threat (APT)

1 mants callee,u,cs
H Advanced Persistant Threat bl el
(APT) eivar pic vynAnc texvoloyiag Tfﬁjf,ff,‘?"’;
eEedyuévn enibeon mov okoTEDVEL VX ' rund

ATIOKTNOEL I PATETAEVO aB0pvPo /\g\ n 0]

EAeY X0 evog onuavTiKov TOALTIKOV 1] SN A
stum [r,1

OLKOVOULKOV OTOXOV.

Targeted Advanced Persistent
An individual organization, nation-state, ar An unknown, zero-day attack that has It doesn’t stop. It keeps phishing,
even specific technology is the focus. malware payloads and uses kernel rootkits plugging, and probing until it finds

Infiltration is not accidental. and evasion-detection technologies. away in to serve malware.
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NMponyuévn avaAuon Tou Malware

Virtual
Sandbox

System
Emulation

0S
Emulation

XP /Win7 XP /Win7
Functions Functions

OS—XP /Win 7

OS—XP /Win 7

XP /Win7 XP /Win7
Functions Functions

CPU / Memory

Hypervisor cPy —
Server Server SR
High Fidelity Low Fidelity High Fidelity

Low Visibility High Visibility High Visibility
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Auvuvauikeg amokpuweic Malware

To Malware gAéyxeL to mepBaiAov Stalling / Looping

EktéAeon Multi-Path Avaov LEXPL VOL OTALOTACEL O EAEYXOC

Enopevo Bripa avaAloyo to amoteAEcpOTA

‘ Malware?

[ I ) Looping

‘ Exploit ‘ Inaction

‘ Key logger ‘ C&C Network Traffic
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Ta APTs apopouv povo Ta HeydaAda diKTud ...
ZwoTta ?

, , )
Auta ev xouv

OXEON UE EUEVAQ,
ocwota?
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ESEAI§n Twv APTs 5+« o™

Result: Stale source code

June | Stuxnet

: : : ® < Tuget|

JNUEPA TO KOLVO KakoBouAo malware 2010 5 et nucor s certion
Xpl’]O'lLlf)T[OlElTLq LOLEC TTPONYMUEVEQ v || RSALockheed
TEXVLKEG OTIWG oL KuPBepvnTLKEC APTs. 2011 @ < ek and loceed e

7 r e . September DUCIU

Kade opyaviouoc¢ kuvbuvever aro advanced 2011 @ < Toget: ban Sudan Sy and G
Result: Stole digital certifications
threats!

May . Flame
2012 ® <. Torget: Countries in Middle East
Result: Data gathering and exfiltration

Zeus copies Stuxnet Oday oy || NewYorkTimes

2013 @ < Torget: NV Times
Result: Stole data, corporate passwords

Criminals use 0day malware (Cryptolocker)

October Adobe Breach
. e .. Tanget: Adobe
Zeus uses stolen certificates 2018 e e astomernfomaton and

Criminal spear phishing December o {;%fr;fream
| Result: Stole customer redit card data

Criminal watering hole attacks

Septernber | Home Depot Breach

2014 e Target: Home Depot
Result Stole customer credit card data
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’ Your files are encrypted.

To get the key to decrypt files you have to pay 500 USD/EUR. If payment is not made before 29/06/14 - 09:24 the cost of
decrypting files will increase 2 times and will be 1000 USD/EUR

« Cryptolockers

Your system: Windows XP (x32) First connect IP. ¥  Total encrypted  files

& ‘ I B- Loc ke r )) Refresh | Payment | FAQ § Decrypt 1 file for FREE § Support

We are present a special software - CryptoWall Decrypter - which is allow to decrypt and return control to all your encrypted files

A PT Or n O t A PT. . How to buy CryptoWall decrypter?

Dbitcoin

Bitcon wallet (click here for more information with pictures)

- Although it's not yet easy to buy bitcoins, it's getting simpler every day.
Your documents, photos, databases and other important files have been encrypted with strongest g Y 5y uy ¥ g9 9 P 5y.cay,
encryption and unique key, generated for this computer. hmendations:
Private decryption key is stored on a secret Internet server and nobody can decrypt your files until ended for fast, simple service. Takes Credit Card, Debit Card, ACH, Wire
youpay and obtain the private key. Senvice allows you to search for people in your community willing to sell bitcoins to you directly.
If you see the main locker window, follow the instructions on the locker. Overwise, it's seems that pr fast way to buy bitcoins
you or your antivirus deleted the locker program. Now you have the last chance to decrypt your files.
coins Instantly for Cash

Onen ht hmvadabvwokzaso.onion.cab or htto: / /ohmvadabvwokzaso.tor2web.ora in vour actons of bitcoin exchanges

Cryptolocker 2.0
I bn their site

Your personal files are encrypted

Into enabling consumers to pay for digital currency.

Your important files were encrypted on thiz computer: photos,
videos, documents |, elc. You can verily this by click on see files 0tSedCDCHDcgbRks2a7yPcicwd Get QR code

and try to open them

Encryption was produced using unique public key RSEA-4096
generated 1or this computer. To decrypt Tiles, you need to obtain
private key

| [o:86 BTC ~= 500 USD v ] |8

transaction you made
c42f07f5cf3e2aa08114c4d1f2)

The =single copy of the private key, which will allow you to decrypt
the files, iz located on a secret server on the Internet; the server
will destroy the key within 72 hour s after encryption
conilplcted After that, nobody and never will be able to restore
Tiles |

ck "PAY".

Your files will be lost

without payment on: To retrieve the private key, you nesd to pay 0.5 bitcoing. PAY

11/24/2013 3:16:34 PM Click proceed to payment to obtain private key.

Any atter
Lo e

Pt to remove or damage this software will lcad
fate private key destruction by server.

Proceed to payment >>

Jur sent drafts

|ber or transac 1D Amount

Status

lyments not found

t of 0 USD/EUR. The residue is 500 USD/EUR
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Cryptolocker: Avixveuon amo Antivirus
M virustotal

SHA256: b9309e4de239112078113f30a3fd2599cabd 7e8bd7aa2c91cebc039ed9f30f93

File name: Parcel_Information.exe

Detection ratio:  1/54

Analysis date: ~ 2014-08-05 00:41:44 UTC ( 0 minutes ago )

B Analysis @ File detail

Antivirus
Jiangmin
AVG
AVware
Ad-Aware
AegisLab
Agnitum
AhnLab-V3
AntiVir
Antiy-AVL
Avast
Baidu-International

BitDefender

O Additional information ® Comments

Result

Pack Mal.AntiVM

0 0 0 0 0 0 0 0 ©o0 o

Q) Votes

E# Behavioural information

Update

20140804
20140804
20140805
20140805
20140805
20140804
20140804
20140805
20140804
20140805
20140804

20140805

@0 &0

Ta Antivirus Bpiokouv ta crytolockers ... aAAd oAU apya !
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\_] How to purchase private | %

'
TO TESl d Crypt ELVaL €& - C' httpsy//34r6hq26q2h4jkzjtor2web.blutmagie.de/purchasecash.html

TeAevTOLO TUTTOU _
ransomware, Tou GTOXEUEL How to purchase private key

otou¢ online maiktec.

If you already purchased private key using TeslaCrypt, then you can check your payment status and encrypt your files if your payment is
completed.

To TOR site Tou TeslaCrypt How to decrypt your PC using PayPal My
SdlvelodnyiecyLa to nwe Oa Cash Card

mAnpwBOolV ta AUTpa, OxL T ——
noévo oe bitcoins aAAG& Kat S

PayPal My Cash Cards.
Emitpémnouy tnv
amoKpumTtoypadnon eVog
apxelov yla va anodeiéouv
OTL UTTOPOUV VA TO KAVOUV. I y B @
Entionc urtdpyet éva
oUOTNHO ETILKOLVWVLOG TTOU
ETUTPETEL 0TO BV VO
€pBeL og emadn pe Toug
developerstou malware !!

Thc Glder Scrolls SAINTS R@W (oL e

CALI'DUTY RGO MAXER

ANCED WARFARE PHTIETAIOMANT
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WatchGuard Best of Breed Aoc@aAsia
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D lastline
Moia gival n Lastline?

[0000NKe Ao KOQLEPALOVG KAOT YN TES KAL EQEVLVNTEC

% ADVANCED MALWARE REPORT

—  Axkadnuaikol maykooutlov @rung S ———

P ; AV DETECTION RATE:
— E Q 8 UV a 8 + E T wv GT a APT Number of Antivirus Vendors Detecting Malware at Time of Analysis -
LASTLINE MALWARE RISK ASSESSMENT:
/ / Provided by Full-System Emulation Sandbox Analysis -
— 'Epgaot otnv kawvotopia
ANALYSIS OVERVIEW:

Malicious Maiware Behaviors Exhibited During Analysis

— Developerstov Anubis / Wepawet:

& EVASION o

® Checking for specific image filename
¢ Postponing the tion of shell

¢ Searching for specific processes

d
¢ Timing Detection
' AUTOSTART o

News ¢ Registering for autostart during Windows boot

12 must-watch security startups for 2013 m oy o

Honeywell 0

Q@rermeTER X A Homeland

Mpalozlic ity & securicy

Suarus mest U Mchfee )
= FCIATINET.

A {
o (J SOPHOS ,ﬂ‘\\ S
ue! zscaler” {' } Y

Snd
.' — .
ot ; maymesn  Microsoft
The world's local bank , TREND MES wem J,"“"«,“ y BN S | e —
= € Humana L “I i 2 | A Bl o) ay Sforce
. B s ANZ < JuniPer Te hﬁﬂ e P iad : ) 9 EMC Qpemts/mmr
NNEN? ,symamec. M Maeris® R / e o
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HEHH]

Local Remote File
Cache “Cache” uploaded

APTBlocker
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Visibility Explains Why This Is Malware

Threat Level HIGH

MIME Type application/x-pe-app-32bit

Commandé&Control traffic observed

Registering for autostart during Windows boot

Trying to detect analysis virtual environment (HDD detection)
Using injected code to hide network activity (dns traffic)
Reading user’'s mail server credentials

Stopping the Windows Security Center service
Modifying executable in user-shared data directory
Writing to the memory of a non-chilkd running process
Modifying name server (DNS.DHCP) addresses

Poss staing against anaiysis environment (seep) |
Possibly stalling against analysis environment (loop)

HEE°REEREE

o TAR
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2014 4

C utin
i

WINNER

Advanced Persistent Threat (APT)
Solution of the Year

Competitors for Advanced Persistent Threat (APT) Solution of the Year

Check Point Check Point Threat Emulation
FireEye Threat Prevention Platform
Fortinet FortiSandbox

Lancope StealthWatch System

Palo Alto Networks WildFire

Threat Track Security Advanced Threat Defense Platform

WatchGuard WatchGuard APT Blocker



