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The Threat

The Solution

Cyber Mischief
“The Morris Worm”

1988 - 1995
Perimeter Defense

Threat Landscape Evolution

Cyber Crime
“Russian Business Network

Cyber Espionage
MAPT"

Cyber Hactivism
“Anonymous”

Cyber Espionage
“Titan Rain

Cyber Espionage
“Google Aurora”

Cyber Espionage
IIAPTII

Cyber Crime
“Kevin Mitnick”

Cyber Mischief

Cyber Crime
“Russian Business Network”

Cyber Crime
“Sony Breach”

Cyber Mischief Cyber Mischief

“Code Red” “Slammer” “Heartbleed”
1996 - 2002 2003 -2010 2011 - Future
Defense in Depth Automatic Data Collection Actionable Intelligence

Threat Indicator Sharing
Data Analytics
Cyber Intelligence Cyber Intelligence

Data Collection (SIEM) Data Collection (SIEM)

Vulnerability Management Vulnerability Management

Incident Response Incident Response Incident Response

Intrusion Detection Intrusion Detection Intrusion Detection

Anti-Virus Anti-Virus Anti-Virus
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Further Challenges

Infiltration Discover
—o— Y

Nature and motivation of attacks Researc%,
(Fame to fortune, market adversary)

N —@— Capture

Exfiltration

Delivery

Transformation of enterprise IT

(Denvery and consumption changes) Traditional DC Private cloud Managed cloud Public cloud
Consumption

Virtual desktops Notebooks Tablets Smart phones

Regulatory pressures Baselll ‘ﬁ\
(Increasing cost and complexity)  Sarbanes-Oxley I1ISO
Financial and Accounting Di ure Information \@/

27000

3 Space Hellas - All Rights Reserved // SI ACE
ZH E L L A S



Cybercrime Attacks Nature

Attacks Motivation, © Radware 2014 Types of Attacks, © Radware 2014

Advanced Persistent Threat

Fraud 30.81%

Phishing
Theft of Proprietary Information/
Intellectual Capital

Distributed Denial of Service (DDoS)

Worm and Virus Damage 36.87%
Unauthorized Access
Criminal SPAM

Corporate/Geo-political Sabotage

Cost of Cybercrime, © Ponemon Institute 2014

1  $11.56
United States 8

- $12.69

I 5756

Germany _ $8.13 Top Cybercrime Impact, © Ponemon Institute 2014

I 3673 40% - 38%
I 36.91
Japan - ! 35%
s I s5.19 30%
I s6.
! ¥6.38 25% %
I 54 ]
United Kingdom .72 20%
I 5593 15% 1
I 3367 10% -
Australia
I 5399 o | n
0% + - =
Russia® $3.33 Busi formation loss R loss Other costs
I S disruption damages
s $2.00 $4.00 $6.00 $8.00 $10.00 $12.00 $14.00

*FY 2013 results for Russia were not collected

SFY 2013 (n=235) FY 2014 (n=257)
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21%

Intellectual Property Theft

12%
53% 5% ¥ Reputation Damage
Customer Data Theft ’
\ \@li2
\ _ Website Taken Offline
4% 3%
Won't Fall Victim Fines or Legal Action

Top Cyberattack and Data Breach Worries, ©Trustwave 2015
Pressures Report

62% 2% 2014 48% 38%

External Threats Intemal Threats

Top Security Threat Sources, ©Trustwave 2015 Pressures Report
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Future Predictions

1 0/

/0
Access and Privilege
Meodification/Escalation

10%
Failing to Install Security
Updates

25%
Installation of
Unauthorized

Software or Malware

28%

Unauthorized File 9%
Transfers Weak Passwords

10%

Lack of Security Training

Top Risky Insider Threat, ©Trustwave 2015 Pressures Report
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Proactive Information Security
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Proactive Information Security
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Data / Information

Networks /
Communications

PASSIVE

Information Security

Firewall
Anti-virus
Spam filtering
Anti-spyware
Content analysis
IDS/IPS
UT™
Password mgmt
PKI
Encryption
VPN
NAT
Backup/recovery

Services
Processes
IT team
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Proactive Intelligence

PROACTIVE
Intelligence

DDOS prevention
BOT prevention
SIEM
Network sensors
Log, data, flow analysis & Data/Info mining
Large volume data analysis
Electronic intelligence
Attack perception
Backdoor scanning
Decision support systems

Services
Processes
Cyber security team
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Proactive Information Security

Collaborative ' Adaptive |
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Our Holistic Approach

-

eDecrease risk
*Keep an eye on third-party
contractors

eMonitor internal privileged
users

eDecrease risk

*Provide faster answers to
auditors

eAchieve a high level of
accountability

Integrated 'Y SRS ' Integrated
Approach Approach

Operations

*Reduce costs company-wide
*SLA and third-party billing
eDecrease in number of 1T issues sBetter training

*Decrease in number of data breaches sImprove efficiency and decrease

Improve overall efficiency and rocesses mistakes
productivity eEnforce segregation of duties

Track successful internal trends

\
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eFast troubleshooting
eAutomatic change documentation
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Case Study Analysis

£k

Manage °

o—— Advise o0 Transform o0

D inplnend oves > oo

Enterprise Strategy Risk Mitigation Plan Security Architecture Event Collection Metrics Definition
Enterprise Risk X 5 . . . . . .
Appetite Solution Selection Security Policies Network Analysis Correlation Rules Risk Re-Evaluation

Threat Posture Best Practices Security Procedures End Point An.aly5|s & Security Procedures Compliance Status
Protection
Departmental .
Security Procedures Dashboards TCO / ROSI
Processes

Regulatory
Compliance

Trainings
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Security Architecture Snapshot

Analysis &

Monitoring . Correlation Action
. Inléelligence .
Collection ﬁ
¥ & Enrichment (o Intelligence
P Archiving &
Content

. Intelligence

Security
Operations
(=
—
aee :
Respond
- & Report
Live .)) Threat Intelligence | Rules | Parsers | Feeds | Reports | Research
Intelligence Feed
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Disrupt the adversary
Security technology
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Manage risk
Risk & compliance
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Approach Benefits

TETEEY.

Reduce cost & complexity
Advisory & management
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SPACE HELLAS at a glance

System Integrator - Value-Added Solution and Service Provider

Active in Telecommunications, IT and Security

30 Years of Operation and Growth

Major
210 Specialized Employees Alpha shareholders
Bank 64%

*More than 300 Certifications - Accreditations

Turnover: € 43,1 million (2014)

Listed on the Athens Stock Exchange since 2000 igg .

Certified for Quality & Information Security Management 0 |

Cert No. 7421
150 27001

*|SO 9001:2008 - ISO/IEC 27001:2013
eNational - EU - NATO Secret

National & International Presence

eSpace Hellas HQ situated in Athens
*Branches in Athens, Thessaloniki, Patra, Heraklion Crete and loannina
eSubsidiaries in Cyprus, Romania, Serbia, Malta
eActivities in Albania and the Middle East
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Space Hellas Offering

£k

o—— Advise o0 Transform o0 Manage °

Enterprise Risk Management (ERM)
Enterprise IS Strategy Enterprise Information Security Architecture Vulnerability Management
Business Continuity Strategy & Planning Web Application Security Assessment

Gap Assessment & Review (1S027000, 1ISO22301, PCI-DSS) Code Review Penetration Testing

Sulia)40 s2INIBS

Standards & Regulatory Compliance (1S027000, 1SO22301, PCI-DSS, EAAE) ERP Application Assessment and Controls Testing

Threat Modelling IT Security Review & Audit

Information Security Awareness Training

Perimeter Security

Remote access

SuoIN|os E

Content security

Log & Event management (SIEM)

)
)
)
(]
[}
)
)
)
)
(]
:
Endpoint security H
)
(]
[}
)
)
Identity Management (IDM) !
(]

[}

)

)

1

Data Leakage Prevention (DLP)
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Panagiotis Kalantzis / Alexandros Detsikas

Information Security Consultant / Information Security Specialist
pkalantzis@space.gr / adet@space.gr
www.space.gr
Tel: +30 210 6504220

Space Hellas S.A.

Telecommunications, IT, Security Systems and Services
/ S PAC E Private Enterprise for Provision of Security Services
// H r L L A S 312, Messogion Ave., Ag. Paraskevi, 153 41 Athens, Greece
Tel. +30 210 6504100 | Fax +30 210 6516712 | www.space.gr | info@space.gr



