Adding more
keys to your
locks
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Security Incidents vs Data Breaches

Security Incident: Data Breach:
Mia anoneipa mov ek9eTel THV Eva incident To 0m0i0 Y€l WC

aKePaIOTNTa, EPTTIOTELOIPOTNTA N TH anoteAeopa tnv amokdAvyn 1 tnv

d1adeo10TnTA MANPOPOPIAKWY mIavn EKIEan TwV MANPOPOPIAKWY
OTOIXEIWV. OTOIXEIWV.
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Security Incidents ta teAevtaia 6 £€1n
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Data breaches ta teAgvtaia 6 €tn
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Y1ox0C: NMpoowrika Asdopéva
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Data loss costs
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Xpovoc dlaniotwonc evoc breach

AsvtepOlenta 0%

Nemtd - 3%
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> TATIOTIKA €TIIOEOEWY

IN SMALLER ORGANIZATIONS OPPORTUNISTIC ATTACKS MOTIVATED BY FINANCIAL GAIN
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Kopugaiec pebodot data breaches 1o 2014

& Phishing & E€aywyn péow malware & YrokAomn Kwdikwv
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[MpwTto¢ napayovrtag kKivdbuvou: Passwords

76% 61% 44%

OF NETWORK INTRUSIONS OF CONSUMERS REUSE OF PEOPLE CHANGE
EXPLOITED WEAK OR PASSWORD AMONG THEIR PASSWORD
STOLEN CREDENTIALS MULTIPLE WEBSITES ONCE AYEAR
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Password leaks

31.000 7.000.000 145.000.000

passwords passwords passwords
twitter dropbox ebay
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Common Passwords 2014

Rank Password Change from 2013
1 123456 -

2 password -

3 12345 ™17

4 12345678 J1

5 gwerty J1




[Tou armoBnNKEVOLV 0L XPT)OTEC TOUC KWAIKOUC TOVC;

11%

O Arntopvnuoveuaon (39%)
39% O 2nueiwon og xapti (27%)
& AroBrkeuon o€ karmolo apxeio (9%)
O ArntoBnikeuon og email (4%)
0O AMo (10%)
OAA. (11%)
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[NMooco aodaAr €ival ta passwords otnv €talpia oac;

KwdlKoi ou vrekAdmnoav ano vtdAAnAo stalpiacg, anmodnKeLVUEVOL OE apxEio

passwords.doc

Program

Computer Login
Lotus Notes

American Express

American Express

passwords.doc

Username

4 digit Code- N

EXP: Il
I

]

4 digit code- IR

Password

163erie
sOny123
password
hobart03

163ERIE

Open with Pages

&



ESET Secure Authentication

TiLeival To Two-factor Authentication (2FA)

Y€ avtiBeon pe tov Tumikd EAeyXo TauTtdTNTac HE et
KWOIKO Mpdofaonc, to 2FA xpnolporolel duo SECURE
TIAPAYOVTEC. AUTHENTICATION

Aurtoi €ival "KatL ov o Xprjotng yvwpilel”, onwc &va
password 1 €éva KwdIko PIN, kal “KATt TIov 0 Xprjotnc
KaTEXEL”, ouvnBwC €va KIvnTo tTNAEPWVO 1) Hia
ouokeun token.




One Time Passwords

«  6-Pridlol Kwolkoi (TrY. 345 678)
« AladopeTikoi yla Kabe xpriotn
« AlagpopeTikol yla kabe popa

«  Metd anod ) xprion "kaiyovtat"

w..MTN-SA = 4:04 PM

CHer

SECURE
AUTHENTICATION

b Secure Login

958 906




Mwc Aertovpyei to ESET Secure Authentication?

PASSWORD
(XN NN NN N

OTP e 4

369875
SMARTPHONE USER PASSWORD CLIENT'S SECURED COMPANY
WITH ONE-TIME COMBINED WITH AUTHENTICATION NETWORK AND DATA
PASSWORD ONE-TIME PASSWORD SERVER
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Mapadeiypata xprjong

+ Outlook Web App

« Sharepoint

« Dynamics CRM

* Remote Desktop

* VPN Appliances

« Citrix XenApp

* APl & SDK for custom apps

i0S

IOS 4.2.1 or higher (iPhone)
Android 2.1 or higher
Windows Phone 7 or newer
Windows Mobile 6

BlackBerry 4.3 to 7.1

Symbian - all supporting J2ME
All J2ME enabled phones

SMS

Hard Token Devices



More Security

Evac (§€voc) xprjonC yla va aroKTroel mpoofacn oto etalpiko diktvo xpeltaletal:
1. Username
2. Password
3. OTP
4. PIN ywa to OTP app

i ChangePIN

= z P . Get Tokens
ENJOY SAFER TECHNOLOGY & GetTol

© Avout



Be proactive to physical data loss

Disk drives

Flash drives

Desktop

Documents

Laptops

Other User dev
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DESlock+ Data Encryption

* Full Disk Encryption

* Encrypted USB sticks

* Encrypted CD/DVD media
« Email Encryption

» File/Folder/Text Encryption

TECHNOLOGY

ALLIANCE
DESlock’




Thank you

Mavvng NauvAidng
Presales & Tech Support Engineer

ESET Hellas

TnA. 2107759270
sales@esetgr.com / support@esetgr.com
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