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About Boldon James boldonjames

A QinetiQ Company

* Global leader in data classification and secure messaging solutions
e Established in 1985, headquartered in the UK with 60+ employees
* Owned by QinetiQ Plc -S2bn defence & security technology business

* 30 years experience in delivering complex secure messaging, data
security and information management solutions

* Global presence, local expertise — with offices in the UK, US, Australia
and Europe. World wide coverage through channel partner network.

Microsoft Partner v’ Symantec.

Cold Application Development
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QinetiQ Divisions & Products boldonjames

A QinetiQ Company
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Microsoft Relationship boldonjames

A QinetiQ Company

“This highest level of Partner status, combined
with their long standing relationships, provides
Boldon James a unique level of access to new
Microsoft products, development support, and
commercial support.”

= Microsoft

“This level of access is not
available to other independent
software vendors in the
messaging sector.”
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Client experience boldonjames

A QinetiQ Company

e QOver 5 million end users of our technology globally

e Customers across multiple sectors, Financial Services, Law, Oil & Gas,
Pharmaceutical, Manufacturing, Telcos, Military, Intelligence,
Government (local and central).

* Global organisations trust us to protect their sensitive data....
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Hard truths around data loss

boldonjames

A QinetiQ Company

N\

of data breaches
were down to
human error

The Ponemon Institute

68 =‘>

% X

of business users
have sent an email to
the wrong person
by mistake

SilverSky

242

of business users said
that the greater threat
to businesses are
employees unintentionally
sending out sensitive
information via email

SilverSky

said the CEO’s
confidential data
had been breached
within 12 months
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Inadvertent misuse of

data from insiders is

responsible for 36%
of data breaches

Forrester

%

The ICO believe that
over 50% of data
breaches are caused
by human error

ICO



What is Data Classification? boldonjames

A QinetiQ Company

Visual Markings

gy 1

Involving the user to
place a key identifier
onto a piece of
information to ensure
appropriate handling

))

\— Handlmg Rules
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User Driven Data Classification boldonjames

A QinetiQ Company

Dynamic and proactive labelling

Enforce labelling/data classification
policy

Domain, user & attachment checks

Ensure consistent markings are applied

Fully customisable images, labels and
text

Visual labels & metadata

Multiple platforms & file types

o

@ MorBusiness @ General o Por i i g

-~ Confidential &) [ntemal Only  ~= L fes | Include | Togs
Clipboard = Classifier Labe G Zoom
Tue 20/05/2014 2018
Beth Kaer
[10]Planning mesting
To  Frank Guerillo

o Edward Henthall

Message E3 Praject Penburn Resource Listaxlse (1.
Internal Only
Hey Frank,
I'll schedule the planning me Arsday, that's when Ed is due to provide his report.

Should we also have Archie sit in? | think his input is required for the Capabilities Document.

Thanks,
Seth

This message is marked Intemal Only. Do not distribute outside of

B — Classifier Label

Beth Kaer Moltems
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Preventing Against Accidental Loss doldonjames

A QinetiQ Company

03 Marketing Plan - Policy Check

—)p Thiz iz a summary of the checks perfarmed by your labelling palicy.
:—4  The cument label iz shown below, pleaze click if pou wizh to edit.

Confidential

Unapproved Recipients [PREVENT] (7]

Ore ar more recipients are not approved to recelve a message with this label - click Femave
‘Remove' to delete these recipients, or ‘Back' to return to the message.

hancy@pahoo. com

Click for less information (=]

Back

“ —
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Take Control with Classifier boldonjames

A QinetiQ Company

Classifier extends the capabilities of Microsoft products and other applications to
allow users to apply relevant visual & metadata labels (protective markings) to
messages, documents and files in order to enforce information assurance policies,
raise user awareness of data value and drive multiple security technologies.

« @ lassifier

Easy to install Seamlessly extends Core Features:
client software core MS products * Engage the employee
| * Educate the employee
A OF * Insert visual markings
5 . * Raise awareness and
: ~ understanding

Adoption of your Orchestrate your e Insert metadata
information security technologies. e Control email distribution

classification policy.
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Classifier - securing your data boldonjames

A QinetiQ Company

DATA CREATION AND EXCHANGE

Email Classifier EXISTING AND

Email Classification and Release Control for Secure STORED DATA
Messaging

File Classifier

File Classification - Security
Labelling for All Types of
Windows Files

Office Classifier

Document Classification — Labelling
and Protective Marking for
Microsoft® Office Documents OFFICE

Power Classifier
Mass Security Labelling for
Documents and Files

CAD Classifier
Protect Design
Documents and CAD
Workflow

REMOTE ACCESS AND
COLLABORATION

EXCHANGE OWA Classifier

Message Classification

and Release Control for
Microsoft Outlook Web App
(OWA)

Exchange Classifier
In-transit Message
Classification

- Ensuring Consistency
and Improving
Collaboration

Mobile Classifier
Message Classification and Data Loss
Prevention for Mobile Devices

SharePoint Classifier
Security Labelling for Microsoft
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Raising User Awareness boldonjames

A QinetiQ Company

Focus on putting the user at t
of their data security strategy

60%

improvement in
user security
awareness

Tool transformed users’
security culture

Heightened awarene
over to printed docu

Allianz @

Requests for more lockable
office storage

Users asked for data classifice \ | It’s been
tool back when removed amazing

Orla Barry, ISO

Internal security awareness measure
increased from 29% to 89%
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Driving other technologies boldonjames

A QinetiQ Company

eDiscovery Data
(Search & Governance

\_Retrieval)

Event !
Monitoring \ II‘)’IOb-IIe
(SIEM) ) evices

~

Classification Metadata Data Loss b
: Prevention ccess
can drive complementary (DLP) Control

security and information
management technologies:

Guards &

Encryption

Gateways
/’Docu ment
& Records
Managemen Archiving
(EDRMS) Info
Rights \

/ Management '
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Technology partnerships

boldonjames

\/Symantec‘.

logic.

(@)
:*LogRhythm
splunk>

\\
\
\

RSA Monitoring
SECURITY" (SIEM)
\/Syma ntec.
Data Loss \
welsense Prevention
................................ (DLP)
McAfee -
Proven Security™
vsgclg;c}ge Encryption
//
SOPHOS /-/6ocument
G egress° & Records

zi:Data/Nolion.

Connecting people and processes

OPENTEXT
\‘ documentum

a division of EMC

COMMERCIA

\. eDiscovery
\ (Search &
\ Retrieval)

!lN MSF\HQBE&E EXTERNH

A QinetiQ Company

N\ VARONIS

Data
Governance

eDiscovery
~ (Search &
\_Retrieval)

Event v
Monitoring \
(SIEM)

Datah

Prevention
(DLP)

Mobile
Devices

Access
Control

Encryption Guards &

S Gateways
~Document
~ & Records
Managemen Archiving
(EDRMS) Info \
RightS \\

/' Management




Driving Symantec DLP boldonjames

A QinetiQ Company

Classifier and Symantec™ DLP

Boldon James Send _—
SEESILE @ /—~ Classify Guide Il
o e Non-Business A Wamn \:I
— B General Business © Justify E \ﬂ\
iames B Confidential QD Prevent
hgldﬂ“]am Save
/Print

Kﬁj\ Analyse & Decide \/Symantec,

* Endpoint Prevent and Discover
* Network Prevent for Email

W W WY

- m
Notify Block Quarantine Protect  Allow \-

Policy violation
remediate
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Summary boldonjames

A QinetiQ Company

Why put Data Classification at the centre of
your layered security approach?

0 Empowers users & increases data security awareness

o Supports more effective archiving procedures,
reducing storage requirements and costs

o Adds context and meaning to unstructured data
o Supports compliance to industry regulations and standards

o Applies valuable metadata to drive greater efficiencies across other
enterprise security and information management technologies

0 Supports more secure collaborative & remote working
0 Maintains business viability — protects intellectual property

0 Fast becoming security best practice — the smart thing to do
COMMERCIAL-IN-CONFIDENCE EXTERNAL
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boldonjames

A QinetiQ Company

Thank you.

Wesley Budd
Wesley.budd@BoldonJames.com
Channel Manager

Connect with us...

Twitter: @boldonjames @

Web:


http://www.boldonjames.com/

