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MoOAIC TEAeiwoEel auTn N napouaodiaon
Oa eioTe o Beon va yvwpICleTE...

. AnwAewa Asbopevwy : MBavol Aoyot
artwAEL0G SESOUEVWV KL TTWE UTTOPOUV vVaL
OVTLUETWTILOTOUV

. Awappon AsdopEvwv: TLTTPEMEL va yWWPLELS
TIPLV TIETAEELC ULOL CUCKEUN TIOU TIEPLEXEL
dedopeva

. Ransomware: Aeltoupyia, OTOTIOTIKA KOl
QVTLUETWTILON WwV Ontw¢ o Cryptowall

. O AvOpwrvoc Napayovtag: TL{nULEC pmopEl
VO TIPOKOAECEL Kall Ttw¢ Bat avakaAU P ou e TL
EXELOUPEL

. ToCloud: TL p&metl va yvwpilou pe Kot TOTe
TPOTEIVOU LE TN XproN TOU;
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2TATIOTIKA AnwAEgIac 0EOOUEVWY

Causes of lost data:

B Hardware or system failure
O Human error

[0 Software failure

O Computer viruses

B Natural disaster

B Theft

70% of businesses that suffer a major data loss
are out of business within 18 months.

LIRCe: DI
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lMapadeiyuara AngiAwv

*Actoyia ATTOONKEVTIKWV LECWV
*JkAnpot 6iokot, Raid cuotripuata, USB Flash, SSD... 6Aa pumopei va xaAdoouv

*AvBpwritvo AaBog
*AkoUoLa Staypadni/uetafoln/kakn xpron/EANAewdn backup apxeiwv
*[1poBAnua oto Software
*[NpoPAnpata oto Filesystem/oto Aettou pyko/otn faon
*loi / Malware / E€wteplkéc eTIBEOELC
*Cryptolocker/Ransomware
*Quolkec Kataotpodeg
*Dwta/MANUKL pa/MTWOoELS TAONC
*KAomty/AoAlodOopd
*[1pOOWTILKO/ZUVEPYATEC
*ATTOGU PG TOU HEOOU XWPLC EAEYXOUEVEC SLOLOLKAGLEC
*Awpea/MetanwAnon/Recycling
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2TATIOTIKA ario To EpyaoTnpIio & CUMNEPACLATA

5-10% twv diockwv mapouvotalouv actoyia
Annual Failure Rate UALKOU otnv 3etia (HAektpoviko / Mnxaviko

npoBAnua n SucAeltoupyia oto Firmware)

Eldape Stokoucg 3TB va xaAdave 20-30 nHEPES

QIO TNV AyOopPA TOUG

MoAAoi SSD &iokol cuvavinoav HE

eAattwpatiko firmware kot Sev katadepe n

gtaLpla va to SlopOBwoeLmote

Exatovtadeg emwvupa USB Flash Disks

otopdtnoav va Aettovpyouv Eadpvika

Y& ouotolyieg Raid «xtunnoav» tavtoxpova

! - ntoAAarnAoi diokol
. . ‘OcOoLPEYOAWVOUV OL XWPNTLKOTNTEC

avédavovtol ta TPoBARMATA KL O OYKOG TWV
HITACHI  soom( -""‘“" SedopEvwv o Yavetal
& Backeuz . 6% TwV UTIOBECEWV ATAV KN OLVOKTAOLLES
otav napaAdpape Aoyw enéppaong (2014)

2% Twv UtoBECEWV ATaV {jTI CTAC

KN AVOKTNOLHEG. LABORATORIES §
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ATUXI MEPIOTATIKA ANWAEIAC

CASE STUDY

Nuon: Backup o€ 2-3 onpueia
akopa kol offsite, pe
versioning.

4,

Y€ TLOAU LEYAAO SNHLOGLO OPYOVIOHO UYELQG
géva ovotnua Raid 5 — 15 dlokwv Kot oUVOALKAG
Xwpntkotntag 12TB, to omoio ywotayv
Replicate o avtiotolxo Raid cuotnua peta
aro npoPAnuata otnv NAektpodotnon emnABe
anwAela dedopevwy. EXaoe LotopLko
acBevwyv 10etiog. AvaktOnke HeTd amo
EVTATLKA TPOOTIAOELO 2 UNVWV.

Y€ KATOLOKEVOQLOTLKNA €TALpla ETUXOV 18
TLEPLOTATIKA XOAAOUEVWV SLOKWV EVTOC TOU
2014 o< 5L POPETIKEC XPOVIKEC OTLYLEC.

Y€ LEYAAN EMLXELPNON , TNV WPO TIOU O
TEXVLKOC EmalLpve backup og e€wtepikod dioko,
ETECE TO peL A Kol XAOnkav kat ot SUo diokol
Awknyopko ypadeio dSitatnpouoe backup
15etiac og usb flash 512mb to omolo yaAaoe

kol 6ev urtnpxe Backup. NTICTAC
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'vwpileTe TI €lval auTa;
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Ta 6edoueva oac o1abeoiua... oTo Koivo!
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Data ora okounidia kai oro ebay!
65% TWV HECWV

orocuUpovToL XWweLic va

AapeL pEtpa aopaAeiac

Amto Dealer avakukAwWHEVWV
NAEKTPOVLKWV CUCKEU WV,
ayopdotnkov 100 okAnpoi dickot ot Ayopacape 15 Kivnta tnAépwva
ornoiot dpaivovtov eEwTEPLKA 0€ TIOAU kat 30 okAnpoug diokoug amno
AoXNUN KaTAoTaon: 1o eBay:

* AvoaktnOnikav: 57 §iokol, oL 44 e Zta Kwnta: BpeOnkav
OALKWG KaL oL 13 HEPLKWG TIPOCWTILKA I ETOLLPLKAL
BpéOnkav: AsSopéva LELWTIKWVY dedopeva oe 8 amod autad.
A SNUOCLWY OPYOVLOUWY, 2toug diokoug:

ETALPLKA & TIPOCWTILKA apXELal avaktnOnkav dedopeva
aro 8 dlokouc.

Abon: Motonownuevn Staypadn dedopevwv {‘]TI CTAC

www. tictac.gr




Ransomware: Wneiakoc EKBIaooC
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TI kavel evac 1oc Turiou Cryptolocker;

Malware delivered via
email or drive-by ) rgﬂl
File executes & =1
compromises system

Trojan connects with
C&C server

Encryption & notification
of user begins

,@AlienVault
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«

C 8 mpsy/kpaiTycr Tjxgkilp torexplorer.com, xxxx

Your files are encrypted
To get the key 10 decrypt Mes you have 10 pay 500 USD/EUR ¥ payment 15 not made before 1208/14 « 21:37 the cost of
decrypting fles will ncrease 2 imes and will be 1000 USD/EUR

Prior to increasing the amount left
103h 37m 58s

Your systemn Windows 7 044) Frstconnect @ 158 14 70 144 B Tots encnpted 56 Sies

Robosh | Paymonr | FAQ | Dwcrypt 1 e for FREE | Suppon

We are present 3 specl soteare - CryptoWall Decrypter - whaeh i allow 10 decryst and retum control 80 all your sncrypted Nes
How 10 buy CryptoWall decrypter?

Obitcoin

1. You should register Biscon wallet

2. Purchasing Bitcoins - Although i's not yet easy to buy bitcolns, it's getting simpler every day,
Hare are our recommendations:
o LocaBacons com - Ths fantastic servce sllows you 1o search for people in your commundy wiling 1o sell bicoms to
you Garectly
How T2 Duy Becans - An mtematonal Grectory of Scoin exchanges
Canh oo Cang - Recommended for tast  smple semice
Conbass - Bicom exchange based in the United States. (Mghly rated)
BaStame - A mults currency bitcom exchange based in Siovena (Heghly rated)
Conuar - Comlar sllows Grect DECON Purchases on thee sde Theyre Dased » Austraha Dt secve an rbenationyl
Cherteie
A0XQeQ Lo
- Mydns oy CAMm

Lplap - Dplap = 2 gobal cash payment network enabling consumers 10 pay for digtal cumency
3 Send 122 BTC 10 Biicoln address: 18N 2CZGYSOwQYRXAMONRSsDabEP apvy Get QR code
4 Enter the Transaction 1D and select amount:

| — |[ZEc - uso v 0

Note: Transacson 10 - you can Snd n detaded Info 300U VaNsachon you mMade
VATEe 442144525600 )R I950009 DAL DA2T AN TIECDR 22008 1 14c401T)

SpywareTechs.co

e check the pavment information and click “PAY".
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Cryptolocker 2.0

Your personal files are encrypted

Info

Your important files were encrypted on this computer: photos,
videos, documents | etc. You can verify this by click on see files
and try to open them.

Encryption was produced using unique public key RSA-4096
generated for this computer. To decrypt files, you need to obtain
private key.

The single copy of the private key, which will allowy you to decrypt
the files, is located on a secret server on the Internet; the server
will destroy the key within 72 hours after encryption
completed. After that, nobody and never will be able to restore
files |

Your files will be lost
without payment on: To retrieve the private key, you need to pay 0.5 bitcoins.

11/24/2013 3:16:34 PM Click proceed to payment to obtain private key.

Any attempt to remove or damage this software will lead
to immediate private key destruction by server.

Proceed 9 payment &

H mAnpwun twv Altpwv pEow
BitCoins/Moneypack e€aodpalilel avwvu pia
otov BUTn aAAa 6ev e€aocdpalilet 100%

NTICTAC
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O Xaptnc uoAuvonc ano Cryptolocker

Global infection rate

for CryptolLocker

Top 5 infected countries

Other countries
combined infection rate 100,448

-

India ™
infection rate 11,832

infes rate 15,427
n

Ca

nfection
ada
infection

rate 25,841 y

infection rate 336,856
p o — —— INTELL

infection rate 54,593 10 100 1,000 10,000 100,000 1,000,000 BY FOXIT
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Yrnapxer eAnida;

Mowa eivat ta Sedopéva;
* Aev umapyel emionpn Avon ywa 100% 2
OLVALKTNON OLKOML, OV KoL TtapakoAovBolpe | EY
oTEVA TO OEpa ?
YTAPXOUV KATIOLEC SOKLULOLOTLKEC
TIPOOTIALOELEC
Ye 18% twv unoBeoswv KatadEpape OALKA
OLVAKTNoN TWV {NTOUUEVWYV aPXELWV
2€ 41% KoTtadEPAUE HEPLKA OLVAKTNON TWV
opXELWV
Pro-Active: Backup pe versioning & Updated
Antivirus
Neplocotepec nAnpodopiec:
http://tictac.gr/cryptolocker-notepad EW-HCTAC
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http://tictac.gr/cryptolocker-notepad
http://tictac.gr/cryptolocker-notepad
http://tictac.gr/cryptolocker-notepad

O AvBpwrnivocg lNMapayovrac
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AoAI0QBOpPEC... EK TWV E0W...

(= "0\11'-'

MmnopoUue va npoBAsEPoupe moAAa 6cov adopad tnv
anwAeLla ) TNV aAAoiwon Twv SESopEVWVY... AAAQ
dUokoAa npoBAENOVE TOV MapAyovTa avOpwro!

A TICTAC
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KakoBoUAEC evepyeEIEC

Xpnon tou €tatptkol SLKTUOU 1 Server
YLOL TTAPAVOUEC EVEPYELEC

Alakivnon etalpltkwv 6€6o0UEVWY
Naparmnoinon etoplkwv dedopeEvwy
MpooBaon oe Stofabulopeva eyypada
Ao un €€o0VolodO0TNHUEVO TTPOCWTILKO
Kataokomeia

AoAlodBopa

KAom Wndlaknc TavtotnTog
Noapavopec Evepyelec ota Social Media
MopAvVoLEC CUVOLILALEG

Katoxn mapavouou UALKOU

A TICTAC
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Digital Forensics :

lpayuatoyvwuoouvn o€ Wneiaka Asdoueva

Adov yivel pia SoAtodBopa, mAEov n texvoloyia
pnac BonBdast va e€AYOUE OLPKETA OTOLXELO

katomw PndrLaknc Epsuvac {

N TICTAC
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2TATIOTIKA EPEUVWYV LeEoa oTo 2014

Kamoiwa oo ta meEPLOTATLKA TTOU
eLOOME:
33% meplotatika 6oAtodpBopac
UNTAAANA WV O€ ETALPLKA OLPXELQ, TOL
TEPLOOCOTEPA EYLVAV KOTA TNV Iavon
ouVepyaoilac Tou uTtaAAnNAou PE TV
gTalpla
Apketa neplotatikd doAtodpBopac i
napanoinonc apxeiwv amo touc tbloug
TOUC LETOXOUC
MepLKA mepLoTATIKA adopoloaV
MNoparoinon AoyLoTIKWY | OLKOVOULLKWV
avadopwv
ATtOKpU N TTEPLOUCLAKWY OTOLXELWV "N TICTAC
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To Cloud kai Ta 6edoueva oac
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Backup o€ Tonika ueoa

KOZTOzZ: To k0otog ava 1TB

Cloud eivat tepimou

100S/£t0¢, evw ayopalst

KATIOLOG EVal eEWTEPLKO Sloko

ue 1TB pe 100S yia mavta.

IAIQTIKOTHTA: 210 Cloud ta

dedopéva pac eival aAAov

POPHTOTHTA: Eva e€wtepLkod

Drive petadéEpetal maviol

AIDAANEIA:Eva e€wteplko e ,

drive propei v  AITOXIA YI’\IKOY: O GKI)\r]pOL dlokoL xaAave

KpUTTOYPadnBELyLa péyiotn - o€ OT[OL’OLGI‘]T[OTE’ uopc!:n TOUC. H

aohEAEL aocpaleotepnAuon elval SUTAN

TO AIKO SOY CLOUD: Eiva ~ amnoBnkevon. O etatpiec divouv eyyunon
aAAd OoxL yia ta Data!

* YNEYOYNOTHTATIA BACKUP:Exete O0An tnVv
guBuvn o€ meplmTwon anwAEgLoC.

EWTI CTAC

ePLKTO MAEOV pHEow Software
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Backup orto Cloud

BACKUP: E¢aodaAiopevo kot Worry

Free Backup / Restore

EMEKTAZIMOTHTA: MANpOVELC Kat

avaaBduilelgkatad BouAnon &

XwpLic Stadikaoieg

AMEZOTHTA: Ta 6edopéva oag

Bplokovtal oe Servers pe TTOAU

KAAEC TOXUTNTEC KAl AUECQ

SlaBeoipa

2YTXPONIZMOz: nO}\AéC O'UO'KEUEIC, KOZTOZX: YLIJn}\(') K(’)CTOC o€ o'xéo'n

EVOLG KEVTPLKOG XWPOG dlaxeiplong Ue To Tomikd Hardware

EYKOAIA: Tpriyopo Setup kat IAIQTIKOTHTA: TiBetat peydAo

Aettoupyia ~, EpWINUA yLa TNV acoPpAAeLa KaL
NV LOLWTIKOTNTA SESOUEVWV TTOU
EXOULE OE EYKATAOTAOCELG TPITWV.
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To uBpi1diko uou Cloud

‘ExeL0Aa ta kadd tov Cloud xwpic to mEPLOCOTEPA LELOVEKTALLOTO TOU
MAnpodopiecoto Stand tn¢ TicTac...
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Euyaplotoupe

- [looo déionioror gival ol okAnpoi

\ | OloKoI OnuEPa;

-~ KateBaote to Free Report amno tnv totooeAida :

—=  http://tictac.gr/hard-disk-failure-

report-2014

MTICTAC

€
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