We Secur The Highways

24X7 Highway Monitoring and Control

softwareblades™
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ITS (Intelligent Transportation System)

= TCS (Toll Collection System)
= TMS (Traffic Management System)
= BOS (Back Office System)



ITS (Intelligent Transportation System)

PATHE MOTORWAY - System Schematics
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TCS (Toll Collection System)
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TCS (Toll Collection System)

PATHE MOTORWAY - Toll System Architecture
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TMS (Traffic Management System)
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TMS (Traffic Management System)
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BOS (Back Office System)

PATHE MOTORWAY - Back Office Architecture
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Key Points (] Check Point
SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet.

Avalilability Security Monitoring Access Control
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Availability

Network and Security Architecture
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Network and Security Architecture
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Availability

Network and Security Architecture
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Security
Branch Anatomy
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Introducing the Most Comprehensive Security
Threat Prevention Powered by ThreatCloud™

New Anti-Bot
Software Blade

jog-nuy

Enhanced network
Antivirus Software Blade




Bot Damage Prevention

Security

Stop Traffic between

Infected Hosts and Remote Operator

Bot remote
operator
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: : : Security
Bot Infections Investigation

Extensive Forensics Tools

Infected Users Malware Malware

and Devices Type Actions

[+ Bot Incident: @ Prevent [ElcopyDetais @8 Actions ~ (B aniBot + g, T
£ Frances Flash #® Event Description:
B Backdoor.wiN32.IRCBOtg Malware Backdoor WIN32.IRCBotgon ~ ®/125.0.0.68 tried to
(Signature) locate its Command and Control server on @8 203.0.0.210 at 12:09:43
' Prevented 19 Mar 20132,
Communication with C&C o Additional Data:

all - High Severity Destination: 203.0.0.210

5 High Confidence Sent Bytes: 38 Bytes
@ Todayat 12:09:43 Received Bytes: 112 Bytes




Security

Antivirus Software Blade

SO RN | protect with 300X
Malware More Signatures
Attacks with ThreatCloud

Prevent
Access to
Malicious Sites

Over 300,000
Malicious Sites

See the Big
Malware Picture

Unified View




Unified View of Anti-Malware

Security

MALWARE REPORT

Monthly Report | September 1* 2011 - September 31" 2011 | Origin - London-GW

Anti-Bot Blade OA(nvc Ar

(9 1290

ti-Virus Blade: @ Active

i 12(2
BX o e

Incidents in the Last Month

[\
19 89 159 229 0.9
Total (@ Critical & High severity incidents

=& Top Hosts

_;&79}1.05!5‘.‘. o Dan.D-LapTe

Generated by Check Point

SmartEvent*, on September 2nd 2011 10:35AM

§+ Top Malwares Found

55 incidents 14 Devestator

34 incidents 10 Welchia Blaster

32 incidents 15 Trojan.Downloader

21 incidents S host Zbot

19 incidents S host SpyEye

7

747 600

400 7200 v 135MB oy 20MB
Prevented Detected &7 Total Sent &7 Total Recieved

C&C Communication / Data Leak
( ] 12

DDOS Attacks
L 78 2
Self Distribution Attempts

50 i 90

Click Fraud Hits

( > | 36
Outgoing Spam Mail
a I s

Prevent Detect (Policy can be modified t
1 In comparison to previous month

85 § -81
120 ¢ 24
180 ¢ 3

78 %

135 ¢ &

prevent more or 3l Incident types




The Problem with Internet Applications

Vialware
Threats

Zlob Malware Hijacks
YouTube

Attackers are using a fake video link on YouTube

Oct 28, 2009 1:16 PM PDT

Bank Trojan botnet targets
Facebook users

by Elinor Mils

June 24, 2009459 PMPDT
VC’s automated 1 W1tter
Feed spreads malware

by Elinor Mils

—_—

Bandwidth
Hogging

YouTube and Facebook
eating company bandwidth

Popular apps and bandwidth hogs, finds survey
by John E. Dunn | TechWorld
Published: 13:47 GMT, 30 November 09

Security

British departments had
disciplined 100s of employees
for using Facebook

UK Freedom of Information Act

Corp. Employees Productivity
is killed by 12.5% in surfing
sites

ASSOCHAM survey 12/2009




Application Detection and Security
Usage Controls

Application Detection
and Usage Controls

Source Destination | Action |

Any 3 Internet e Block

[#] Any 75 Internet B Social Metwarking G2 Inform (once
- a monkh)

Enable access for
supportteam

ldentify, allow, block or limit usage of
applications at user or group level




Need to Control All Aspects of Web

‘ .
Websites

E] www.poker.com

Security

d| £+ chat

Facebook Chat

Not URL-based

Granularity
beyond URLs

Unified Control Needed !




Security

Check Point Unifies
URL Filteringand Application Control

Unified Control of All Aspects of Web Security

Unified categories —

Websites —
URL Filtering URLSs and applications
Source Sites | Application=
[&| Any €5 Viglence & Block
EQ hames
@ Marketing i} Media Streaming @ Allow
'ia Skype

Applications —
Application Control

. User/Group
Granularity




: : : : : Security
URL Filtering Dynamic Categorization

Database constantly
updated

99.2% of queries are
met by cache!

Security
Gateway

Remove compromised

websites from cache




Qos (Application Layer)

= | 3 Quality of Service Rules
Limitation
Guarantee
Prioritization

= | 4 Quality of Service Rules
Limitation
Guarantee
Prioritization

= Application Layer Allow/Block
Limit
Inform/ask

‘FnuTube

Security

&) Allow

l.’?l- Download_10Mbps
= Down: 10 Mbps



Monitoring

Consolidated Security Management

Security
Management
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Event
Management




Security Threat Management

Monitoring

URL

Filtering

Application

Control




_ _ _ Monitoring
Centralized Management and Monitoring
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Enjoy your results

() Previous () Next [£] Copy Details

& URL Filtering: @ Block

Administrator (Administrator) was blocked access to galleryofguns.com from Host_172.16.0.2

today at 23:13:33

roiy

Name Action

& Block

Go to Policy

* galleryofguns.com

(Weapons) Rule Name

Matched Category  Weapons

Policy Name
Policy Date

Standard
All Categories

Risk

Weapons, URL Filtering Wed Nov 06 22:35:51 2013

= Unknown Policy Management  gw-177

[ ] User Check 1

Message to User

URL http://www.gallervofguns.com/

Copy

Client Type Microseft IE 8.0

Access to galleryofguns.com is

blocked accerd... » Server Type Microsoft-TI5

Product Family =] Network

9999

Confirmation Scope  For each application

Frequency 1 days Log ID

Source Host_172.16.0.2 (172.16.0.2)
B Administrator (Administrator)
B win2k3@vrware.local

63-156-43-
12.dia static.qwest.net
(63.156.49.12)

Origin gqw-ri7

Number 260310
Log

Information ---

Type

Destination

Time Mov @, 2013 at 23:13:33

C1453447-72F4-1BD&-CODF-
158790153058

UserCheck ID

Protocol I8 tep

Service http (30)

»

m

Monitoring

heck Point UserCheck - Windows Internet Explorer

w |5 hiep://172.31.0.20/UserCheckjPortalkain?IID=C 1453447-72F4-1¢ |7 | |§| |z| IE Bing

Filz

Edit Wiew Favorites Tools  Help

57 Favaorites | 95 | Suggested Sites » @ | Free Hotmail @ | Weh Slice Gallery ~

| o) - L e e

% Check Point UserCheck

Page Blocked
Access to @ galleryofguns.com is blocked
according to the organization security policy.

Category: Weapons
Click here to report wrong category

For more information, please contact your
helodesk.

4]

T i @teme

Cone




Enjoy your results

() Previous () Next [£] Copy Details

28 Application Control:

fl Inform User

Administrator (Administrator) tried to access Twitter from Host 172.16.0.2 and was asked to approve

his access today at 23:14:37

e I

Name * Twitter (Secial Metworking) Action ﬂ Inform User
Matched Category Social Networking Rule Name Ge to Policy
All Categories Transmits Information, Instant Policy Name Standard
Chat, Share vi... »» Policy Date Wed Nov 06 22:35:51 2013
Description Twitter is a social networking and .
microblogg... » . Policy Management  gw-r77
Risk B Low More |
URL http:/ftwitter.com/ User Check 1
Copy | Client Type Microsoft IE8.0
[ ] Server Type Other: tfe
User Response Pending Primary Category Social Metworking
Message to User Please be reminded that Signature ID 10005480:1
according to the comp.., Product Family IE Network
Confirmation Scope | For each application
Log ID 9999
Frequency 1 days
. ¥ | Origin qu-r77
Source Hostfl.??_.lﬁ.t] 2 (1?2j1§.0.2] Type Log
B Administrator (Administrator)
O winZk3@vrmware.local Information
Destination 199.16.156.38 Time Mowv 6, 2013 at 23:14:37
Protocol T tcp UserCheck ID CF970238-AR61-1CF4-DECT-
9C781A425584
Service http (80)
—_—————— — — — .

Monitoring

heck Point UserCheck - Windows Internet Explorer

= |5 hrep://172.31.0.20/User CheckjPortalMain?LID=CFa70238-4861- 1|7 | |§| |z| IE Bing

Favaorites Tools  Help

Filz  Edit

Wiew

57 Favaorites | 95 | Suggested Sites » @ | Free Hotmail @ | Weh Slice Gallery ~

| R S =

Page -

% Check Point UserCheck

Access Notification

Please be reminded that according to the
company policy, access to © Twitter is
intended for work-related use only.

Reference: CF970238-A861-1CF4-DECY-
9C781A425584

4]

T i @teme

Cone




Enjoy your results

. .

El B ~ @ B 3:smartConsole~

Monitoring

@ Crverview

i Custom
= pil Predefined
m All Events
m Important Security Ever
= il Application & URL Filte
@
[l High Risk
Eg Maore
¢l DLP
¢ 1ps
EE- Threat Prevention
EE DDaS Protector
Eg} Endpoint
EE Identity Awareness
EE- Mobile Access
[l Ticketing
0 More

Events

(o] Ir
‘w¥ Timelines U Charts

3:‘ Maps

{.. Reports -u'J Folicy

All Events

[@ Last 12 Hours~ somvH

Ql 22 Group byApplication!SHEvl [G 0 o

Top Events

B 773 - Application Acti

[ 23% - Web Browsing

Mo filter applied B

Top Sources

. 3% - TommyThrash-lag

l:‘ 2% - VeronicaVanish-l:

[ | B :z:: - DeanDash-deskio

e . 4 [ 22 - RochelleBrash-la;
[ 91% - Other

Mo filter applied B

Top Destinations

| Mo filter applied N4

Top Users

| Mo filter applied ®

Top Source Countries

| N filter applied ®

T Court ¥ Application / Site T Matched Category T T User T Traffic T Dropped T Browse Time
® 7 Facebook Social Networking Bl 7 Users 172,33 MB 00:28:27
= 11 EE; YouTube Video Streaming B 11 Users 96.67 MB 00:18:51
& 2 @ iTunes Multimedia El 2Users 49.38 MB 00:00:22
= 13 &! Yahoo Mail Webmail B 11 Users 3.18 MB 00:33:08
= 13 - Twitter Social Metworking ﬂ 12 Users 3.18 MB 00:23:51
® 9 £l OpenSSH 2 Matched Categories B 9 Users 22 MB 00:05:10
2] G- Google Toolbar 2 Matched Categories [ 9users 2.2 MB 00:27:18
1 £ Picasa Multimedia [l Fergus Flash 196 MB 00:02:40
= 4 %) Apple Software Update Software Update B 4 Users 1,52 MB 00:14:42
=6 % Windows Live Writer Multimedia [ 6 Users 147 MB 00:15:54
H 5 ﬂ Windows Live Photo Gallery Multimedia n 5 Uszers 1.22 MB 00:11:57
® 4 2J Google Sites Content Management B 4Users 1000 KB 00:18:01
& 4 I Adobe Update 2 Matched Categories B 4 uUsers 1000 KB 00:06:23
1 m LinkedIn Social Metworking a Ary Ash 250 KB 00:02:51
< ] |
08 Check Point Application Control...: & Allow [Elcopy Detais @8 Actions ~ g, o
8_— Joshua Josh , Cesar Cash, Annabell.. (7 ® Event Description:
facebook :ersF] _ _ Joshua Josh, Cesargish and 5 other users accessed Facebookfrorrl
acebook (Social Metworking) RenaBrash-laptop (518 192.168.86.83) between 05:04:08 07 Nov 2017
& Allow 07 Nov 2013,
a very Low 172.83 MB of data have been transferred.
05:04:08 07 Mov 2013 - 12:52:11 07 Nov ® Additional Data:

2013

Description: Facebook is a social utility that helps conne... »

Previol



Monitoring

Unified Control and Deployment

Centralized Management

B8 Firew=t | 728 mat | AriCnsen 0. ...... | % <1 uom | % DataLoss Prevention |[B anti-irus & URL Fitering | @) 1Psec ven | BR} Qos | IEJ Desktop

/_\
tion (DLP) Policy

\ " Eor Unified Control

S"Acros“é"‘tﬁe E‘ﬁtlre Campest
CLrit P—

! . ‘D
BB My Organization % Outside ) Ask user
lumbers BB My Organization % Outside 7 Inform user

es ‘My Organization & Outside ./ Detect

w il JaHIPAA BB My Organzation % Outside " Detect (2




Access Control

Access Control

Mobile Platforms Are Becoming an Essential
and Standard Business Tool

Smartphones
and tablets...

...accessing
email, Web and
business
applications




Flexible Connectivity from Access Control
Any Mobile De =2

aceess from Secure
smartphones AL e -

and tablets

Mobile Access
Software Blade on a
Check Point Gateway



Access Control

Simple to Connect to Business Portal

. ( - ( O
Téé | | Gain secure access
“ . . Enter your password to your data
Check Point Mobile | through portal
J & J

DOEEE0ORE
% @oEnong s
e

Available on the

App Store




Access Control

Remote Access Control

Employee
Officer

TMS

TCS

External Employee
Partner  Tech Support
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Tsiairis Konstantinos Sakelaridis Theofanis
Security Designer IT Manager
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