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> AGENDA

Intro
I[I. Source Code Auditing
[11.Vulnerability Research/Bug Hunting

[V. Packing/Crypting
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> INTRO

e “Malicious” Technologies?
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> INTRO

e [nexistent “Malicious” Technologies?
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> INTRO

e Bugs

WHY DO HUMAN ERRORS OCCUR

WHEN EVERYONE
IS FOR QUALITY?

9

Guaranteed
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> INTRO

e Solution?

CENSUS S.A.
www.census-labs.com




> INTRO

Cisco 105 Software and 105 XE Software
TCP Packet Memory Leak Vulnerability
Updated

Multiple Yulnerabilities in Cisco 105
Software and 105 XE Software Autonomic
Metworking Infrastructure Updated

Multiple Yulnerabilities in Cisco 105
Software Common Industrial Protocol New

Multiple Yulnerabilities in Cisco 105 XE
Software for Cisco ASR 1000 Series, Cisco
ISR 4400 Series, and Cisco Cloud Services
1000v Series Routers New

S5L Padding Cracle On Downgraded
Legacy Encryption (POODLE) Vulnerability
Updated

Cisco Secure Access Control System SCQL
Injection Yulnerability Updated

Cisco Intrusion Prevention System MainApp
Secure Socket Layer Denial of Service
YVulnerability New

Multiple Yulnerabilities in Cisco
TelePresence Video Communication
Server, Cisco Expressway, and Cisco
TelePresence Conductor Mew

GMU Bash Environment Variable Command | 1.28
Injection Vulnerability
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2015 March 25
16:00 GMT

2015 March 24
17:38 GMT

2015 March 18
20:24 GMT

2015 March 11
16:00 GMT

2015 March 11
16:00 GMT

2015 March 02
19:41 GMT
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in %

Microsoft: 9,8%

e Missad Samples

CENSUS S.A.
www.census-labs.com



)
a4
]
Y,
Mm
W
<
A

©

CENSUS S.A.

www.census-labs.com




> SOURCE CODE AUDITING

30, 229, 414, 343

[.Lines of Code 1n

Open dSource
Projects

BLACKDUCK | Open HUB
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> BUGS?

WHY DO HUMAN ERRORS OCCUR

WHEN EVERYONE
IS FOR QUALITY?

9

Guaranteed
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>BUG HUNTING/EXPLOITS

The Great w

ik BUGHUNT

As Deczeed by The Eonorable Mayer

e REWARD!

Full title

Platform

Verifies
STORIES BY
Price == 5 000 ADRIAN CONAN DOYLE
| JOHN /DICKSON CARR
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> PACKING/CRYPTING
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> PACKING/CRYPTING

S total

MY Al antivirus analyses finished, running detailed file characterization processes.

SHA256: Th5celfeeTledb0abc 1 edfedb1fdfbc 5602508807 Te1dabe 21749497 h521d0G0
File name: wlexe

Detection ratio: 16/ 57

' Analysis date:  2015-03-31 19:50:39 UTC ( 0 minutes ago ) n m
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> USE

3 Vulnerability Fighting Cases

e Large Public Organization/MDM Solution
Installation

e Organization with proper Source Code
Audit/SSDLC Process

e SSDLC Implementation on Development House
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> SECURITY CONSULTING
WITH™ """ 77 77

Security
Architecture

Security
Training

PLANNING

Bundle

Inspection &

Safe Disposal & Penetration
Process Testing

Post-release
Issue
Handling
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