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Anonymity and Crime 



Why use Tor 

• Internet surveillance threats user’s privacy 

 

• Encryption alone does not work, since packet 
headers still reveal a great deal about users. 

 

• The need from End-to-end anonymity. 

– Both sides (client and service offered) 



What is Tor 

• Distributed anonymous communication service using an overlay 

network that allows people and groups to improve their privacy and 

security on the Internet. 

 

• Individuals use Tor to keep websites from tracking them, or to 

connect to those internet services blocked by their local Internet 

providers. 

 

• Tor's hidden services let users publish web sites and other services 

without needing to reveal the location of the site. 



Who uses Tor 

• Normal People 
– Privacy 

– Circumvent Censorship 

• Journalists 
– Citizen Journalism 

– Communicate with tippers 

• Law Enforcement 
–  Tip Lines 

– Sting Operations 

• Activists / Whistleblowers 

• Military  

• Bloggers  



Components 

• You : the user of the Tor network  
 

• www: the target TCP applications such as www in our example 
 

• Tor Relay: the special proxy relays the application data 
 

• Directory server: servers holding Tor router information 



The Onion Routing Concept 
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• The circuit is established hop by hop 
– Alice negotiates an AES key with each router 

– Messages are divided into equal sized cells 

– Each router knows only its predecessor and successor 

– Only the Exit router (OR3) can see the message, however it does 
not know where the message is from 
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Additional functionality 

• Integrity checking 
– Only done at the edges of a stream 

– SHA-1 digest of data sent and received 

– First 4 bytes of digest are sent with each message for verification 

• Congestion Control 

– OR-to-OR congestion might happen if too many users choose 
the same OR-to-OR connection. 

– Circuit Level throttling 

 



Using Tor 

https://www.torproject.org/projects/torbrowser.html.en 



Using Tor 



Using Tor 



Hidden Services 

• Allows an online service to become anonymous 

– Domains in  .onion resolved only by Tor Directory Servers. 

– Leverage “Rendezvous” points 

– Both clients and servers achieve anonymity. 

 



Hidden Services 



Anonymity lures crime 



Malicious Attack over Tor 



Tor for the lazy (and adventurous) 



Thank you 
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