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Don’t fight with consequences, 

Protect the cause!

Anton Fridrikh

anton.fridrikh@cyberark.com

April 16

mailto:anton.fridrikh@cyberark.com


2

Power Plants, 

Factory Floors

WiFi Routers, Smart TVs

Hijacked Credentials Put the Attacker in Control

Routers, Servers, 

Databases, Applications

Compromised Privileged Accounts

Laptops, Tablets, 

Smartphones

Routers, Firewalls, Hypervisors, 

Databases, Applications



Heart of the enterprise

PERIMETER SECURITY

PRIVILEGED ACCOUNT SECURITY

SECURITY CONTROLS INSIDE THE NETWORK

MONITORING



4

Attack phases
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Intrusion phases

▪ Reconnaissance

▪ Initial Exploitation

▪ Establish Persistence

▪ Install tools

▪ Move Laterally

▪ Collect Exfil and Exploit
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Intrusion phases

▪ Reconnaissance – (Business user privileges, Application credentials, 

System accounts etc.)

▪ Initial Exploitation – (End-user workstation privileges)

▪ Establish Persistence – (Privileged accounts credentials, Kerberos 

tickets)

▪ Install tools – (End-user workstation privileges, Privileged accounts 

credentials)

▪ Move Laterally – (Any credentials, SSH keys, Password hashes, 

KrbTGT)

▪ Collect Exfil and Exploit
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Intrusion phases

▪ Reconnaissance

▪ Initial Exploitation

▪ Establish Persistence

▪ Install tools

▪ Move Laterally

▪ Collect Exfil and Exploit
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Just an idea

IF YOU’VE BEEN HACKED

MEANS YOU GAVE HACKER PRIVILEGES

TO ATTACK
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Heart of the enterprise

PERIMETER SECURITY

PRIVILEGED ACCOUNT SECURITY

SECURITY CONTROLS INSIDE THE NETWORK

MONITORING
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What to do?

▪ Detect privileges in your company

▪ Protect privileges in a secure place and control access to them

▪ Implement and automate password policies for all privileged account 

types

▪ Isolate critical assets from the target access

▪ Control user sessions to critical assets

▪ Control application sessions to critical assets

▪ Implement least privileges principle in your company

▪ Manage and control end-user applications and commands

▪ Analyze user behavior and react in real time on suspicious activity

▪ Protect your PRIVILEGES and stop the attack in the beginning
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CyberArk’s Privileged Account Security Solution

REAL-TIME

THREAT 

DETECTION

Privileged Threat Analytics

PROACTIVE

CONTROLS

Privileged 

Threat 

Analytics

Enterprise

Password

Vault®

Privileged 

Session 

Manager®

Application 

Identity 

Manager™

Viewfinity
SSH Key 

Manager

On-Demand 

Privileges 

Manager™

SHARED

TECHNOLOGY

PLATFORM

Web Management Interface

Master Policy

Secure Digital Vault™

Discovery Engine

PROTECT DETECT RESPOND
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THANK YOU

Anton Fridrikh

Anton.Fridrikh@cyberark.com


