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About Odyssey

Founded in 2002
With the main objective to provide “High-Quality, Cutting-Edge, Information
Security, Infrastructure and Risk Management Services” to Organizations
that value their Information Assets.

Regional Leader
In the provision of cyber security solutions and services, helping organizations
in effectively and efficiently managing information security risk.

Offices in 4 countries
In Cyprus, Greece, Serbia and Dubai employing 88 people and delivering our
services through multiple strategically located security operation centers.

Certifications

Certified with ISO 27001 and accredited by the Payment Card Industry Security
Standards Council (PCI SSC) as a Qualified Security Assessor (QSA) and an
Approved Scanning Vendor (ASV)
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Cyber-Crime & Motivations

Low Cost, Low Risk with High Returns

Cyber-Crime produces high returns at low risk and
(relatively) low cost for the Cyber-Criminals.

• The rate of return on Cyber-Crime favors Cyber-
Criminals; the incentive is to steal more

• The most common “Surprisingly Cheap” exploitation
techniques are:
 Social Engineering &
 Vulnerability Exploitation
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Cyber-Crime & Motivations

Who are these Cyber-Criminals?

Today’s Cyber-Criminals are:

Well organized,
Well funded,
Highly skilled &
Have access to sophisticated tools
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Cyber-Crime & Motivations

Type of Cyber-Attacks?

While you're watching this presentation, Cyber-Criminals
are trying to circumvent your Organization's security
defenses in order to conduct:

Industrial Espionage,
Undermine Business and Financial Operations,
Extortions,
Sabotage normal business operations and
Steal Sensitive Information.
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Cyber-Crime & Motivations

Who do hackers targets?

 Financial Institutions, Retailers, Utility Companies &
Governments are the main target of these Cyber-
Attacks

ANY other type or size of an organization with ANY
valuable INFORMATION is a TARGET as well.

 So the perception that Cyber-Criminals are
targeting only big organizations is a MYTH.

We are ALL targets....
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Cyber-Crime & Motivations

Who do hackers targets?

 Contractors – 40%.
 IT Administrators – 30%.
Non-executive Employees – 16%.
 Executive Administrators – 8%.
 Executives – 6%.

Source: Thycotic Black Hat 2014 Survey
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Cyber-Crime & Motivations

Cost of Cyber-Attacks to organizations

• The likely annual cost to the global economy from 
Cyber-Crime cost organizations more than $400 
billion in 2015. 

• From 2013 to 2015 the Cyber-Crime costs 
quadrupled, and it looks like there will be another 
quadrupling from 2015 to 2019 to $2.1 trillion by 
2019.

Source: British insurance company Lloyd’s, 2015, Juniper research
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Cyber-Crime & Motivations

Type of Cyber-Attacks - January 2016

Cyber Crime
60,6%

Hacktivism
27,7%

Cyber Espionage
7,4%

Cyber Warfare
4,3%

Cyber Crime

Hacktivism

Cyber Espionage

Cyber Warfare

Source: Hackmageddon, Information Security Timelines & Statistics
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Emerging Cyber-Threats

Cyber-Threats Landscape
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Emerging Cyber-Threats

Rise of Ransomware:

• Email-born: Social Engineering, Spear Phishing, 
ExploitKits (Angler, Blackhole).

• Web-born: Drive-by download attacks 
(malvertising).

Interest over Time: “Ransomware”

News headline:
“Hollywood hospital pays 
hackers $17,000 ransom to 
restore computers”
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Emerging Cyber-Threats

DDoS Extortion: Ransomware’s Older Cousin
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Emerging Cyber-Threats

Advanced Persistent Threats (APTs)

The term is commonly used to refer
to Cyber-Threats, in particular that of
Internet-enabled espionage using a
variety of intelligence gathering
techniques to access sensitive
information, but applies equally to
other threats such as that of
traditional espionage or attack.
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Emerging Cyber-Threats

Economic Impact of Advanced Persistent Threats (APTs)

Carbanak

“The loss is due to an APT campaign targeting dozens of global financial institutions 
totalled to $1 billion” 

Kaspersky, 2015, The greatest heist of the century: hackers stole $1 billion
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Combat: A Multidimensional Process

Predictive Approach

Cyber-Threats have shown that traditional mechanisms
are not sufficient and that attackers are using advanced
techniques, by even encrypting the payloads.

Most organizations lack the knowledge and/or resources
to tackle these types of Cyber-Threats, as a result do not
take adequate measures.
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Combat: A Multidimensional Process

Predictive Approach

• Intelligence on the organization’s overall security postures

& capabilities to sustain to a Cyber-Threat.

• Intelligence on new attacking techniques and trends.

• Ability to Resist & Respond.

PROACTIVE

REACTIONDETECTION
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Combat: A Multidimensional Process

Plan and deliver Proactive Measures to block malicious 
behavior

 Implement Security Controls (DDoS, IDS/IPS, Firewall, 

Web Filtering, Antivirus, Mail Relay).

Harden the infrastructure to make it more difficult for

attackers to get in.

 Educate your people to avoid social engineering.
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Combat: A Multidimensional Process

Plan and deliver Proactive Measures to block malicious 
behavior

Use of Managed Security where deemed necessary.

 Run Ethical Hacking Services.

 Run Security Effectiveness Assessment.

 Review DMZ Security Architecture.
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Combat: A Multidimensional Process

Detect security threats

 Identify attacks that may have already occurred

through event correlation and incident investigation.

 Provide incident analysis and briefings on threat

dispositions (Research- Whitepapers).
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Combat: A Multidimensional Process

Detect security threats

 Identify groups of malicious users and sources of

threat.

 Identify persistent methods and procedures of

criminals and other cyber adversaries.
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Combat: A Multidimensional Process

React and Respond to threats

 Execute an efficient incident response plan.

 Provide countermeasure support and implementation

guidance (ITHACA Labs® Security Advisories).
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Combat: A Multidimensional Process

React and Respond to threats

 Provide a range of support options to help you decide the

best course of action to defend against cyber attacks.

 Counter intellectual property theft through data leakage

remediation.
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Conclusion

Collaboration

Help/Support organizations in adopting a Predictive Approach to Security. 
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THANK YOU


