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Security as a Business Enabler
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The Security Problem
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Changing Dynamic Complexity
Business Models Threat Landscape and Fragmentation
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Complexity and Fragmentation

Endpoint Alert

Web Alert
= Oy
IDS Alert

AV Alert

Vendor
1

e Failure of Legacy Security Architectures
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Today top threats still get through
Despite massive security
investments

Traditional defenses are no
longer enough
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Let’'s take a deeper look into today’s
TOP Threats

& Google
iCloud 8

iMail i

External THREATs

Insider THREATS
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External Threats

e }; Next Gen Firewall
.2 g Next Gen IPS
> 2 Email Security
= Web Security
somisexs Network Antivirus
Endpoint Antivirus
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Enhanced Security & Simplifies Operations &
Cost Savings

Superior Network :
Visibility Automated Tuning Impact Assessment &
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Servers, hosts, Mobiles Adjust IPS policies automatically Threat correlation reduces
Applications, OS, Vulnerabilities, based on network changes actionable events by up to 99%

Advanced Malware Remediation
Protection

Analyses files to block malware Continuous Analysis,
Trajectory
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Cisco Talos Threat Intelligence
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Advanced Malware
Protection

Advanced Malware Protection

Analyses files to block malware

Analyses files to detect and block malware

* File Reputation
* Big data analytics
» Continuous analysis

* Dynamic Analysis with Sandboxing (outside-looking-in)
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Overview E.UENNSTE Policies Devices Objects FireAMP @ Health System Helpv admin v

Context Explorer Connections » Intrusions v Files » Network File Trajectory Hosts » Users » Vulnerabilities » Correlation Custom » Search

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on = 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on (B2 10.4.10.183
File Type MSEXE Event Count 7

File Category Executables Seen On 4 hosts

Current Disposition {3 Malware & Seen On Breakdown 2 senders - 3 receivers

Threat Score eeeC High &

Trajectory
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10.4.10.183 S & 3
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10.3.4.51 Time 2013-12-06 17:40:28
Event Type File Sent 1 1
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2013-12-06 10:57:13 Retrospectiv... Malwa...
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Unkn... Malware Cloud L... HTTP Firefox Retrospective Event, Fri Dec 6 ...
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... Unkn... MetBIOS-.. Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller.... Unkn... MetBIOS-.. Retrospective Event, Fri Dec 6 ...
2013-12-06 18:14:10 Retrospectiv... Malwa...
2013-12-06 18:14:23 File Quaranti... 10.5.11.8 WindowsMedialnstaller.... Malwa...

2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa.. Malware Block HTTP Firefox
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Insider THREATS

H

INSIDER
THREAT

One out of four ‘ <\ .
breaches are caused i “\ Perimeter

by malicious insiders ‘\ defenses
@ ‘“ useless
2 LA !'.‘
With lateral movement of advanced persistent threats,
even external attacks eventually become internal threats
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Cisco Cyber Threat Defense

_ Threat Spreads Inside
Customized Threat Bypasses Perimeter '
Security Gateways »
o &

CS;)JD Firewall . #7
‘ =

IPS

AV

Web Sec

Email Sec

Customized Cyber Threats Evade Existing Security Constructs

Fingerprints of Threat are Found Only in Network Fabric
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Network with Only Perimeter Visibility

Visibility available for traffic
transiting through perimeter

Many devices in your network
without visibility
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Enabling Visibility Inside Your Network

KNOW
every host

RECORD
every conversation

EVERYTHING
on the network
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Key Concept - NetFlow

« NetFlow is like a phone bill

NetFlow provides detailed data such as:

- What is talking to what

- Direction of traffic

- over what protocols and ports
Internal Network &

- for how long, at what speed Borders

- for what duration

« Volume of traffic

- What nations traffic is going to

sifvanfus
CISCO



Next Generation Cyber Threat Defense

Unified View

Threat Analysis and Context in

m Cisco StealthWatch

Internal Network and Borders

NetFlow Telemetry
Switches, Routers, and Firewalls

sifvanfus
clsco © 2015 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Next Generation Cyber Threat Defense

Unified View

Threat Analysis and Context in

m Cisco StealthWatch

Internal Network and Borders

NetFlow Telemetry Cisco Identity Services Engine
Switches, Routers, and Firewalls Identity, Device, Posture
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Network Behavior— Baseline (Normal)

sifvanfus
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Collect and Analyze Flows -3 Establish Baseline of Behavior
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0 |
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Alarm on changes in behavior

/B Mumber of concurrent flows \

Packets per second

Bits per second

Mew flows created
Mumber of 5YMNs sent
Tirme of day

Mumber of Syns received
Rate of connechion resets

O—<X>»Im

Duration of the flow

kR Owver 80+ other aftributes

/ Anomaly detected

in host behavior

baseline

baseline

K Critlcal Servers Exchange Servers

basaline

Web Servers marketing

/
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Anomaly Detection

Behavioral Anomaly Research e "ﬁ; . & -
Malware Analysis iy e » |
: ’Wj r’-v

Incident Investigations

W-,M-MWM~‘W5,¥-MW

Research Partnerships s
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Advanced Detection Methods

Signature IPS. Antivirus, Content Filter

Signature
Behavior
Anomaly
Anomaly Behavior
Signature Behavior Anomaly

Known Exploits BEST Good Limited
0-day Exploits Limlted BEST Good
Credential Abuse | Limited Limited BEST

sifvanfus
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Breaking down the Boundaries

Perimeter Defense

Visibility

NETEN
AMP - Sandboxing
loC - Correlation

Consolidation,
Integration,
Automation

sifvanfus
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Inside Network

Can you account for

M YO N 3 L
complete audit log?  ever

D vau know what Camn you detect
these hosts ane l.'.':"ill".'_l? nternal threats?

Profile Detect

¥ Comversation !

Account

How many hosts
within your network?

e
-
&

20 Where does your

-~ . ?
% 0. host traffic go?

;7 : N =
< VISIBILITY * ~
F I *

"~ -

S

- / " S
- s | ™ -
Client | Server [Traffc Interface | Layer 7|

C&C | DEVICE | USER
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Next Generation Cyber Threat Defense

Increases , Simplifies
visibility operations
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Cisco Is Investing In Security

+ Snort®, ClamAv®, °* Top Leaders of security

Open source advisory services
« PIX Firewall which projects Founder * Provides risk
was foundation of * VRT World-class manalgementt él}gdt
current ASA-X * Top Leader of research compriance fo Fortune + Cloud based DNS
contents security + Top Leader of IPS 500 customers M security service
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Ecosystem and Integration

Vulnerability
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BEST
SECURITY
COMPANY

BT

Opportunity for Cisco
and BT together to be a
$100 million account
within 18 months

- CEO
BT Security Group

=
I

=IDC

Cisco’s Security Everywhere...

“that’s pretty brilliant”

NSSY)

Security Value Map Leader:
NGFW, NGIPS and Breach
Detection Systems (AMP)

= B el |

FORRESTER'

Cisco’s Network Security
Portfolio finally stands on its
own merit

—t

FORTUNE

oldman
achs

Cisco...best traction
among security vendors

b &

Cisco is building the
foundation for the
Security industry for the
upcoming 20-50 years,
and making smart bets...

— Marcos Ortiz
Senior Product Manager, Big Data Apps
and Cybersecurity
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