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Who am I?
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Methods of infection - SPAM
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Methods of infection – Exploit kits
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Cryptowall 4  - What it won’t encrypt

●     windows
●     temp
●     cache
●     sample pictures
●     default pictures
●     sample Music
●     program files
●     program files (x86)
●     games
●     sample videos
●     user account pictures
●     packages

Paths to exclude
●     help_your_files.txt
●     help_your_files.html
●     help_your_files.png
●     iconcache.db
●     thumbs.db

Files to exclude

●     exe
●     dll
●     pif
●     scr
●     sys
●     msi
●     msp
●     com
●     hta
●     cpl
●     msc
●     bat
●     cmd
●     scf

Extensions to exclude
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Andr/Koler
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Cryptowall 4 Ransomnote

Image: cryptowalltracker.org
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Cryptolocker BitCash
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No stone unturned
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What to do? Analyze the strategy

      Ransomware
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