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Who am I?
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Methods of infection - SPAM

Een koerier had het pakket niet levere
‘ie de informatie over uw pakket, pr
Aandacht!

Als het pakket niet binnen 30 dagen is
van u voor het is houden van in het by

Deze automatisch gegenereerde e-ma

—

Trace

Track &

Reazsessment notice

The reason of sending this notice of reasse
your tax assessment. Interest and panalty |
a 'tax default” under various taxation and
show that the mistake has baen made whil
specified in a Motice of assessment, by the
it iz not intentional disregard of the law, arn
imposed will be betwasn 15%-80, depanding
intentional disregard of the law by taxpaye
by 70 paer cent if the written disclosure is n
commence:s an investigation. All factors Lag
consideration whan detarmining reasonabls

A request for remittance shouwld be made in writi
a remission in writing to us and supplby us with in
reasons wihny the penalty tax should be remitted.

Royalkail

A, courier did not deliver the parcel to your address 17 September 2014, because nobody

Please yview information about parcel, print it and go to post office to receive a package.

Attention
If the parcel isn't received within 30 working days Royal Mail will have the right to claim co
the information about the procedure and conditions of parcel keeping in the nearest office.

This is automatically generated email, please unsubscrbe if you do not want receive emai

Royal Mail Group Ltd 2014, All rights resenved
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Methods of infection — Exploit kits
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Cryptowall 4 - What it won’t encrypt

Paths to exclude Files to exclude Extensions to exclude
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Andr/Koler
|

Thesn i T iy Termn yosd ahaoiskd pemady the breschet siscciated with your phons
Cherwise, your phone will be blocked up and criminal case will be opened against
yormal! (wilh no uptoen by pay finel

Meave mind, that you should enter only venfied passs of vouchsrs and abatmn from

£aehng oan 0f woehers oows g oo Ting Dayment |f erromious Saas TR B e
o athemed was made 1o cancd voahers afel ransactian, then, apant fram abdve
I:CPLIF'It F‘-.I" United States bieaches, vou will be chaiged wah roud (Ariche 37T of Urbed Stases of Arwcica

coaminal b, 1 40 3 years of impnsonment) snd criminal case woll be cpened

Region: WA
City: G (#%) MoneyPak |
ATTENTIDM! Wouchss MO/l "'.IJ-I.T
Your phone has been
blocked up for safety
reasons ‘IISIEd bEInw How do | unblock the phone using the MoneyPak?
All the actions performed T e

2. Look for a MioncyFalk in B prepaid section. Take it 1o the caslier and koad it with

On this phnne are fixEd' ;::Ih;:-.-;l-'t:.m shpld el the degios WonesPab e llieg pass in tee paymeend (em
All your files are o e i
encrypted.
CONDUCTED AUDIO

AND VIDEO.
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Cryptowall 4 Ransomnote

Cannot you find the files you need?
Is the content of the files that you have watched not readable?
It is normal because the files' names, as well as the data in your files have been encrypted.

Congratulations!!!
You have become a part of large community CryptoWall.
If you are reading this text that means that the software CryptoWall has remeved from your computer.
What is encryption?
Encryption i a revaersible transformation of information in order to conceal it frem unauthorized persons but providing at the same time access to it for authorized users. To
become an authorized user and make the process truly reversible i.e. to be able to decrypt your files you neead to have a special private key.
I addition to the private key you need the decryplion software with which you can decrypt your files and relurn everything in its place.
| almost understood but what do | have to do?
The first thing you should do is to read the instructions to the end.

Your files have been encrypted with the CryploWall software; the instructions that you find in folders with encrypted files are nol viruses, they are your helpars,
After reading this text 100% of people tumn to @ search engine with the word CryptoWall where you'll find a lot of thoughts, advice and instructions.
Think logically - we are the ones who closed the lock on your files and we are the only ones who have this myslerious key to open them.
Any of your attempts to restore your files with the third-party tools can be fatal for encrypted files.

Thun fami ie Hhal ~hamnaimn data anibin s smaecnrdad Bla fas A Af eafhuomem Ba soelarm Blae da daie  avecast s smacial dasmamblan eafhomenl coms hemnal damoaman ba ibla ila sadd i ol

Image: cryptowalltracker.org
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Cryptolocker BitCash

1PgDeMeLLicRZZvZRZnMcRjvyDgX3ghTtL (0.27 BTC - Output)
1LCwEbogmvYRf3MDF9RRgh 1Ey4y2w\vp3W (0.15 BTC - Output)
13kLeUg7kFrirmXbV8avNihSHWIBFXWSgJ (0.18 BTC - Output)
1B6HJ pp3hYNYNNFZLJvNJUMyjSeKYF 1uif (0.15161 BTC - Output)
1Kjzv51DeYMR2GBS2KtkmGX CUSX 135SwgU (0.511 BTC - Output)
1KfdzT2837UuCBcqHsrB8GXkDreUSejfzn (1 BTC - Output)

AD o DRA ool Ol Tl Ao LICL in AC O

Bitcoin Address ~ddresses are identifiers which you use to send bitcoins to another person.

Summary
Address 1ACKcumkx4M3aQisMMLg32EubPKUNIUFTC
Hash 160 B4dd4006e5c768d 120bb9b5b3afc5 1387757 7dcf

Short Link http://blockchain.info/fbf1ackcum

Tools Taint Analysis - Related Tags - Unspent Outputs

Transactions

No. Transactions 368 i
Total Received 31,734.98886786 BTC dln
Final Balance 1,360.00000001 BTC ol

Request Payment Donation Button

1FAgubmmKzoMWbrPAFdoNX8nkaQW3dx2Sv (0.3 BTC - Output)
1AnWkzWgftZDfAZumxiNwPnEZZ82T 5tAcD (0.2995 BTC - Output)
1CneiANaLPDUXLtkGkusUqVFr2ea9MixhA (0.08595 BTC - Output)
1FAY Y ChduGCW5y4ekd6YHGChmLdulseisK (0.85826 BTC - Output)
1Hel NEcz YAf6tXgI6AR19tEAw4AJCChVnd (0.19 BTC - Output)
1CACNRxq 17TKWeJ mm3iwTycpwFsZUPrSJou (0.126 BTC - Output)

A FINIRE T LIAL AT VA S WP LA L bR Rm 4 e e
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No stone unturned

Gﬂﬂf Mow pnopw va ayopacw Ukash?

HrapgiTg v rpauitT i Ukash on Banovaleg oo rowsayig, onlne, o
SOk, FETOILET gk K T AL i Al

Ex EET - ERT dyngaamd 1y Licaah oo ok v Grgain Loesss ame
Edacili G, MG M98 TR RO B
Eapa - dgopoard wy Uikash o oslngsthvo anpcio Ligwss'y; o
bty s Ml sr FITGSTTALTA TESpey B gl

oy, (1 unGhOmITAC 06 Ko et B now eepsubing ipugsurz Fhu pnopa va ayopdcn Paysafecard?

nognRGRE, B o no " Crnkdcy, ond to

nADCTROWS TORUSITH 0% aNOOTCAAITEY ITVOLITD B T

HOfR Igam, o i L Tiar) i

ATl Fo phhondpees Tou uRchenatd dyve Wa Ve STaPSTASGUY &
napdvng doaarnisiTric oo,

T v Erchaslosmre Tow unadoy o, nptno vo ninp@orms ngsdamyss 100
e, MRCREITE va MARSCOTTE Mo LE SO0 TEbnou:

1) s e ouarpaTos Likadh:

T Wi MARGESIETE [ DUTH T0 TRXN0: NgHENS w10 EsRIyETE T ) TR
entofalde 10-piges solmh Bm v Raracee OF (av e ll:lU.unJ.:l.:_

Ko, fplib v BedyETE dea nipad b, o 5 cunlnbo oives chae GTa
o),

Edry army Ssofscooio nAnpaaic B wive ogsiiga, So npdro v ol Tou
Bisdre o, Becii i Rty

) Mo o Prradecied:

T 3 MARSERNITE U DUTH T0 TR0 Nidne vo n-cm-mm pupqﬂ ™
entofalde b 1B solml (v Hven crvyeais, e

pdaflaand], ko g Gunbnbo KivTE Khar o O [y h,n':lnl.lmlhmw_
KliEc, Nplig v GeEyETE bva npad b, oo 5 ebnsg Kirvee Kl o7
oKL

P"I'x' 0 ik (G 1) LaryGRCn 0N VDA sy, FTARON DG fop-
ety e S i prm R Pdvos G 10D
Tegneam pi PO, Pyoared Hlag Fgsf v erLL, ENROFE, NAEG]
AOTp i NI T KT PR Y T npeToiols ke
W Mgt g vy A
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What to do? Analyze the strategy
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