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At a glance

Cyber-criminals increasingly focus on smartphones

(U)SimMonitor is both a malware and a security analysis tool for Android and iPhone

Collects data like: user identities, encryption keys, location data and network parameters

Stealthy operation

Impact:

* User identification

* Movement track

* Disclosure of phone calls and data sessions

* Reveals network security policies
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Outline

* The status with mobile devices

* Mobile malware
* Motivation for this work
* (U)SimMonitor:

o Functionality

(o]

Architecture

° Prerequisites

(o]

Detection

o]

Impact — criticality

(o)

White hat usage
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Mobile devices under attack

Nowadays, cyber attacks are shifting to mobile devices

Always on and connected
Valuable and critical data

Processing and storage resources equivalent to PC
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High penetration
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Connection-enabled mobile devices

* GSM
. 3G ll..
El=1H"K 3G
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o Wifi
* Bluetooth
* NFC




Valuable data on mobile devices

* Emails & documents (pdf, doc, etc.) @n» Pﬁ'ﬁg
* Photos & videos . |
* Geolocation information
e Contacts and other lists 0”
== &) i -
* SMS messages E“i%

* Critical applications (i.e., m-banking, m-wallet, m-VISA, VPN, cloud storage & services,
password managers, etc.)

* Phone information (IMEI, IMSI, phone number) O— 0
’ ’ / e
= Q/ﬁ/ / @@*/@Y?e
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Processing & storage equivalent to PC

High speed CPU 64-bit desktop-class
architecture

- Powerful computing | |
Modern instruction set

2x general-purpose registers

2x floating-point registers
Over 1 billion transistors

102m=’ die size

%
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High Penetration of mobile devices

ACTIVE ACTIVE SOCIAL UNIQUE ACTIVE MOBILE
INTERNET USERS MEDIAACCOUNTS ~ MOBILE USERS  SOCIAL ACCOUNTS

. We Ars Social

SCRIPTIONS NORTH EAST
PER UNIQUE USER AMERICA b EUROPE

51%

We Are Social
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Emergence of mobile malware

* The increase of mobile malware exceeded this of PC malware

PC and Mobile Malware Growth Rate
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Statistics of mobile malware

Total Mobile Malware New Mobile Malware
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Source: Mcafee Labs, 2015. Source: Mcifes Labs, 2015.
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Mobile malware evolution

=RTINET

The Evolution Of Mobile Malware: 2004 - 2014

VIRUSES APPEARING ON PLATFORM
WHAT’S NEXT? -
| s Everything graduall bile, including viruses. ?
o 5 s 0S 2 g sty gesnone ewang s \What 1s next
Ransomware
Cyber war
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‘copyright 2014, Fortinet
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Motivation of this work

* In general, we can observe that mobile malware target and exploit
o the characteristics of the mobile OS

° to perform a variety of malicious actions

* To the best of our knowledge, there is no mobile malware that targets the baseband modem
of mobile phones to breach:

° the privacy of mobile users

° the security of cellular networks
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What is the Baseband modem?

Smartphone contain at least two CPUs:

1. The application processor that runs the applications
2. The baseband processor that handles connectivity to the cellular network.
Bluetooth WLAN Gps
s B2 . g
e I‘TL Calzak Dusl/Triple Band R
Control l Audio A .
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Interface lcm R
N\ f Cellular Baseband \
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(U)SimMonitor

* We have designed and implemented a new type of mobile malware for both Android and iPhone

devices, which attacks the baseband modems

* |t is capable of stealing security credentials and sensitive information of the cellular technology

o permanent and temporary identities, encryption keys, location of users, etc.

CIPHERING MODE,OFF , TIN GR, 29CC, S47C, 201384
21 09:43:06 0300
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https://github.com/SSL-Unipi/U-SIMonitor C.  D———

CJEEE!IUBII
Als|ofFlafn]J]x

z[x|c]v]s|n|u]

71412016 6TH INFOCOM SECURITY


https://github.com/SSL-Unipi/U-SIMonitor

(U)SimMonitor functionality

* |t reads via AT commands security related and sensitive data from USIM/SIM card

> Encryptions keys used in the mobile network (Kc, Kegpgs, CK, IC)

(o]

Key thresholds, ciphering indicator

(o]

Identities, TMSI, P-TMSI, IMSI

o

Network type, network provider

o]

Location area identity, Routing area identity (LAI, RAI)

(o]

Cell ID

* The extracted data is uploaded to a server, deployed from the attacker
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(U)SimMonitor Architecture

SIM/




(U)SimMonitor Prerequisite

* (U)SimMonitor requires root privileges in order to execute AT commands

* (U)SimMonitor delivers a payload

o Exploits discovered vulnerabilities to automatically obtain root permissions

° Provides privilege escalation (Wh'at]i})
_ a
* Many devices are already rooted o obhoad 0 do 0oR
et

I0S@

Jailbreak
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(U)SimMonitor Properties

*It runs in the background, while the user can normally operate his/her phone

*It uses the least possible resources of the modem
*It avoids blocking accidently a voice/data communication

*It has been designed to collect data transparently, without disrupting the proper
operation of the phone
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(U)SimMonitor detection

* We tested five popular mobile antivirus (AV) products whether they are capable of
recognizing it as a virus

o None of the tested AVs raised an alarm

* We believe that AV products should include the syntax of AT commands as signatures
for their virus databases

Zoner e
=\/: avasi!
AntIVI rus antivirus protection

KASPERSKY#

@ IREN2 Mobile Security

PERSONAL EDITION for Android™
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(U)SimMonitor Impact and Criticality

* Using IMSI and TMSI identities =» an attacker can identify the victim user

* Using the location/routing area and Cell-ID parameters =» an attacker can approximately track victim’s

movements

* Using the obtained encryption keys (i.e., Kc, Kcgprs, CK, IK) =2 an attacker may disclose phone calls and

data session, regardless of the strength of the employed cryptographic algorithm

* Eliminates the need of breaking the security of the employed cryptographic algorithms =» the encryption

keys are in the possession of the attacker

* Comprises a threat for all mobile network technologies, even for the security enhanced LTE networks =

it renders inadequate all possible security measures that can be taken from the mobile operator
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(U)SimMonitor white hat use

* (U)SimMonitor can be used to capture and analyze the security policy that a cellular

operator enforces

o A functionality which is currently missing from Android and iPhone devices.

° |s ciphering disabled?

° How often the encryption keys are refreshed ?

° How often the temporary identities are updated ?

* Paves the way for quantitative risk assessment

71412016
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Employed technologies by Greek mobile
operators

Operator | GSM/GPRS | GSM/EDGE UMTS HSDPA | UNKNOWN

A 8.38% 1.35% 7875% | 11.5% 0.02%
B 0.17% 27.35% 14.13% | 53.72% 4.62%
C 3.43% 2.49% 86.06% | 8.02% 0%
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AKA execution
- Semw ]

Stafic users (consequetive Typical users (max-
Operator soaqueats fox AKA) Mobike users Power-off/on avecage e fine)
A 16 6.5% 6.5% in 2G| 55% in 3G 1798 - 145 (mimutes)
B 6 SIM | 1 USIM 55% SIM [100% USIM | 100% SIM | 57% USIM 1380 - 77 (mimtes)
10 (average 37% 100% 1680 - 128 (mimutes
Stafic users (consequetive Typical users (max-
Operator ssquosts for AK A) Mobile users Power-off/on avecngs s fiine)
A 1m2G|11in3G 91% 100% in 2G [16% in 3G 829 - 37 (minutes)
B Im2G|11m3G 83%in 2G| 23% in 3G | 100% in 2G [18% in 3G 1238 - 90 (mimutes)
C 1 43% in 2G | 92% in 3G 100% 940 - 47 (minutes)
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IMSI requests

CS domain
Operator Static users Mobile users Power-off/on Typical users
A 0% 4% 4% in 2G | 41% in 3G 1 in a day
B 0% 41% SIM | 55% USIM | 55% SIM | 0.6% USIM 13 in a day
C 0% 0.6% 0% 4 in 30 days
PS domain
Operator Static users Mobile users Power-off/on Typical users
A 0% 0% 0% in 2G| 10% mn 3G 3 in 30 days
B 0% 0% 0% i 2G| 5% in 3G 2 in 30 days
C 0% 0% 0% in 2G| 10% mn 3G 3 in 30 days
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TMSI reallocation

CS domain
Operator Static users Mobile user Power-off/on Typical user (.rnax-average
use time)
A No 100% 100% in 2G | 41% in 3G 1513 - 66 (minutes)
B No 41% SIM | 55% USIM | 55% in SIM [100% in USIM 1780 - 89 (minutes)
C 240 (minutes) 100% 100% 240 - 39 (minutes)
PS domain
Operator Static user Mobile user Power-off/on Typical user (@x—average
use time)
A No 100% 100% 1513 - 66 (minutes)
B No 100% 100% 1610 - 77 (minutes)
C 240 (minutes) 100% 100% 240 - 34 (minutes)
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(U)SimMonitor Video Demo
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