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T1 Ba douue ora ernoueva 13 Aenta

otnv TicTac Exoupe akopa SoUAELq;

. Meputtwoelg Ransomware (Locky,
Cryptowall & TeslaCrypt): To xpoviko tng
(NULAC KOlL TOL OTATLOTLKA ETIRIwoNng armo
uLa entiBeon

. H amoteAeopatikotepn npootacia — Disaster Recovery by
StorageCraft RecoverAbility

. DRP : Data Rescue Plan

. Yninpeoieg mou mpoodEpouv AUOELG o€ poPARaTa

. 11 TPAKTLKEC CULLBOUAEC yLOL VAL LNV EXOULLE ETILOKEYPELC
aro tov Cryptowall ko 10... cuvadl Tou

. Moati adov 6ot yvwpilouv to backup A FILE NOT FOUND!
. ,
?

?
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ZepeTe aAnBeia 11 eival To backup?

H dtatnipnon Twv Kplolpuwv

dedopevwy pag og Vo

TouAdLotov avtiypada (Kol

LOavLKA ato OLAPOPETIKEC

XPOVLKEC OTLYUEC) TOL oTtoLL

Bplokovtal og aveEédpTnNTO LECO

Kol o€ aveéapTNTo GUCLKO XWPO
Aveéaptnto Duoiko pEoov aro to Baolkd HEGOV
amoBnkevong
2 Tavtoxpova avtiypada TovAdaxLotov og
Stadopetikd péEoov Kat PuUoLKOG XWEOo

Oa nPEMEL vaL UTTAPXOUV SLaPOPETIKEG EKBOTELG TWV
opPXELWV pag
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Ti oev eival Backup

. Avtiypadw tov C:\ otov D:\
(evw Bplokovtal otov i6lo okAnpo

dloko Tta partitions) N S y

. Kavw Backup tic pwtoypadiec pou - |
otov e€wTEPLKO Sioko yla va BACKUP

arneAevBepwow YWPO Ao TO
Laptop pou.

. Balw ta apxeto Word kot Excel oto Cloud, apa kavw
backup cwoTto!

. Exw €va NAS pe Raid O

N TICTAC
e
www. tictac.gr




Exeic kavel backup 1o KivnTo oou;
<

49%

of smartphone
users don't
back up their
data or don't
know if they do

.yet 80%

are concerned
about losing
their data
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YrnoBeoeic Data Recovery
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Noocoota YnoBéoswv ava eidog pécou 2015 - 2016

13%

11%

10%
7% 7%
5%
0,
I 3% 3%
0% i i

2KAHPOI AIZKOI  E=. 2KAHPOI AIZKOI FLASH USB MICRO SD/KAPTEZ ANDROID iPHONE RAID / NAS ANNA
2015 31% 28% 11% 4% 5% 3% 11% 7%
2016 29% 25% 8% 5%
H2015 ®2016

10% 7% 13% 3%
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2TATIOTIKA aro 1o EpyaocTnpIio & OUUNEPACTLATA

5-10% twv diokwv mapovotdlouv actoxio
Annual Failure Rate UAkoU otnv 3etia

Eldape Siokoucg 3TB-4TB va xaAdave 20-30

NUEPEG QTTO TNV AyopPA TOUG

MoAAoi SSD &iokoL cuvavtnoav pe

eAattwpatiko firmware

Exatovtadeg emwvupa USB Flash Disks

otapdtnoav va Aettoupyoulv Eadvika

Y€ ouotolyieg Raid «ytumnoov» tautoxpova

ntoAAartAot iokol

. 000 peyoAwVouV oL XWPNTLKOTNTEC

avéavovtal ta nEoBARpata Kol 0 OYKOG TWV
dedopévwv Tou YAvetal
2 3TB 4 | 118 3TB

9% TwV UTIOBECEWV ATAV N OLVOKTAOLULEG
otav mopaAdfape Aoyw enéufaong (2015),
& seicxaint 3% avénon ano to 2014

H ITACHI Seagate Hgﬁ':.’“
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ATUXN NEPIOTATIKA ArWAEIAc

1. Y& moAU peyaAo SNUOCLO OPYAVIOMO LYELG

gva ovotnua Raid 5 — 15 dlokwv Kal

OUVOALKAC xwpnTikotntag 12TB, to omoio
CASE STUDY ywotav Replicate og avtiotowyo Raid cuotnua
HETA amo mpoPAnpata otnv NAektpodotnon
ennNABe anwAela Sedopévwy. EXOoE LOTOPLKO
aoBevwv 10etiag. AvaktOnKe PETA Ao
EVTATLKA TPOOTIABELD 2 NVWV.
Y€ KOTOIOKEVQLOTLKNA €TaLpia etuyayv 18
TLEPLOTOTLKA XOAQOUEVWV SLOKWV EVTOC TOU
(&lou £touc o€ SLOPOPETIKEG XPOVLKEC OTLYHLEC.
Y€ MEYAAN EMXELPNON , TNV WPA TIOU O
TEXVLKOG €mapve backup oe e€wtepikd dioko,
ETECE TO peVMA KoL XaBnkawv kot ot Suo dilokot

AVon: Backup o 2-3 onueia 4 Aknyopiko ypaodeio datnpovoe backup
akdpa Kat offsite, pe 15€etiag o€ usb flash 512mb to omnolo xaAaoe

versioning. kol dev umtnpxe Backup. jT'CTAC
E_}E:(?E%%I%!E% ‘
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2T1nv Hoda Qeroc o «Locky”
kal o TeslaCrypt
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O Locky v dpaoei...

16/3/2016 5:26 File Folder
307412010 7112 py
160312011 3:35 pp
1712013 5:56 py

7/1/2010 4:26 pu

160512016 5:23 P
16/5/2016 5:24 Py
16/5/2016 5126 pp
16/3/2016 5:26 pp

161312016 5:26 py

Sen_Installation_Files
Tax-Free File Falder
WIMDCAS File Falder
WindowsImageBackup File Faolder
wrpub File Faolder

ZkB

S kB

_Locky_recover_instructions Text Document

| ==

| | 976B7 1472700792 3CEFOFEFO832A860 locky LOCKY File

| | 976B7 147270072 FFCIEESE4EF4 1F24 . locky LOCKY File 14.451 KB

|| 976B7 1472700 792C29BE7I360B8CE 190, locky LOCKY File

|| 976B7 1472700 792C33C4ABDADS0ASEBES. locky

115.5350 KB
58.451 KB

LOCKY File

Crganize *  Include in lbrary *  Sharewith =  Burm  Mew folder

[

| Pictures

E Videos

Mame = Date modified
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184 Computer
i,_f, Local Disk ()
g Local Disk (E:)
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E
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[ | _Locky_recover_instructions |
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I Seagake
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Backup Plu
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7002013 539 py
28/4/2014 2:04 ny
16312016 5:39 L
16312016 5:39 L
172013 11:13
1702013 1113
17/2015 1113

File Folder
File Folder
Text Docurment

LOCEY File

Adobe Acrobat Doc...
Adobe Acrobat Doc...
Adobe Acrobat Doc...

MNTICTAC

LABORATORIES

DATA RECOVERY » COMPUTER FORENSICS

www. tictac.qr




To paBaodxi...

,'. _Locky_recover_instructions - Notepad

File Edit Format Miew Help
| L IMPORTAMT IMFORMATION D1

2171 of wour files are encrypted with RSA-2048 and AES-128 ciphers.
More dnformation about the RSA and AES can be found here:
http:Afen.wikipedia. org wikd /RSA_CCryptosystem)

http: A len.wikipedia. orgwik i /advanced_Encryption_standard

Decrypting of wour files As Dn1¥ possible with the private key and decrypt program, which 4s on oo
To receive your private key follow one of the 1inks:

. http: A 3ezlvkoi7hwyood. tor2weh, or g/ 9766714 727007 520C
http:/A13ezlvkod 7Hwyoond. onion. to 9768714 7270075922
http:/M3ezlvkal 7fwyood. onion. cab/S76E7147270D792C

of this addresses are not available, follow these steps:
Download and install Tor Browser: https: Awww. Torproject.org/down]oad download-easy. html

After a successftul dnstallation, run the browser and walt for initialization.
Type in the address bar: 93ezlvkoi7fwyood. onion, 9768714 727007592
Follow the instructions on the site.

HY vour personal ddentification ID: 976BFL47270D702C 1!

MNTICTAC
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AexouaoTe Kal KAPTEC...

How to buy Locky Decryptor™?

You can make a payment with BitCoins, there are many methods to get them.

You should register BitCoin wallet:

Simplest online wallet or Some other methods of creating wallet

Purchasing Bitcoins, although it's not yet easy to buy bitcoins, it's getting simpler every day.

Here are our recommendations

localbitcoins.com (WU) Buy Bitcoins with Western Union.
coincafe.com Recommended for fast, simple service.
Payment Methods: Western Union, Bank of America, Cash by FedEx, Moneygram, Money Order. In NYC:
Bitcoin ATM, in person.
localbitcoins.com  Service alows you to search for people in your community wiling to sell bitcoins to you directly.
cex.o Buy Bitcoins with VISA/MASTERCARD or wire transfer.
btcdirect.eu The best for Europe.
bitguick.co Buy Bitcoins instantly for cash.
howtobuybitcoins.info  An international directory of bitcoin exchanges.
cashintocoins.com Bitcoin for cash.
coinjar.com  CoinJar allows direct bitcoin purchases on their site.
anxpro.com
bittylicious.com

Send 2.00 BTC to Bitcoin address:

1HC FKxayqVIKZxABUKAMYXEFh1be50uaQ

ote: Payment pending up to 30 mins or more for trans
ore dyment pending up to U g0 ore d

Transaction ID
not found
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Locky
30% avaKktnolLo apxeia

TeslaCrypt
80% + QVAKTNOLUOG

Ynapxel eAnida;

gate Backup Plus Drive (1) = rec » & = Document Spreadshest  Microsoft Excel 2007 XML Document |, xlsx)

Print  Burn  Mew Folder

Mame

Date modified

Type

Authors =

E exceL12.1d_1060307
= 2376739
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B zzm0126
B 1704137
) 1909845
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AP S AT

R0 Epyomios ...
diho Epyodios o,
diho Epyomios ...
diho Epyomios ...
diho Epyomios ...
Ao Epyomios ...
Ao Epyomios ...
Ao Epyomios ...
Ao Epyomos ..
M0hha epyadiag Ta...
M0hha epyadiag Ta...
M0hha epyadiag Ta...
DOkha epyadiag Ta...
DOkha epyadiag Ta...
DOkha epyadiag Ta...
DORkD Epyadias Ta...
DORkD Epyadias Ta...
DORkD Epyadias Ta...
DORkD Epyadias Ta...
DOAkD £pYaTias Ta. .,
DOAkD £pYaTias Ta. .,
DOAkD £pYaTias Ta. .,
ORAD £pYOTIOE TO .,
ORAD £pYOTIOE TO .,
DORAD £pYOTIOE TO .,

S KB
11KE -
18KE Chalit
453 KE  CHZAVITS
452 KB CHZAVITS
1.185 KB (CHZAVITS
451 KB CHZAVITS
451 KB CHZAVITS
1.185 KB (CHZAVITS
417 KE  CHZAVITS
AKE  dkoem
AKE  dkoem
32KE  FAC-APA...
12 KB FAC-APA...
14 KB qgeo
287 KB john
304 KB john
304 KB john
287 KB john
287 KB john
16KE  kentriko
18KB Kiriakou 5.,
11 KB kostas
23KE  hostas
3TKE  kostas
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O1 aneiA€cg ivalr NnoAAEg
[Toioc urnopei va dwaoel uia anAn Auon yia oAa;

" KaBnueptva avilpetwni{ovue
TIEPLOTATLKA LE TIEAATEC

xwplc backup n pe restore

Tov ametuye!

H nporeivouevn oAokAnpwugvn Auon...
StorageCraft RECOVER-Ability
YBpidiko & autouartornoinuevo Disaster Recovery
Tornika kai oro Cloud ue versioning

,E_\TI CTAC
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STORAGECRAFT.

RECOVER-ABILITY.

SOLUTION

M TICTAC
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Data
Rescue

Plan
by GENERALI

lNa npwtn ¢opa otnv EAAASa ot LeyaAn Koitvotopio
OTO XWPO TNC TEXVOAOYLKNG aodaAionc

Atvetat n duvatotnta o€ anAouc xpnotec va dtaocpaiioouv ta
dedopeva Toug Kal por evOEXOUEVN HEYAAN daravn yla va T
OVOLKT)OOUV OE TIEPLMTWON KATAoTPOdNC.

oS = Q
GENERALI {2 FmSTAS

J JUABORATORIES f
DATA RECOVERY « COMPUTER FORENSICS
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Data
Rescue
Plan

Mowoug adopaq; e

 'OMouc ooouc €xouv kplolpa dedopeva (Videos,
DwTtoypadiec, Eyypada kat ormtoltodnmote AAAo
ONUAVTLKO Eyypado)

e 'OAoUC TOUC TUTTOUC EOWTEPLKWV Kol EEWTEPLKWV SloKwV

 EAeUBepouc emayyeAMATIES, LOLWTEC, LATPOUC KATT

Tl aopaAilel;
* 'OMAouc Touc TuTtouc urtoAoylotwyv & Laptop
e 'OAoOUC TOUC TUTTOUC EOWTEPLKWYV Kol EEWTEPLKWV SloKWV

Tl KaAUTTTEL;

* Omnowadnnote BAaPE
* 'OAo to kOooto¢ dladkaoiac avaktnong SedouEvwyY
amokAeLlotika otnv TicTac Laboratories {"]TICTAC

L JLABORAT_QRIES ‘
DATA RECOVERY « COMPUTER FORENSICS

www. tictac.gr




Data
Rescue
Plan

by GENERALI

MAeovekTRpoTa

Kootog aodaAiong HoALg 30€
Aldpkela 2 €Tn aoPAALonG
ArnAotnta Stadikaoiag amAn
gyypadn Tou xpnotn pe ta
oTolxeilat Tou pecou (oKANPOG
dlokoc ) oto drp.gr

=ekaBapol opol a.oPpaiiong
Kavotopia otov Tpomo
Kataypodrc Twv OTOLXELWV TOU
Sdlokou aro to €LOLKO AOYLOLKO
nov dnuovpynOnke oto drp.gr

A TICTAC
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Mpayuaroyvwuoouvn o€ Wneiaka AsdolEva
Bpiokouue TIC arnod€iéeIC Mou WAxVETE

Avalntate amodeifelc og KvntAd TNAEPWva 1| o€
NAEKTpOVLKA apXeia; Mmopoupue va

BonBnooupe! fFRnCIAC
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Agdoueva ora okounidia... kivouvog!
[lioronoinuevn Karaorpo@rn OEOOUEVWYV

Aev umnopeite va povtaoTteite mooo MoAUTIHA Elval
yla kamotov ta... 6edopeva oag!
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EniAuon npoBAnuarwv hacking
oe Wordpress & aAAa CMS

BIFRHEER e nkorpie

O,

H4ck>d BY -Line

MoAAEC popeEc oe emiBeoelc amo hackers, to va
entavadepete backup dev Bonbael yiati ot

hackers €xouv nNén «eykataotoBEel».
exouvnon «ey , ATICTAC
APalpoUE TOV KWALKO KoL OOC TIPOCTATEVUOULE. =) [PHlEel Tl =g

www. tictac.gr
—




Euyoplotoupe

LAE GHATDFEIES 9001:2008
3 Hecov mputer Forensics (\OMPP\‘\*

11 T,DOI'IOI rnpooraocia arno Ransomware -
— Whitepaper

KateBaote 1o Free Report amo tnv LotooeAida :
http://tictac.gr/



http://tictac.gr/hard-disk-failure-report-2014

