Trust. Every day.

gemalto

security to be free

Erol Dogan, Regional Sales Engineer, Enterprise & Cyber Security
March 2017



RECORDS BREACHED IN THE YEAR 2016

)34,434,94)

ﬁ More and more organizations
are accepting the fact that,
despite their best efforts,
security breaches are
unavoidable. 5 5




EVERY
HOUR

126,936

EVERY
MINUTE

2,116

EVERY PERCENTAGE OF BREACHES
SECOND WHERE NUMBER OF COMPROMISED
35 RECORDS WAS UNKNOWN

52%
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What data is
targeted?

NUMBER OF BREACH INCIDENTS BY TYPE

NUISANCE
40 INCIDENTS (4%)

EXISTENTIAL DATA
50 INCIDENTS (5%)

IDENTITY THEFT
621 INCIDENTS (64%)

ACCOUNT ACCESS
108 INCIDENTS (11%)

974

FINANCIAL ACCESS TOTAL BREACHES

155 INCIDENTS (16%)

Source: BREACHLEVELINDEX.COM
January 2016 to June 2016
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The increased targeting of

Identity
Theft
Is King

individuals’ identities and their
personal information exposed
just how valuable this information

has become to cybercriminals.

Google what is identity theft

All Images Videos Mews Apps More « Search tools

About 63,100,000 results (0.63 seconds)

identity theft

nown

the fraudulent practice of using ancther person's name and personal information in order to obtain
credit, loans, etc.

Translations, word origin, and more definitions

Fesdback
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9 Trust. Every day.

SECURESREACH

Breaches will happen —we must prepare!

The security strategy of today should
include a change of mindset, and

the implementation of solutions that
control access and the authentication
of users, provide encryption of all

sensitive data, and securely manage

and store all encryption keys.

30.03.17
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A New Mindset Is Needed...

Perimeter security alone is no

Accept the Breach longer enough.

Protect What Matters,
Where It Matters

Attach security to the data and

Secure the Breach applications. Insider threat is
greater than ever.

Breaches will happen —we must prepare!

10 Introduction to Identity Data Protection 30.03.17
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70% of breaches

=> Due to weak/stolen passwords
80% of security investment

=> Perimeter security
90% of companies

=> No policies around keys

Disclaimer: numbers come from Gemalto and personal experience

GDPR Explained 23-24/03/2016 gﬂTB":D



We must protect
what matters where It
matters at the edge AND at
the core

12 Introduction to Identity Data Protection
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Gemalto’s Three Step Approach

».

ENCRYPT (
THE DATA O 1 (
ENCRYPT
THE DATA M ™ STOREAND
= MANAGE KEYS
CONTROL srone AND
USER ACCESS MANAGE KEYS
CONTROLUSER

ACCESS

Gemalto %
3 Step Approach '

= bl
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Protecting the Data

ENCRYPT THE DATA

k Physical Data

Data at Rest Encryption

N
XPFa a

Virtual Data
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Data in the Cloud
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Data in Motion Encryption\
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Strong Authentication
|— Ti ‘ Internal Users +
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SECURE &
MANAGE KEYS

Crypto
Management

Key
Manager

Crypto
Provisioning
System

J
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May 2016:
Authentication Partner Ecosystem

REMOTE ACCESS
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We are leaders in the Authentication Market

“[SafeNet] demonstrated a very sound market understanding and
very strong product strategy and innovation.” - Gartner

LSTHENTICAT,
O S
& 2
@ safeNet < Q
@ eMc(RsA) (/) «\
ot @ @ 1ok 1ISO 27001:2005 l
—op § S CERTIFIED =
PointSharp @) HID Global s"’“’.“t::xus

T @ ouo Security
o SMSPasscode‘
E Microsoft @)
S Deepet Security @

COMPLETENESSOF VISION ~ ——>» As of December 2014
Source: Gartner (December2014)
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Encrypt and Tokenize the Data

Gemalto U
3 Step Approach |



Encryption Product Selector Snapshot
WHERE DOES YOUR SENSITIVE DATA RESIDE?

In-Motion At-Rest
Il Databases Files, Folders, or Shares
peed Encryptors
(HSE)
*“\ .S Protect Select Protect Whole Protect Files and Protect the
wl b Columns Database Files Folders Full Disk
At the A_t the A_t the SafeNet ProtectV
Database Level File System Level File System Level

SafeNet ProtectDB

SafeNet ProtectFile SafeNet ProtectFile

' - -
At the : At the
Application Level Full Disk (VMs) Application Level

Encrypt

SafeNet ProtectApp
ProtectApp '

: $ : * Native Database Transparent Data At the Network
Tokenize Encryption (TDE) is also an option Sto rage Level
SafeNet

Tokenization

&,

SafeNet ProtectV SEE\E

SafeNet ProtectFile

Desktop (CIE
proxy)
=
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Introduction to Identity Data Protection
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Database and File Protection Options
Physical/Virtual/Cloud

SQL Database Encryption NoSQL Database

ProtectApp
\',.’ Application level encryption

ProtectApp _ ProtectFile
IS Tokenization W’ Application level encryption Transparent file encryption at the
\l Application level tokenization | file-system level
ProtectDB (\\\ Tokenization
Transparent column level encryption | Application level tokenization ProtectApp
4 Multi-purpose APIs to perform
h data encryption, including file

7 encryption at the application level

ProtectFile .
Transparent database file encryption ProtectFile
f

Transparent database file encryption
§

TDE

Transparent data encryption




Data Protection Best Practices

166T84R 60
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F/ TR

Protect /

Data Protect R

Keys
Manage Key Lifecycle

*  Apply Access Controls
Decouple KEYS from DATA

gemalto

Encrypt or Tokenize

Apply Access Controls




SECTION 2: DATA SECURITY
ARTICLE 30: Security of processing

1. Having regard to the state of the art and the costs of implementation and

taking into account the nature, scoegiisontext and purposes of the processing
gFricod Wod severity for the rights and freedoms

"’;.};:_‘ shall implement appropriate

A to ensure a level of security

WS appropriate:

ggsonal data;

o -l
:.--‘ J' ¥

of individuals, the contLase® th
technical and o SaEFEction %@g
o rier g

(a) the pseudo m.aa@%d pncr

‘, a timely manner in the

(d) a process for re P D .:;:ir:}-: Ahe effectiveness of
g of the processing.

particular of the risks that are presen «_‘ 1 by , in particular from
accidental or unlawful destruction, los$ aia®®: orlsed disclosure of,

GDPR Explained 23-24/03/2016
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Tokenization

Token generation: Plaintext (sensitive information) is sent by application with request for tokenization

7’
/ Token Managers

(@) (8)
234 5678 912° = =
" ==

If hash exists:
Corresponding token is returned.

-

Keyed hash is
generated using
hash key on KS

LN

I
I
e

Lookup on hash
Is performed

SafeNet
KeySecure
P

Token Vault
N J

If no hash exists:
= Token is generated
= Value is encrypted
= Token, cipher text, and hash
are written to the token vault \ Protected Zone AES 256

Versioned key

s T T M -

o -

De-tokenization: Token is sent by application with request for plaintext value (Get Token)
= Token is looked up
= Corresponding ciphertext is decrypted and sent back to the application

30 WTB":D-



Reducing Audit Scope:

Requirements

= Systems with tokens are taken out of scope i
of compliance audits such as PCI or GDPR amazoncom
_ ~—]

= Data protection is “transparent” — no changes
to database tables or file layouts

= Format preserving—meaning no application
changes for systems that don’t handle data in
the clear

= Wide support of various data types

Features

= Replacement of sensitive data with data of a
similar size that is not sensitive (a “token”)

1234 5678 9123 4567

= 1-to-1 mapping of tokens to sensitive data
= Customization of token formats
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ProtectApp in Action

WebServer gpplication Database - field
erver encrypted with Key X
< query
§ﬁ §0§4 > qiq
Response
4 OxEED9S...

12345678 | | OXEED95...

\4
Bob 6
A X
Tom can access Key X, Bob cannot

gemalto



ProtectDB In Action

Application Database - field

Tom can access Key X, Bob cannot

Server encrypted with Key X
< query (=
§§ < r =R
response A
12345678

12345678 OxEED95...

\4

<

X
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File Encryption Access Level — sample |

x User with Encrypt & Decrypt permissions

(s

— -

=@ % T
j'l E » Network » 1722051 » public vl 4| searchpubic s
 File Edit View Tools Help
Organize v 3 Open Print Burn New folder f= « [ O
' ) RecentPlaces 4 Name 7 Date modified Type Size '
5 Libraries | New Text Document.txt 6/10/2010 3:43PM  Text Document 1KB
% ;)At:c:cments B | New Text Document.txt - Notepad ;. - E=RicfX
(i) Pictures “File Edit Fom?t View Help |
' B Videos ftest encryption -

+& Homegroup

1% Computer
l &, Local Disk (C)
a Local Disk (E:)

[

. f! Network
New Text Document.txt Date modified: 6/10/2010 3:43 PM Date created: 6/10/2010 3:43 PM
Text Document Size: 15 bytes Offline availability: Not available
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File Encryption Access Level — sample |l

= User with Backup & Restore Ciphertext permissions

o L » Network » 1722051 » public v [ 4

File Edit View Tools Help

Organize v ~J| Open ~ Print Burn New folder =~ [ @
%l RecentPlaces *  Name = Date modified Type Size
i o || New Text Document.txt 6/10/2010 3:43PM  Text Document 8 KB
l 4 Libraries
| Documents 7
g S | New Text Document.txt - Notepad @L@M
usic
ﬂ [ Pictures File Ed'.t l':ormat View Help _ .
B vid {5 00 = (D0 U 0000 ) (O ¥ IO 02 0 (S =0 3 M C =T S S 060 CIZ0£ 500
oo (02 00D = 0000 R0 T O = 00 5  FRONDOND (OERRRED = (00 “»{ON0ID 0 O]

0000 = 0 20 = I S O —0 2 02 2 = © CpeC s £mS :mxun:n:mn:mm::mm:m:un
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[ll]la:nl]:[ﬂ]:mll]m]]:[ﬂi!,::°ZMXWZMMZMEU:WZMZM

1

) Homegroup

m

L Computer
| &L, Local Disk (C)
¢ Local Disk (E:)

“! Network

]

$mm:[m:%:emmmm:m:m:m:u:mm@m:mm:m:nm,u
00 2 0~ 0 OO 01300 DGR (0 (D, (OO0 0502105 002 N I
02 Comc CsCmo0s s Jurmmlmmmm MM COCE- S0 SOOI S M) 200
EIDD ] MDA 0 05000 <00 = 20 D = (0 = - AN SO
(0000 =02 (0 (000 RTRRRED = ONRRRRD 0000 = U000 5120 2 s = IR0 2 (o S0 SO S o OO
01200 20 2 (OO0 = 03 = 000 ORRAANAD = 00 = 0440 2 00 =0 45 0.2 000 202 0. OOERTED OO =

-

E New Text Document.txt Date modified: 6/10/2010 3:43 PM
Text Document

Size: 8.00 KB Offline availability: Not available

Date created: 6/10/2010 3:43 PM
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File Encryption Access Level — sample Il

» User with No Access permissions

File: Edit Yiew Favorites Tools Help | ,1
QBack ~ ) - (¥ I,OSearch | Folders | & o X ) | [+
Address |~'~v ci .~ =] Go

O |

e C:\public is not accessible.

Access is denied,

gemalto



Gemalto Encryption Ecosystem

Offers the industry’s most expansive ecosystem of integrations for encrypting data
within third party environments

G 2
APACHE
lEEkED
amazon CHEF II docker
webservices™ anblazon
wepservices™ Microsoft’
\ TNy | Slsener | 1EH | DB2) -
SSun 7z | EEER | ¢ srmen omace  SBFTLAYR
B sy ====7= @Sun /ﬁ h W.é:‘:::* "\ DATABASE
“hea / Apache SRACLE ORACLE T AL amazon
% Jacne e s s s ENTERPRISE |
: MM : ABASE Lo @’EGSE webservices™
ORACLE SOL Server ‘JBoss  “hea > SharePoint vmware
oo &, )2eE ez |EC2 § mongoDB
000 min sl S o feNet Tokenization
B SafeNet ProtectFile
- ~-:: -, [N
- ---" — - I'_';-
P - @ | Application File Servers -l o -'_ - .
o g Databases Servers & Shares Virtual Mac ~
/ Web and Application \\
Servers
\ Data at Rest I
. /
~ 7’
~ o P

. Indicates a SafeNet Product
40

SafeNet KeySecure Platform SafeNet High Speed Encryptors
Distributed Key Management

_ ---Datain Motion

Network Encryption

W
Layer 2 Ethernet Encryption WTB":D



Gemalto Key Management Ecosystem

The industry’s most expansive and diverse ecosystem of integrations including the
largest # of KMIP integration products

1} amazon e
mongo webservices™ o
/
cloudera vmware shyhigh
=== e MNLITAMNI
—| isE servicemesh ™ commvault
PKWARE | ==~ RDropbox | B e s
| || 1
m Microsoft - - ; b=
_ ) Centrify BLUE COAT __ BROCADE v Symantec. | =y
um ORACLE @ senicemesn -3 S SECURITY” @
m @ toust I rl‘iloud auantum | FalconStor R
"JERADATA MvS l L —
Roling Indsiligance FSOI GO 3 e @ Hitachl Data Systems ===7=
I=as Cloud Storage &
T Database l————@ Cloud Encryption =@ ) Backup &
File & Disk Encryption Services Gateways Archive Storage
Encryption =@ SIEM Tools
L]
-
=0
SafeNet
SangeF ProtectV™
41 Tokenization SafeNet SafeNet SafeNet

ProtectApp ProtectFile ProtectDB gemalto’
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Integrations

Gemalto IDP:
he largest ecosystem of any
security company

gemalto



Why Customers Choose Gemalto Identity &
Data Protection?

Breadth of Portfolio

The only security vendor to offer and end-to-end offering for protecting the entire data
lifecycle. More ways to protect data than any other vendor- in Databases, Applications, File
Servers, Mainframes, Desktops, and more.

Expansive Ecosystem

The industry’s largest ecosystem of technology integrations for enabling encryption, key
management, and strong authentication for 3 party applications and technologies.

Certifications and Recognized Leadership

Gemalto has more FIPS 140-2 and Common Criteria certifications than any vendor, giving
peace of mind to our customers.

Proven Execution

Proven track record of protecting critical data and transactions —trillions of dollars in bank
transfers, stored streaming videos, and from M1 tanks to Air Force One. For the largest
enterprise deployments - dedicated hardware and optimized software scales to millions of
protected records and trillions of transactions.

IdA roadmap - Jan 2015 - Confidential

gemalto’
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