
Trust. Every day.

Erol Dogan, Regional Sales Engineer, Enterprise & Cyber Security

March 2017
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Breaches will happen – we must prepare!



Accept the Breach

1

Protect What Matters, 

Where It Matters

2

Secure the Breach

3

Perimeter security alone is no 

longer enough.

Data is the new perimeter.

Attach security to the data and 

applications. Insider threat is 

greater than ever. 

Breaches will happen – we must prepare!

A New Mindset is Needed…
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Why?

70% of breaches

=> Due to weak/stolen passwords

80% of security investment

=> Perimeter security

90% of companies

=> No policies around keys

23-24/03/2016GDPR Explained11

Disclaimer: numbers come from Gemalto and personal experience



Encryption

Contextual security

Cloud-ready

Biometry

Convenience

Privilege management

Key Management

RBA

We must protect 

what matters where it 

matters at the edge AND at 

the core
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Gemalto’s Three Step Approach

Gemalto
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Crypto 

Management

Key 

Manager

HSM

Crypto 

Provisioning 

System

Applications

SaaS Apps

File Servers

Databases

Virtual Machines

Storage Networks 
Physical Data Virtual Data Data in the Cloud

ENCRYPT THE DATA

Data at Rest Encryption Data in Motion Encryption

2

Crypto 

Management

Key 

Manager

HSM

Crypto 

Provisioning 

System

SECURE & 

MANAGE KEYS

3

Internal Users +

Administrators

Cloud Providers

Admins/SuperusersInternal Users +

Administrators

Cloud Providers

Admins/Superusers

Strong Authentication 

CONTROL 

ACCESS

Internal Users +

Administrators

Cloud Providers

Admins/Superusers

Customers +

Partners

1

Protecting the Data
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Footer, 20xx-xx-xx17



241
Authentication

Integrations

May 2016:

Authentication Partner Ecosystem



We are leaders in the Authentication Market

“[SafeNet] demonstrated a very sound market understanding and 

very strong product strategy and innovation.” - Gartner

30.03.17Title19



Encrypt and Tokenize the Data

Gemalto



Encryption Product Selector Snapshot

Files, Folders, or Shares

WHERE DOES YOUR SENSITIVE DATA RESIDE? 

Databases

Protect Select 

Columns

At the 

Database Level

Protect Whole 

Database Files

In-Motion At-Rest

SafeNet High 

Speed Encryptors 

(HSE)

SafeNet ProtectDB

At the 

Application Level

SafeNet 

ProtectApp

SafeNet ProtectV

SafeNet ProtectFile

Protect Files and 

Folders

Protect the 

Full Disk

At the 

File System Level

At the 

Application Level

SafeNet 

ProtectApp

Encrypt

Full Disk (VMs)

At the 

File System Level

SafeNet ProtectFile

SafeNet ProtectV

At the Network 

Storage Level
SafeNet 

Tokenization

Tokenize

SafeNet ProtectFile 

Desktop (CIFS 

proxy)

* Native Database Transparent Data 

Encryption (TDE) is also an option
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Database and File Protection Options
Physical/Virtual/Cloud

File/Folder/Share Encryption

(DAS/NAS/SAN)

ProtectFile
Transparent file encryption at the 

file-system level

ProtectApp
Multi-purpose APIs to perform 

data encryption, including file 

encryption at the application level

NoSQL Database

ProtectFile
Transparent database file encryption

Tokenization
Application level tokenization

ProtectApp
Application level encryption 

ProtectDB
Transparent column level encryption

ProtectFile
Transparent database file encryption

ProtectApp
Application level encryption 

Tokenization
Application level tokenization

TDE
Transparent data encryption

SQL Database Encryption

Customer-Owned 

Key Management
SafeNet KeySecure | Physical

SafeNet Virtual KeySecure | Cloud/Virtual



Data Protection Best Practices

• Encrypt or Tokenize

• Apply Access Controls

• Manage Key Lifecycle

• Apply Access Controls

Decouple KEYS from DATA

Protect 
Data Protect 

Keys



SECTION 2: DATA SECURITY
ARTICLE 30: Security of processing

1. Having regard to the state of the art and the costs of implementation and 
taking into account the nature, scope, context and purposes of the processing 
as well as the risk of varying likelihood and severity for the rights and freedoms 
of individuals, the controller and the processor shall implement appropriate 
technical and organisational measures, to ensure a level of security 
appropriate to the risk, including inter alia, as appropriate:

(a) the pseudonymisation and encryption of personal data;
(b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of 
systems and services processing personal data;
(c) the ability to restore the availability and access to data in a timely manner in the 
event of a physical or technical incident;
(d) a process for regularly testing, assessing and evaluating the effectiveness of 
technical and organisational measures for ensuring the security of the processing.

1a. In assessing the appropriate level of security account shall be taken in 
particular of the risks that are presented by data processing, in particular from 
accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, 
or access to personal data transmitted, stored or otherwise processed.

GDPR Text

29

23-24/03/2016GDPR Explained



De-tokenization: Token is sent by application with request for plaintext value (Get Token)

 Token is looked up

 Corresponding ciphertext is decrypted and sent back to the application

Tokenization

30

Token generation: Plaintext (sensitive information) is sent by application with request for tokenization

Keyed hash is 

generated using 

hash key on KS

Lookup on hash

is performed 

If hash exists: 

Corresponding token is returned. 

If no hash exists:

 Token is generated

 Value is encrypted

 Token, cipher text, and hash 

are written to the token vault

SafeNet

KeySecure

Protected Zone

Token Managers

Token Vault

AES 256 

Versioned key



Features

 Replacement of sensitive data with data of a 

similar size that is not sensitive (a “token”)

 1-to-1 mapping of tokens to sensitive data

 Customization of token formats

Reducing Audit Scope: 

Requirements 

 Systems with tokens are taken out of scope 

of compliance audits such as PCI or GDPR

 Data protection is “transparent” – no changes 

to database tables or file layouts

 Format preserving—meaning no application 

changes for systems that don’t handle data in 

the clear 

 Wide support of various data types

00

00 

00

0 

00

00

00 

00

0 

00

00

00 

00

0 

00

00

00 

00

0 

00

Processing
Sensitive Data

Out of Scope

http://www.google.com/imgres?imgurl=http://www.esquire.com/cm/esquire/images/ji/samsung-tv-0909-lg.jpg&imgrefurl=http://www.esquire.com/features/the-digital-man/top-flat-screen-tvs-0909&usg=__1zv6mFgubsoWnmZQ8-A_EX3ceaU=&h=404&w=460&sz=56&hl=en&start=1&zoom=1&tbnid=lNRjCWZlILKwCM:&tbnh=112&tbnw=128&ei=JPXbTp6iI4W3twfQtunsAQ&prev=/search?q=flat+screen+TV+with+sports&hl=en&gbv=2&tbm=isch&itbs=1
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ProtectApp in Action

User 

Tom

User 

Bob

WebServer
Application 

Server

12345678 0xEED95…

query

Response

0xEED95…

Tom can access Key X, Bob cannot

Database - field 

encrypted with Key X

X

KeySecure



ProtectDB in Action

User 

Tom

User 

Bob

WebServer
Application 

Server

Database - field 

encrypted with Key X

12345678 0xEED95…

query

response

12345678

Tom can access Key X, Bob cannot
X

KeySecure



File Encryption Access Level – sample I

User with Encrypt & Decrypt permissions



File Encryption Access Level – sample II

User with Backup & Restore Ciphertext permissions



File Encryption Access Level – sample III

User with No Access permissions
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Gemalto Encryption Ecosystem
Offers the industry’s most expansive ecosystem of integrations for encrypting data 

within third party environments

Indicates a SafeNet Product 

SafeNet  Protect App

SafeNet Protect DB
SafeNet Tokenization

SafeNet ProtectFile

SafeNet  ProtectV

SafeNet  High Speed Encryptors

Layer 2 Ethernet Encryption

SafeNet KeySecure Platform

Distributed Key Management

Virtual Machines

File Servers

& Shares

Application

ServersDatabases

Web and Application

Servers

Network Encryption

Data in Motion

Data at Rest
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Gemalto Key Management Ecosystem
The industry’s most expansive and diverse ecosystem of integrations including the 

largest # of KMIP integration products

Cloud 

Encryption 

Gateways
Backup & 

Storage

Database 

Encryption

Storage & 

Archive

SIEM Tools

Cloud 

Services
File & Disk 

Encryption

SafeNet 

ProtectApp
SafeNet 

ProtectFile

SafeNet 

ProtectDB

SafeNet 

ProtectV™
SafeNet 

Tokenization

SafeNet KeySecure Platform

Distributed Key Management



732
Integrations

246
Different Vendors

Gemalto IDP:

The largest ecosystem of any 

security company



IdA roadmap - Jan 2015 - Confidential69

1

2

3

4

Breadth of Portfolio
The only security vendor to offer and end-to-end offering for protecting the entire data 

lifecycle. More ways to protect data than any other vendor- in Databases, Applications, File 

Servers, Mainframes, Desktops, and more.

Expansive Ecosystem
The industry’s largest ecosystem of technology integrations for enabling encryption, key 

management, and strong authentication for 3rd party applications and technologies.

Certifications and Recognized Leadership
Gemalto has more FIPS 140-2 and Common Criteria certifications than any vendor, giving 

peace of mind to our customers.

Proven Execution
Proven track record of protecting critical data and transactions –trillions of dollars in bank 

transfers, stored streaming videos, and from M1 tanks to Air Force One. For the largest 

enterprise deployments - dedicated hardware and optimized software scales to millions of 

protected records and trillions of transactions.

Why Customers Choose Gemalto Identity & 

Data Protection? 
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