


PCCW Global Our Parent Company: HKT

*  PCCW Global is an international
operating division of HKT, Hong
Kong’s premier telecommunications
service provider, majority-owned by
PCCW Limited.
«» Headquartered in Hong Kong

¢ In 2014, HKT acquired CSL, Hong * Founded in 1925

Kong'’s first mobile operator. % 2016 Revenue: US$4.3 billion

Launched in 19833 CSL is at the & Employees: 18,900

forefront of delivering world-class

network built above GSMA standards. “ Number 1 Provider to
consumers and enterprises
* local quadruple-play

*  PCCW Global is able to take local services:

innovations in media, broadcasting, - Fixed

smart city solutions and reach out to - Broadband

global audience. - Mobile

- PayTV

«» Listed on the Hong Kong Stock
Exchange in 2011

< China Unicom is the 2nd largest
shareholder of HKT

*Source: Gartner 2014
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PCCW Global’

5+
542,000 billion

Kilometres of minutes of voice

cable capacity traffic annually
globally

. ' ' 55 Presences
o g

in IP Transit
services globally

Network
presence in

over
cities and
countries

of global fibre
capacity
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We Serve...

()

Fixed & Mobile Cloud and Internet Internet Service International Media & Broadcast

Network Operators Application Providers Content Providers Providers Enterprises Companies
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PCCWGGlobal

Our Solutions

Our Core & Value Added

Services have been designed to : > : : Expertise,
Flexible Connectivity and A single integrated SuperEst aliveny Solutions to monitor, intelligence and
g|ve C UStO mers new cloud-based IT and solutions for MNOs platform delivered from of content around  optimise networks infrastructure to

. - communications across technologies and the cloud for global ‘ the world and free up IT
capabilities, reach, efficiency it S et aa

and flexibility.

- secure assets from

Value Added Services >
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Voice Service

Core Services 4

Global Fibre and Satellite Network
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Network Security

Our Global Security Crypteia services
suite provides expertise, intelligence
and infrastructure to secure Threat Management Service
information assets from cyber attacks

* Threat Management Service combines real- Managed Firewall
time network behaviour analytics and
machine learning to proactively predict,
discover and identify network security threats Hosted Firewall

* Firewall Services (managed and hosted) -
offer security-rich monitoring, management
and analytics

Managed Anti-DDoS Service

* Managed Anti-DDoS -routes traffic away from
critical infrastructure assets during an attack Professional Security Services

* Professional Security Services - analyst
expert to help assess vulnerabilities and
respond to incidents
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Towards an Always On Era

S A




By 2020 more that 50B loT connected devices.

Global internet community should grow from 3 in
2015 to 4.1 billion by 2020

DDoS attacks will increase over the next 5 years
from 6.6 million to 17 million.

Source: Cisco

There are 2 million open security jobs

Source: ISACA
H KTHere TOSGYVC a PCCW Group member
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PCCW Global’

- - ® L
. o R L O S SR I I I R LR I e
4 WD S i PG PP v, -y~
s n-#ﬂ.%ﬂchth..xmrbtb&a
BO®S XM B PR AR Y TN BT s
CME B B VOTRNY-ArS (=TS TPt LRSS R T
a“h @ e T BB TAS TR DM Y RGP Vs«
T TSV AMmANAYRES < A
D et te RSB NP v
o « A YRR PN ST NS
.t X3~ IS IRR) SA S22 qGDRWEASERE "~ - =
A v :M‘ e LAMMESPIB R L
et dae nxE 3"2\..“13:0
L e L I el - 2.8 - Rf Lk 42 Sl ER e
R B, R ..!".."‘, ' CrTwTRTEe
vhemeShonhase ..1.—.(.\1»thcv.’lr',‘t"'l(ﬂu,.q-»io
< =" TETTTITT s canNEANR TN 0
o e AR ALLARL L3 S8 P R
~mad®Svoeoer s . AvReN -~
- BN EPA e 0"‘9\"(/1’
- n . R e e e e on o S
.O.ONVA.,< -JOT.P.Y.A.I.\ . b ® R EES L EEER I
B e L Rt et T Y
- B el - ""n’""
- - ..4..!.'.7.0.
- T e erh B wann %.‘*..«I\ d"“’,'\"."‘"
——— — r~—— T l‘.o# ﬁvghliﬁ
-~ -~ oi}oii
e Al eamonteacn '
e I B
- R e R N e A
R R S SRR L e e R R Tt ol 4
- - ;t"t"lt’.?’.".’)’i:.-.;..
ol i L L L e ——
| " T E e LS AT P TR W e -
._.._1‘1u’l-01(0'."')’4‘0:!"".“.""0'
- - L r el e A e @ et P e o P radh e D S EPT - --wee -
- —— . — & QD PP - T - LGS T TRTT
et R ..l.-".i.l."(iall.l(l
. ——— ...'.'.-!\n...‘
r‘.ﬂ- 'I-Iu..." gnc TeAnRm erewn
" E e B PN PP I, § .

Ked b hﬂ-.w.x.l"l”?“‘“ﬁ,:‘ bunsmLETALcOnuge
: TR LD e . T -

N R N LS T S I Y
« vrt‘l!“-""‘ - - -Swee
- e O‘fhgﬁg'i’r" oS dm

B O AN T MG Ao e P,
e s R B e e i s i
CSPWRTA NP AN PR TPl Bt ot
SRR E G St R PP SRS S TR SRR
* LR e e e i S nas MBI AT Tl o om s s
e N A i il sk . L IS
R R R S N T N T ?
< - 'I.O’r\\m/l\r~m‘()’l’tw'{’
“BTnvaswWaee » CE BBl AT AT S < o
” ~ e v e e B = B E I R i I S e e = T
» = < “ T ER e
e St w”"""’!t e S E N LaPaE T~
S R N A PR Il s s o v PR e NG
B VE AP ® eSS AR S e PPN NS,
R e T ot T A Tt
L e e @ m v eIt v T Pe e
VS AR . ceTLumtven
OB E®e PSRN S 2
PrEraB Al AR s IRSMMETTT:
e s . R S BN B R T LorrLe
SRR SRR B RoR T & B e b BB “uDe
N N N L T "o
CARN B RAEARNED NP PTrTIYD I e e S TV
- - WAL BRSSP R e Ry <y
- S o SO W TYPIRTOT T B a e § TP PP See S ¢~
LA Lt R R L PR B L R o B S P T
B ge B e B A o S 0 PP tew e T B .
£ 00 A BT WP BB PR RD Ay e
L R N R N R LY L L N FLE N N R N

~ =
-

=

8

a PCCW Group member




PCCW Global SOC Teams are drowned in seas of logs & alerts

p—
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PCCW Global Threat Intelligence Feeds and ...

ONLINE DATA MANUALLY
COLLECTION INPUT DATA
http://wwrw binarydefence.com./banlist.txt
SUSPICIOUS DOMAINS http://www.malware-domains.com/files/conficker_201411xx.zip
SPAM EMAILS https: //cve mitre org/data/downloads/allitems. csv.gz

MALICIOUS URLS
https: /7 isc sans edu/feeds/suspiciousdomains_Hight txt

COMMON VUNLERABILITIES
& EXPOSURES DATA http://support.clean-mx.de/clean-mx.xmlviruses. php

CRAWLER

v

BLACKLISTED IP ADDRESSES O
LR

@
- eooe
eeeoe
& il : o S=
PARSE NORMALIZE ENRICH write

proccess

DATABASE

TEMPORARY
STORAGE DATA AGGREGATION ECOSYSTEM
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PCCW Global’
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i - o8
SUMMARIZATION
o000 .
eQen o0
THREATIQ
ANOMALY THREAT
DETECTION CLASSIFICATION
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LOG COLLECTION
[ ] [ X X N ]
[ X N N ] [ K X N ]
[ X R N J o000
@ [ X X N ]
NORMALIZATION ENRICHMENT
SUMMARIES
o9 060 00
29 00 00
GROUPING
INFERENCE
: A
[ ] [ ]
o000
[ X X N ]
BEHAVIORAL THREAT
ANALYSIS TRENDS

... Behavioral Analytics are the 15t step

((s

HISTORICAL STORAGE
EVENTS RETENTION

ANALYTICS STORAGE
STORE SUMMARIES

REPORTS & ALERTS
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PCCW Global The 2" step is not far and it will be Machine Driven

-—

ARTIFICIAL MACHINE
INTELLIGENCE LEARNING

CHATBOTS
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PCCW Global 1st response from Chatbots and Cognitive Agents

ALERT \ / USER/ AGENT

. 1D
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Contact



mailto:ppt_tips@pccwglobal.com

