Responding to real world threats
and staying secure In a Digital World
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“That's where
the money is...”

—Willie Sutton
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Unlimited Time Limited Time
Unlimited Resources Limited Resources
They need One Successful Attack to Succeed One Successful Attack to Fail

ATTACKERS @ DEFENDERS




Last 20 years of security:

Got a problem?

Buy a BoX

Firewall V171117
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The
EXisting
security
stack...

Firewall 2.0 2444477 ©

SIEM2.0 2440047 o
IDS 2.0

Firewall 1000007 o
SIEM 1100447 o

O
0

Persistent Threats O Persistent Threats 2.0 @

LP DLP 2.0

Web Security Web Security 2.0

Email Security Email Security 2.0

VPN 2.0 11070047 o

VPN 1111147 o
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Complexity Continues to Accelerate
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Endpoint Detection & Response
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Security Operations & Incident Response
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Cloud Security

Specialized Threat An s & Protection
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The Security Effectiveness Gap
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Is Our Security Posture Effective?

Time

Detection Response




AUTOMATED SECURITY
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The Cloud
THE SECRET WEAPON

IN OUR SECURITY
TOOLBOX
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UNLIMITED

Compute. Storage. Analytics.




INTEGRATIONS

Not just APIs




Industry’s Most Effective Security Portfolio

€) & sl Integrated Threat Defense

TAdLOS - Threat Intelligence

Services
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Integration
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— Event — Threat Intel — Policy — Context

Cisco Identity
Services Engine

Cisco
Stealthwatch

Cisco
Umobrella

Cisco Routers
and Switches*

Cisco
Cloudlock

Cisco FirePOWER
NGFW/Next-
Generation IPS
(NGIPS)

Cisco Advanced
Malware Protection
for Endpoints

Cisco Web Cisco Email
Security Security



Cisco Security Closes




Is Our Security Posture Effective?

Time

Threat Detection Response




Asking the

RIGHT QUESTIONS

How will this leverage How will this drive
the cloud to unlock automation through
unlimited analytics? turnkey integrations?







