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ALL OTHERS
MUST BRING DATA”

W. Edwards Deming
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Commitment to customer success, what does it mean?

IT ALLSTARTS WITH
THE RIGHT FOCUS..



... 10 KEEP CUSTOMERS PROTECTED

Check Point

SOFTWARE TECHNOLOGIES LTD

ZX more than Palo Alto

“Do they put their
Headcount where their

1 3 3 7 MOUTH is???

R&D Engineers

Fortinet 1155 25% of total

Palo Alto 648 16% of total

Source: Palo Alto’s Form 10-Q for the quarterly period ended October 31, 2016
Fortinet Q3 2016 Financial Results October 27, 2016
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Commitment to customer success, what does it mean?

WITH THE RIGHT PHILOSOPHY:
PREVENTION



THE IMPORTANCE OF REAL-TIME PREVENTION .
Check Point

SOFTWARE TECHNOLOGIES LTD

RECONSTRUCTS DOCUMENT

MTA CHECK POINT GATEWAY ZERO MALWARE
DOCUMENT DELIVERED
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THE IMPORTANCE OF REAL-TIME PREVENTION -
Check Point

SOFTWARE TECHNOLOGIES LTD

I 5. Select the update frequency from the Update Frequency drop-down list.

You can select the following update frequencies: m
° dally

o hourly

‘
";‘

The WildFire Virtual Sandbox identifies previously unknown malware and generates signatures that Palo
Alto Networks firewalls can use to then detect and block the malware. When a Palo Alto Networks firewall

detects an unknown sample (a file or a link included in an email), the firewall can automatically forward the
sample for WildFire analysis. Based on the proWildFire Administrator's Guideperties, behaviors, and
activities the sample displays when analyzed and executed in the WildFire sandbox, WildFire determines the
sample to be benign, grayware, or malicious. WildFire then generates signatures to recognize the

newly-discovered malware, and makes the latest signatures globally available every All Palo Alto

Networks firewalls can then compare incoming samples against these signatures to autormatically block the
malware first detected by a single firewall.

does not blockffiles that it uploads. Instead they are used to improve how

red and signatures created for them and added to the FortiGuard antivirus
FortiOS™ Handbook - FortiOS Handbook for FortiOS 5.4.0

=
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Commitment to customer success, what does it mean?

WITH AN UNPARALLELED
SENSE OF URGENCY



TO MAKE SURE CUSTOMERS ARE NOT EXPOSED...

Check Point
Check Point P FEsRTINET
2 1.0
17
38
62
Ma_ture SW Code 112.5 117 1
Swift response to )
SW vulnerabilities
170.4
# Total of SW vulnerabilities(2016) Average fix time (days)

#of software vulnerabilities in 2016
Source: vendors security advisories web pages & http://goo.gl/5ZsHv6



SUMMARY:

THE CORE OF VENDOR DNA
COMMITMENT

TO CUSTOMER SUCCESS
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UNCOMPROMISED SECURITY STARTS WITH 3RP PARTY
PROVEN TRACK RECORD OF SECURITY EXCELLENCE Gheck Point

Recommended: Neutral Caution - Recommended

13/13=100%

Recommended:
67%
Recommended:
>4% Recommended:
50%
Recommended:
22%
Recommended:
1
4 4 3 )
6
1 2 q

CheckPoint  F=::ATINET e JUNIPEL O FireEye

Source: NSS Labs Network Security tests (FW/NGFW/IPS/NGIPS/DCIPS/BDS) * PAN NGFW solution have not been recommended since 2013
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SECURITY SHORTCUTS RISK AND REWARD

Security Services Settings

SonicWALL
[ | pisable OPI Engine

Apply IPS Signatures Bidirectionally K @

Enable IP fragment reasgEmbly in DPT h

Extra dev debug info h

10.99.99.70

Targets Configuration
Servers ) MNetworks
default

Ports

L I LR I bs  oversize Dir Length

CiISCO
sSou

Client Elooy Denth

—

#R paloalio

Log at Session Start

Log Setting

Log at Session End

Log Forwarding | None A

Disable Server Response Inspection

Schedule TMone -
QoS Marking | None ’

Disable Server Response Inspection

@ﬁc hGuard |

DASHBOARD

SYSTEM STATUS
NETWORK
FIREWALL

Check Point

FortiGate-VMe4 # config ips global ‘:‘ . QVARE TECHNOLOGIES LTD
A0 [ [

FortiGate-VM&4 (global) # get I:’ I:I
fail-open : disable "l
database : regular [_i]ﬂl]ﬂl
traffic-submit : disable

anomaly -mode : continuous
caccinn-limit made - haurictic
intelligent-mode : enable

SUCREL-slee SR Aoy

engine-count HI

algorithm : engine-pick
skype-client-public-ipaddr:
deep-app-insp-timeout: 86480
deep-app-insp-db-limit: 258868

Fireware XTM Web UI

# Enable Intrusion Prevention

SUBSCRIPTION SERVICES

CA10n LOnirc

Scan Mode

Full Scan e FastScan




HOW TO EXPOSE SECURITY SHORTCUTS IN POC’S
Check Point

DOWNLOAD THE GUIDE http://tiny.cc/poc-shortcuts oA TeoBNOLOSIES (T3

E! CheCk Point \ N\ X Enable Advanced Securlty
I le

WARE TECHNOLOGIES LTD.
=t AV profile to pri

but hd minimum

When testing different vendars in a PoC, it Is important to do an Ap, 0-Apples Comparison in order
to measure all vendor. ities Pqual\v Unfc:‘tlmatplw s0me sec untv vendors use shortcuts with
mxi products ( IPH. ) 0 g 1 perfo Il-‘bLIHb ina
ch do not r m in pr networks.
Shartcuts can improve peric > e curty. ist below,
will show how to expose if a vendor attempted to =.h:3|‘tcur an:i how to disable lh:)=»:= shortcuts in a PoC

NFIGURATION (

Networklng - lI
mirror to re
Policy Rules

Enable Advanced Security —
Dlsable Shortcuts — set the HTTP C

Logglng —en;
Disable Shortcuts - di

at DSRI bs







NSS LABS NGFW 2016 TEST
EXPLOIT BLOCK-RATE BY YEAR

Check Point

OOOOOOOOOOOOOOOOOOOOOOO

2012 2013 pAN ! 2015  iidterions

Check Point 100% 100% 100% 100% 3
Cisco FirePower 95.6% 97.5%

Dell SonicWall 98.5% 97.5%

Fortinet 99.5% 100% 94.3% 100% 14
Palo Alto 94.6% 97.5%

Networks

Source: http://www.slideshare.net/zztop_2764/fortinet-nss-ngfw-2016-latency-catchrate
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ITS NOT BY CHANCE: NUMBER OF THREATS (CVE’S)
COVERED BY IPS (2010-2016)

# CVE’s Microsoft CVE’'s [ Adobe CVE's
2 60% More than PAN, 45% more than Trend Micro 3289

3792

2622
2379

1433

1290

962 901 924

||II|I =

OOOOOOOOOOOOOOOOOOOOOOO

803

Information is current as of Jan 2010 - Oct 2016 | Source


https://www.checkpoint.com/advisories/
https://threatvault.paloaltonetworks.com/
https://fortiguard.com/updates/ips
http://www.mcafee.com/threat-intelligence/vulnerability/latest.aspx
https://threatlinq.tippingpoint.com/
http://www.snort.org/vrt/advisories

WHAT DOES IT TAKETO .
GAIN YOUR TRUST ? Gheck Boint

UNCOMPROMISED
SECURITY
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CHECK POINT SOFTWARE BASED ARCHITECTURE MEANS

EVERYWHERE AGILE SECURITY

E i vimware
vCloud Air

openstack’

Open Servers HANENE Virtualization/NFV Cloud Mobile
B

Cloud
i H1 2017 e V4
e s .

Partial

eﬂiﬁ% t:'ﬂ,ﬁ-

web services
st ’ “
CcISsco

aN>=kOID




WHAT DOES IT TAKETO
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UNCOMPROMISED
SECURITY
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IMPROVED PRODUCTIVITY

Man hours required for yearly management of 50 gateways per site Check Point
2000 2000
1500 1500
! I I
. Source: NSS Labs NGFW Group Test

Check Point  Fortinet Cisco Juniper

GOLD STANDARD

©2017 Check Point Software Technologies Ltd. 25
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SUMMARY
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THE DIFFERENCE

1337

R&D Engineers

31% of Employees

Source: Palo Alto’s Form 10-Q for the quarterly period ended October 31, 2016
Fortinet Q3 2016 Financial Results October 27, 2016
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ZX more than Palo Alto

“Do they put their
Headcount where their

MOUTH is???

Fortinet

Palo Alto

1155 25% of total

648

16% of total
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.WHY IT MATTERS

Check Point

SOFTWARE TECHNOLOGIES LTD

The CORE of Vendor
DNA:
COMMITMENT
TO CUSTOMER
SUCCESS

EVERYWHERE
ARCHITECTURE
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...WHY IT MATTERS
Check Point

SOFTWARE TECHNOLOGIES LTD

The CORE of Vendor
DNA:
i
”.. o COMMITMENT
= e TO CUSTOMER
SUCCESS
= 2 Vendor
DNA
: EVERYWHERE
ARCHITECTURE = The Right
Mobile Focus (R&D)

Compliance

*
*
National
Security £ ‘@
10T
Network
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THANK YOU

http://tiny.cc/thedifference




