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Cyber Threat Intelligence NN

Threat Intelligence § Cyber Threat Intelligence — CTI €ival n yvwon OXETIKA PE TIG
OUVATOTNTEG, TV UTTOOO0WI, TIG TTPOBECEIC, TOUG OTOXOUG KAl TIG TINYES TWV OTTEIAWY. H
XPNon/epapuoyr] autwy Twv TTANPOYOPIWY BonBd aTnv ETTIXEIPNCIAKI KOl OTPATNYIKN
AMUVA TWV QUKTIOKEVTPIKWY UTTOOOUWV.
http://cdn2.hubspot.net/hubfs/454298/ebook/Threat-Intel-Platform-ebook-ThreatConnect.pdf

2.€ Mia 1Mo a@alpeTIk ekdoxr, To CTI ival n diadikacia HETAPOPAS BEUATWY AOPAAEIag
atrd TNV TTEPIOXN TWV «AYVWOTWYV AyVWOTWVY» OTNV TTEPIOXI TWV «YVWOTWV AYVWOTWV»
QTTOKAAUTITOVTAG TNV TTAPOUCIA ATTEIAWY KOl OTrN CUVEXEIQ JETAPOPA QUTWYV OTNV TTEPIOXN
TWV «YVWOTWYV YVWOTWV», OTTOU Ol ATTEINEG £XOUV YiVEI KATAVONTES KAl £X0UV

QAVTIMETWTTIOTEI.

https://www.mwrinfosecurity.com/assets/Whitepapers/Threat-Intelligence-Whitepaper.pdf
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http://cdn2.hubspot.net/hubfs/454298/ebook/Threat-Intel-Platform-ebook-ThreatConnect.pdf
https://www.mwrinfosecurity.com/assets/Whitepapers/Threat-Intelligence-Whitepaper.pdf
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Cyber Threat Intelligence - ATrooToAnR T ELECO M)

H kUpia atrootoAr) Tou CTI gival va gpeuva Kail va avaAuel TIC TAOEIC KAl TO TEXVOAOYIKA
ETTITEUYHATA OTIC AKOAOUBEC TTEPIOXEC:

o KuBepvo-£ykAnua (Cyber crime)
< KuBepvo-akTiBiouds (Cyber activism)

< KuBepvo-kataokortreia (Cyber espionage) (Advanced Persistent Threat or APT)
https://www.ncsc.gov.uk/guidance/introduction-threat-intelligence

Ta dedopéva TToU TTPOKUTITOUV ATTO TNV £PEUVA KAl avAAUaT, ETTITPETTOUV OTIG EVOIAQPEPOUEVEG
TTAEUPEG va AGBOUV €K TWV TTPOTEPWY METPA AVTIMETWTTIONG.

[a 10 Adyo autd 10 CTI €xel avadeixBei we pia agidtmoTtn AUon yia TV UTTOOTRAPIEN TNG
KUBEPVO-ao@AAeIag o€ dIEBVEC eTTITTEDO.


https://www.ncsc.gov.uk/guidance/introduction-threat-intelligence
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Attacker
High-level methodologies,
information on tools and tactics
changing risk

Details of a specific Indicators of
incoming attack specific malware

Short-term / Immediate Use

2Upoewva pe 1o Bpetavikd KEvipo MpooTaoiag EBvikwy YTrodouwyv (UK's Centre for the Protection of National
Infrastructure (CPNI)), uttdpxouv 4 101101 _threat intelligence:

& TokTiké (Tactical)

© Texviko (Technical)

€ Emixeipnoiaké (Operational)
€ ZTtpartnyikoé (Strategic)

httos://www.mwrinfosecuritv.com/assets/\Whitepaners/Threat-Intellioence-Whitepabner.ndf


https://www.mwrinfosecurity.com/assets/Whitepapers/Threat-Intelligence-Whitepaper.pdf
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Mnyég TpogodoTnong CTI NN

o Avoixtég lNnyég - Open Source Intelligence (OSINT): Agopd Intelligence 1Tou diatiBeTal avepd arrd
ONMUOOIEC TTNYEG.
< [evikn on-line £épguva, oxeTIkA Pe To brand piag eTaipeiag, i avaliTnon TTPOCWTTIKWY TTANPOQOPIWY.
<  AUTOUOTOTTOINUEVA CUCTAPATA TTOU CUAAEYOUV OEQONEVA OXETIKA UE ETTIBEOEIC.
< [lapayoueva Logs atrdé ouoTAPaTa ao@aAgiag, OTTwg £1Tiong Kal dedopéva aTrd avaAuoeig forensic.

o Awpedv (open) dnudoleg TTNYES TPoPodATNONG threat intelligence atmd €¢g1IdIKEUPEVOUC OPYAVIOUOUG
ac@aAeiag.

< KuBepvntika oxfuara avrahdayng intelligence (1r.x. EATANNX, EYT, emuépoug CERT)
< Biounxaviko intelligence atré ouvepydTeg kal eTTionpoug @opeic diavoung intelligence (1rx ENISA)

< Eptropikoi TTGpoyol ye pIoBwpéveg uttnpeaieg TTapoxng threat intelligence.

o KaAuppéveg lNMnyég - Covert Human Intelligence Sources (CHIS): To intelligence cuA\éyeTal atro
dIaTTPOCWTTIKES TTAPEC. KaTd Bdon repiAauBavel intelligence mou cuAAéyeTal atrd TTHYEG 0TO Deep Web.

<  Mepikoi Bewpouv OTI aUTEC oI TINYES aTTO POVES Toug attoTeAoUV 1O CTI. QTG00 ONMAVTIKO £pyo
avaAuong €ival atrapaitnTo WOoTE va TTapaxOei rpaypaTtikoé threat intelligence.
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Mpoétutra AvraAAayig CTI NN

O1 mAéov xpnoiuyotroloupevol TpoTrol aviaAllayng Threat Intelligence (kupiwg IOCs) akoAouBouv Ta akoAouBa TTpdTUTTQ:

APEC

CybOX

|ODEF (REC5070)

IDMEF (REC4765)

MAEC

VERIS

The Common Attack Pattern Enumeration and Classification (CAPEC) is a comprehensive dictionary and
classification taxonomy of known attacks that can be used by analysts, developers, testers, and educators to
advance community understanding and enhance defenses.

The Cyber Observable eXpression (CybOX) language provides a common structure for representing cyber
observables across and among the operational areas of enterprise cyber security that improves the consistency,
efficiency, and interoperability of deployed tools and processes, as well as increases overall situational
awareness by enabling the potential for detailed automatable sharing, mapping, detection, and analysis
heuristics.

The Incident Object Description Exchange Format (IODEF) defines a data representation that provides a
framework for sharing information commonly exchanged by Computer Security Incident Response Teams
(CSIRTs) about computer security incidents.

Experimental - The purpose of the Intrusion Detection Message Exchange Format (IDMEF) is to define data
formats and exchange procedures for sharing information of interest to intrusion detection and response systems
and to the management systems that may need to interact with them.

The Malware Attribute Enumeration and Characterization (MAEC) projects is aimed at creating and providing a
standardized language for sharing structured information about malware based upon attributes such as
behaviors, artifacts, and attack patterns.

The Structured Threat Information eXpression (STIX) language is a standardized construct to represent cyber
threat information. The STIX Language intends to convey the full range of potential cyber threat information and
strives to be fully expressive, flexible, extensible, and automatable. STIX does not only allow tool-agnostic fields,
but also provides so-called test mechanisms that provide means for embedding tool-specific elements, including
OpenlOC, Yara and Snort.

The Trusted Automated eXchange of Indicator Information (TAXII) standard defines a set of services and
message exchanges that, when implemented, enable sharing of actionable cyber threat information across
organization and product/service boundaries. TAXII defines concepts, protocols, and message exchanges to
exchange cyber threat information for the detection, prevention, and mitigation of cyber threats.

The Vocabulary for Event Recording and Incident Sharing (VERIS) is a set of metrics designed to provide a
common language for describing security incidents in a structured and repeatable manner. VERIS is a response
to one of the most critical and persistent challenges in the security industry - a lack of quality information. In
addition to providing a structuref format, VERIS also collects data from the community to report on breaches in
the Verizon Data Breach Investigations Report (DBIR) and publishes this database online at VCDB.org.


https://capec.mitre.org/
https://cyboxproject.github.io/
https://tools.ietf.org/html/rfc5070
https://tools.ietf.org/html/rfc4765
https://maecproject.github.io/
https://stixproject.github.io/
https://taxiiproject.github.io/
http://veriscommunity.net/index.html
http://www.verizonenterprise.com/verizon-insights-lab/dbir/
http://vcdb.org/index.html
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CTIl - Npoocpepoueveg AUOEIG RN

< Tpogodoaoia Threat Intelligence
< EvVvowpudatwaon o€ UPICTAMEVO I TTPOC ATTOKTNON £COTTAIOUO ATPAAEIOG
< [1AaTpopuec Threat Intelligence (Threat Intelligence Platforms — TIP)

< Threat Intelligence Platform as a Service

We've found 7302 pulses

Brazilian mail phisher
.

iplerim

uydunet.net,turksatkablo.net,kablowebtv.com

SSH Bruteforce Attack Attempts

o (o ¢ J0

Active Gameover Zeus DGA(s) for 20170308

= 9

https://otx.alienvault.com/browse/pulses/?sort=-modified
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Threat Intelligence Platform (TIP) - AuvaroTnTeg RN

O1 TAaTt@oppeg Threat Intelligence (TIP) ival yia oXeTiKA véa TeXvoAoyia TTou onBda Toug
OPYQVIONOUG VO GUYKEVTPWVOUV, GUOXETICOUV KOl avaAUOUV OEQONEVA OXETIKA WE TIC ATTEIAEG
at1rO TTOAAQTTAEG TTNYEG O€ TTPAYMUATIKO XPOVO, YIA TV UTTOOTHPIEN TWV AUUVTIKWY EVEPYEIWV.

O1 A&IToupyieg TTOU TTAPEXOUV Eival:

< YuAAoyn (Collect)

& 2Yuoyxérion (Correlate)

& EptmAouTtiopdg kail OpioBétnon (Enrichment and Contextualization)
& AvdaAuon (Analyze)

& Evowpdtwon (Integrate)

& Apdon (Act)
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Aigioduon Threat Intelligence RN

In which countries or regions is your organization located?

Select all that apply.
80%
70% -
60% -
50% - O ekTTaIdEUTIKOC opyavioNOc SANS ekTeAei o€
40% TAKTA XPOVIKA JIOOTHUOTA EPEUVEG YIA TN

30% - dieicduon Tou Cyber Threat Intelligence.
20% - —

10% - I I ]

0%

United States
Europe
Canada
Middle East
Africa

Asia-Pacific (APAC)
Antarctica Region

What is your organization’s primary industry?

South/Central America
Australia/New Zealand

20%

15% A
* T[lepioodtepot anmd 600 (2017) CUPPETEXOVTEG,
¢ 60% (2017) avépepav 6Tt bhomolouv CTl o kamolo Babud,  10% -
25% 611 oxedldlouv va ulomoloouv Kal 15% o1t dev £xouv
avahoyo oxedlaouo. 5% 1 I I !
0% -

https://www.sans.org/reading-room/whitepapers/analyst/who-039-s-cyberthreat-intelligence-how-35767
https://wywW.sans.org/reading-room/whitepapers/bestprac/state-cyber-threat-intelligence-survey-cti-important-maturing-37177
https://www.sans.org/reading-room/whitepapers/threats/cyber-threat-intelligence-uses-successes-failures-2017-cti-survey-37677

Government
Banking and finance
Education
Manufacturing
Health care
Professional seN\'ces.f
Consulting
Telecommunications

Information technology



https://www.sans.org/reading-room/whitepapers/analyst/who-039-s-cyberthreat-intelligence-how-35767
https://www.sans.org/reading-room/whitepapers/bestprac/state-cyber-threat-intelligence-survey-cti-important-maturing-37177
https://www.sans.org/reading-room/whitepapers/threats/cyber-threat-intelligence-uses-successes-failures-2017-cti-survey-37677
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Where is your CTl information derived from?
Select those that most apply.

60%

40%
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O1 TA€0ov wpipol atrd TTAeupds CTI opyaviopoi (Trou dIABETOUV Kal AVTIOTOIXEG ECWTEPIKEG OUADEG
CTI) xpno1uoTroloUV avoIXTEG 1 eOWTEPIKES TTNYES TPoYodoaiag CTI. QoTd00 01 «kKAEIOTECH TTNYEG

., Tpogodoaiag dlabETouv Eva egioou onpavTiko pepidio (3N kai 51 BEan).
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2UOKEUEG TTOU XpnoigoTroiouvtal yia CTl RN

What type of management tools are you using to aggregate,
analyze and/or present CTl information?
Select all that apply, and indicate whether these are used disparately or work together under a unified GUI.

u |ntegrated GLI m Used Disparately

SIEM platform

Metwork traffic analysis tools

Intrusion monitoring platform

Spreadsheets and/or email

Commercial cyber threat intelligence management platform
Homegrown management system

CTl service provider

Forensics platform

Open source cyber threat intelligence management
platform (CRITS, MISP)

Security analytics platform other than SIEM
Third-party visualization and reporting platform

Other

e 20% 40% G0%

69% Xpnotuormololyv To SIEM yia Tn cuhhoyn kat Staxeipton tou (15% avénon amnoé to 2015),

68% xpnoiuoTTolouv cuoThpaTa avadAuong diIKTuakng kivnong (FW, UTM) kai 65% IDS/IPS (10% auénon amd 1o 2015),
55% XpNoIYOTTOIoUV EUTTOPIKES TTAATQOPEG dlaxeipiong CTI epgavidoviag augnon mavw atrd 40% amd 1o 2015.

12
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Can you estimate overall how your CTl tools and processes have
improved your organization’s response to events in terms of
context, accuracy and/or speed?

6.6%

® Unknown

)\ 37.6%
! B | ess than 10% improvement

m 11 to 25% improvement
| 26 to 50% improvement

2017

= More than 50% improvement

How much do you estimate that your CTl tools and processes
have improved your organization’s ability to respond to events?

120% = Unknown

48

B Noimprovement

= 110 5% improvement
19.0%
| 6 to 10% improvement
= 1110 25% improvement

B 26 to 50% improvement

= More than 50% improvement

2016

2100epd auEavouevn BETIKN

armrown yia tn BeAtTiwon Twv

OUVATOTATWY TOU OpyavIouoU va

EVTOTTICEl, ATTOTPETTEI KAI DIEPEUVA
OUuBAvTa ac@QaAEiag Pe

ouuBoAn Twyv CTI tools.

Mepioodtepo atrd 70% OeTIKA

Table 2. Improvement Rates
in Prevention/Detection and Response
20 15 Security
r;rp?;r:rg:nl .—.u?;'g;:::lﬁnj Response
Unknown 29.0% 31.0%
No improvement 0.0% 0.5%
1-5% 3.0% 3.5%
6-10% 7.0% 8.5%
11-25% 17.5% 18.0%
26-50% 17.5% 18.0%
51-75% 19.0% 10.5%
76-100% 7.0% 10.0%

arroywn 1o 2017.
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Intracom Telecom’s Security Portfolio 0 INTRACOM




For more information, visit
www.intracom-telecom.com
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