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Botnets

• Botnets

– Command & Control victims

– Stealing data from victims

– Abusing victims

– Etc. 



APT: Grand Mars

• Social engineering

• Email followed by phone call
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Trustworthy executables

• Spawns new svchost.exe process
• Gathers information of the system
• Anti-reversing
• Terminating specific AVs
• Privilege escalation
• Enables RDP
• POS malware functions
• Local password stealer
• Scrounging Outlook PST files
• Target iFobs banking application
• Backdoor features



Hosts distribution



Conclusions

• Weak detection security controls 

• Missing or poor readiness for security incidents

• Relying on AV but detection low to zero scores

Victims 

• Targeted social engineering

• Several malicious software used

• Attacking methods such as pass-the-hash

• Purchase of certificates

• Usage of public cloud services, Google Docs and Pastebin

• Collecting bots and financial data

Indicators of the operation pointing to organized crime activities

• Underground cooperation or trading

Investigation of malicious software and activities give the impression that 
distinct parties involved 
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