Evolution of

Oavaong Aloyog

Py ISC2 Hellenic Chapter .
W Trustwave Head of EMEA IR/Forensics




= =

e
uy
;
:
A
aff
.

r:")(-ﬂ-)("‘)(

=N NN

* |l




WEG 1M

I:il' FTiNEL

I ERIR
SHEE
FRIMTF 11X
MISEHELL




YYYY
LA}
LA
T 1 IARAR

Tt 111 LR
AR} Tt IARRRRA]

T s rrz s

reree rarer rarer rerer

“Hereres “orrer SR e

version A




Botnets
Commzc
Stealing
Abusin;
Etc.

Bot:

Zeu

Information:

Profile: M
GMT date: 11.03.2009
GMT time: 09 26:39

Statlstu:s-

Summary

Botnet:
— Online bots

Remote commands

Filter

Countries:

ComplID's:

Type: IOutside NAT zll Apply I

Forvard

Logs: Reswt: 0000000000000 |
e nm__m_mm-
; 1 user_1d9ce10c45_01d6e996 1.1.1.0/main 213.2 == :10 Kill 96:13:39 0.968
Search vith template
2 fic_000ebbSb 1.1.2.2/main 94.1 =TT = -- Kill 96:32:47 0.765
Uploaded:files 3 family_01207eeb 1.1.2.2/main 86.1 === "= GE Kill 98:58:44 0.328
System: 4 d719sf2j_0019064f 1.1.2.2/main Kill 96:45:07 0.235
Profiles 5218 u_1_00ac37328 1.1.2.2/main Kill 96:27:06 0.141
Profila & illusion_f2243e_00576c9d  1.1.2.2/main Kill 104:12:36 0.844
Options 7 brian_ally_0228d16¢ 1.1.2.2/main = 1027 - Kill 97:49:55 0.313
- 8 telekit_7482b02_00b07900 1.1.2.2/main 943 ====1231025 94 SEEE BN 33846 Kill 98:00:42 0.157
Logout S your_jaxvxjzedk_00a364bc 1.1.2.2/main 82.2= "= 11025 - View Kill S96:10:44 26.75
10 home_881b31b48d_00170f87 1.1.2.2/main 58.======1048 SS.SE==R32353 View Kill 103:14:13 1.042
11 your il ~SSEmest 1.1.2.2/main 68. 1 68. 2= —"—-17992 Kill 104:12:03 0.578
12 blackxp_000325d8 1.1.2.2/main - 124,50 —"=.47:37760 - — 98:38:15 0.187
13 b154bclafca840e_00397f1d 1.1.2.2/main 77.= = " RU 77 27:14804 Kill 104:11:25 0.078
14 xp_0051dba0 1.1.2.2/main Kill 97:37:17 3.938
15 desktop_02659af2 1.1.2.2/main Kill 107:20:49 0.657
16 davie_0085eb43 1.1.2.2/main Kill 96:34:49 0.188
17 1_d07192a7a4944_0025f597 1.1.2.2/main Kill 100:53:01 3.25
18 microsof_886bea_01bd77ea 1.1.2.2/main Kill 96:36:01 3.266
19 mircik_00069abc 1.1.2.2/main Kill 96:41:51 0.187
20 ammo_00135651 1.1.2.2/main Kill 96:31:56 0.156
21 freedom_867dc59_000050cf 1.1.2.2/main Kill 98:18:30 0.078
22 pc_fec662b1943d_00153eae 1.1.2.2/main Kill 104:11:26 0.15
23 pen_003f0760 1.1.2.2/main 95.3 Kill 96:39:22 0.312
24 home_ Wil s 1.1.2.2/main 24,= Kill 104:12:37 0.624
25 bsaftpz_7e2bb74_017743b0 1.1.2.2/main 89 Kill 97:55:18 0.266
26 client_df77fa69_0d6210d8 1.1.2.2/main 89.2= Kill 96:14:16 0.701
27 acer_4d30879900_004dbca2 1.1.2.2/main 202 - 97:16:11 0
28 abc_67365a4e5b6_00204191 1.1.2.2/main 115.8 Kill 98:45:25 8.437
23 skz_fd19c55e0a2_003d5664 1.1.2.2/main 61, Kill 96:32:12 10.016
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* Social engineering
 Email followed by phone call

Good day, we would like to book rooms for our employees. 12 people will arrive in Paris
on November 24. Room types attached with this email, as well as the names of

employees. If you have a room available, we will make a deposit. Waiting for you reply
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Mnv uoBAAeTe MOTE KWdLKOUG Tipdofacng pEow Twy Qopuuwyv Google fo rm Log B o-t LiS-t

AuTo TO Nepiexopevo bev Exel SnuloupynBei kal Sev £xel eykpiBel and tnv Google. Avapopad Kakng xpRong - Your answer
Opol MNapoxng Ynnpeowwv - NpooBetolL opot

SUBMIT

Never submit passwords through Google Forms

This content is neither created nor endorsed by Google. Report Abuse - Terms of Service - Additional Terms
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Spawns new svchost.exe process
Gathers information of the system
Anti-reversing

Terminating specific AVs
Privilege escalation

Enables RDP

POS malware functions

Local password stealer
Scrounging Outlook PST files
Target iFobs banking application
Backdoor features

Certifcate Y

Gangral M|mm

B Cirtificate Information

This certificate s intended for the Tollowing purpose(s):

& Ensures software camae from softwane publisher
s Protects software from alteration after publcation
#1.3.6.0.4. 1. 6445.1.2.1.3.2

= Rafer to the certification authorty's statemant for detals

e

Essued by: | COMODO RSA Code Signing €& ||

Vabd from 24/ 7/ 2016 to 25 7 2017

Itnll Comduinle... | | lsaatr Stabament

Certificate & (X

Ganaral | Detois | Cortfication Path

B Certificate Information

This certificate s intended for the following punposeds):

o Ensures softwane cami from softwane publisher
« Protects software from alteration after publcation
# L3614 0.6445.1.2.1.3.2

= Rafer o the certification authory's statemaent for details.

Esmed bo;  FORSAIT YWVEST

besued by: COMODO RSA Code Signing CA

Vald from 18/ ¥ 2016 b0 190 #2017

:Zhd.ll Mu...] bsmser Stabemant

Learn more about certficates
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Cobalt’s Strike Beacon

Reverse Shell

VBS C&C




Victims
e Weak detection security controls

e Missing or poor readiness for security incidents
e Relying on AV but detection low to zero scores
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