"There are only two types of companies:
those that have been hacked,
and those that will be.”

Robert Mueller
FBI Director, 2012

Lioyd's Market [evikog Kavoviopog NMpootaciog Asdopevwy (GDPR)
Innovation Awards

2016 & AopaAion Cyber Privacy Insurance
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Cromar Coverholder at Lloyd's

« H Cromar Coverholder twv LLOYD'S, &aB¢tel moAuvetn eumelpia otn
dnuwovpyia  €EEOIKEVPEVWY  AOQOAIOTIKWY  TIPOYPOMUMATWY HME TNV
uTtooTNPEEN NYETIKWY OLVOKATWY Twv LLOYD'S, amd ta omoia €xel
E€ovolodotnon Acopevong (Binding Authority).

« 2TOXOC MOC E€ival n  Snuouvpylad QOQOAICTIKWY TIPOYPOUMATWY  OF
ouvepyaaoia pe TNV ayopa Twv Lloyd's, mpoopepovtag 0to Ac@aAlopévo:

« 1NV Adlomiotia kat Pepeyyvotnta Twv LLOYD'S
* VYPNAOL eTUTIESOVL LTINPETIEC KOL
*  KOLOTOMECG AOPOALOTIKEG KOAVYELG, CUUPWVA PE Ta OLEBVN TIPOTUTIAL.

« Eilpaote og ouvexn mpoomaBeia €EEAENC TWV TIPOYPOUPATWY MOC YL VO
VIWOETE AOPAAELX KOl GLYOUPLAL.

* Bpafeio Katvotopiag 2016 anod tnv ayopa tTwv Lloyd's
Best Coverholder Innovation 2016

LLOYD'S Infocom Security 2017




Awakpioelg: Best Coverholder Innovation 2016

« H Ayopda twv Lloyd's, pia ayopd pe mavw
arto 330 xpovia otopiag, Slopydvwaoe yla
devTeEPN OuveXOpeVn Xpovid To Ppafeia
kawotopiog “Lloyd’s Market Innovation

Awards” Tta  omola  emPpafevouv - i

KOWVOTOMO TIPOLOVTA KOl UTINPECIEG TIOU

gnpleoulpyobwat amo , pé)\g, NG Qayopag, Lioyd’s Market

onbovv TNV  avamtuél TG Kal

TIPOOPEPOUV  TIOLOTIKEG  AVCEL;  OTOU( Innovatlop Av‘y’a»rc’i\s[ :
QXOPOALOUEVOVG TNC. 2016 =L LOVENTMoOIGe

¢ 2Tn @eTvi) Slopydvwaon ylo Tpwtn Qopa
Beomiotnke To Bpafeio kawoTopiag yia Tov
KoAutepo avtamnokpltr) “Best Coverholder
Innovation Award” to omoio képdlos n
Cromar.

« H Cromar ouppeTeixe 0TO SLAYWVIOUO QUTO
ME TO www.cyberinsurancequote.gr, px
KOWVOTOMUX EKTIAUOEVTIKA UNXOVH Yl TOUG
KivOUvoug Tou OladIKTUOU KOl TNV
OVTIUETWTILON TEPLOTATIKWY Tapafioong
WOIWTIKOTNTAG YOt MIKPEG KOl  MECAUEG
ETILXELPOELG,.

CROMAR Coverholder at Infocom Security 2017



http://www.cyberinsurancequote.gr/

ENISA Report

* .
J enisa
* .

Cyber Insurance: Recent
Advances, Good Practices and
Challenges

NOVEMBER 2016
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ENISA_Cyber-Insurance_2016-11_FINAL (1).pdf

General Data Protection Regulation
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28 Interpretations of the 1 Data Protection Regulation across all
Data Protection Directive EU member states

General
Data
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Regulation
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https://www.youtube.com/watch?v=T00XQjs41Q8

GDPR
Fevikog Kavoviopog MNMpootacioag NMpoowmikwv Asdopévwy

« 211G 16 Amphiov 2016 YneioBnke amod 10 Evpwmaikd KowofouvAlo o Kavoviouog
679/2016 1 Nevikog Kavoviopog Mpootaoiag MpoowTtikwy Asdopevwy ( General Data
Protection Regulation).

« O Kavoviopog teOnke o€ 1oxV otig 5 Maiov 2016 pe petafatikn mepiodo 2 eTwv Kot
Oa spapuocOdei apeca , WG vVopodéTnua apécov e@appoyng (0xt Odnyia) oe 6A&g
TG XWPEG HEAN TG Eupwnoukng Evwong otig 25 Maiov 2018

¢ O Kavoviopog pubpuidel Ta SIKOULW AT TWVY PUOIKWY TIPOCWTIWY OXETIKA JIE

1.
2.
3.

M Coverholder at JREs) bk

Ta TTPOCWTILKA TOUG SESOMEVA

Tnv ene€epyaoia TWV TIPOCWTIKWY TOVG SESOUEVWV

Tnv eAeVBepn Kol AVEUTIOSLOTN KUKAOPOpia Kol peTaBiBaon Twy TPOoWTILKWY
TOVG SESOUEVWV EVTOC TWV oplwv TnG Eupwmaikng Evwonc.

Tic Sradikaoieg Safifaong TpoowTiKwy dedopuevwy ekTOC Eupwaikng Evwong

Infocom Security 2017 m




Kat&AANAcd opyavwTiKa & TEXVIKX HETP

Ot ETtixelpnosig Ba mpemet va €xouv:

EKTIALOEVOEL KOTOANAQ TO avBpWTILVO SUVAIKO TOUG

oo KOTAVOHn pPOAWvV, appodlotnTwy Kol gubuvwv TOL
avOPWTILVOU OUVOHIKOU Yl TNV EMEEEPYQOIOl TWV  TIPOCWTILKWV
dedopevwv

TIOALTIKEG & SLadIKATiEG TIPOOTACLOG TIPOCWTIKWY OESOUEVWV

[M\&va Data Recovery & Business Continuity ta omoia umopouv va
eEaopaAiocovv TNV dlaBeopoTNTA TNG TTANPOPOPLAG

MA&vo Avtiustwriong Meplotatikwv Acpalsiag & MapaBiaong
MpoowTKWV dedopévwy (Incident Response Plan & Data Breach
Response Plan) Tto omolo Qo €MTPEMEL TNV OPYAVWHEVN KOL
OUOTNUOTLKI QVTILETWTILON OTIOLOVONTIOTE TIEPLOTATIKOU

EEQH‘-&E Coverholder at Infocom Security 2017




KatadAAnAo opyavwTIKA KoL TEXVIKX HETPX

Information
Security a
Legitimate

Interest

Requirement Effective
to Secure Detection and
Private Data Response

Improved Encryption
Security and ID
Requirements | management

v Symantec.

Infocom Security 2017 n




Noyodoaia (Accountability)

« H &vvola tng «Aoyodoaiag» (Accountability) ou sioayet o Neog Kavoviopog
[pootaciog Mpoowtikwy Acdopevwy Ba TIpeTEL VO QVTIHETWTILOOEL WG
guuvn  Twv LVTTELBUVWVY 1N EKTEAOUVTWV TNV EMEEEPYAOIX EVAVTL TWV
UTIOKELMEVWY KOBWCG Kol TNV ANYn Twv OavayKailwv HETPWVY Yyl VO
VAOTIOL)OOVV TNV €VBVVN QUTH.

* O Kavoviopog 6gv amoTeAEl Hla TUTIKI LTTOXPEWOT CUUMOPPWONG CAAX
EVOUOUQ SNUIOVPYIaG HLOG KOUATOUPOG TIPOCTACLNG TWV TTPOCWTILKWY
dedopévwv mov Oa dlatpexel KaBeTa OAa Ta TNpOTa pag Etatpiag kat Ba
YIVEL oLVEIONON TOL TIPOCWTILKOV Kat TNG Aloiknong tng.

« H guBivn auty amalrtel TNV aAAaynl KOUATOUPAG WOTE N MPOCTACIX
TWV O£SOHEVWV MIPOCWTIIKOU XOAPAKTHPX VA OTOTEAECEL MEPOG TNG
OUVOALKNG OTPATNYIKAG HIAG ETapiag wote va  Olao@oAileTtal n
TIPOOTOCIO TWV TIPOCWTILKWY OESOOUEVWYV TIOU TA PUOLIKA TIPOCWTI EXOLV
guTLIOTEVOEL OTNV €TALpla CLTH.

M Coverholder at JREs) bk
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Noyodoaia (Accountability) EpyaAsia

1. Anpovpyia KATGAANAWY TIOAITIKWYVY & SLaSIKOCLWY ATPAAELXG TIANPOPOPILOG

2. Privacy Impact Assessments

3. Privacy By Design / Privacy By Default

4. MNpootaoia dedopevwyv e Encryption & Pseudonymization

5. Oplopog Data Protection Officer (DPO)

6. Privacy Breach Insurance

M Coverholder at REe}¢lS

" Our Incident Response, Plan
goes something like this...




O PoAoc¢ Tou Data Protection Officer

¥ DATA PROTECTION OFFICER

O Data Protection Officer (YmeOOuvog [Mpootoaociog Aedopévwv)
AVOAOUPAVEL :

« Na skmpoowmnosl tTnv Emixeipnon évavtt twv Apxwv, EOvikwv kat
EVpWTAIKWYV

 Na dtac@paliosl TV evappovion Tng AsLToupyiag Tng EmMXEipnong os
OTL XPOPA& TIG TIOAITIKEG TPAKTIKEG kot peBodoloyia smedepyaoiag,
amofnkevong kot peraopdas Asdopévwy MNMpoowTmikov XapakTnpa HE
TO OXETIKO VOHOOeTIKO TTAQioL0

* Na mpootatéPel TRV €MXEiPNON Ao TOuG KvdUvoug emiBoANG Twv
ONUAVTIKOTATWY Kal BapiTATWV SOKNTIKWY TPOCTIHWY TIOU
TtpoPAETIEL 0 Kavovionog

M Coverholder at JREs) bk
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http://www.dpoacademy.gr/articles/

H Noyodocia dsv petapépetal ouTe avatifstal oe Tpitov

Effective,
enforced &
documented
Policies.

Appropriate
Policy,
Process and
Technology

Data Privacy by
Protection Impact Design and
Officers Assessments by Default

Demonstrate
Compliance

Accountability cannot be transferred or outsourced

Copyright ® 2016 Symantec Corporation /Syma ntec.

Infocom Security 2017
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O GDPR kaBopilel Tov TpoTo Swaxyeiplong Twv dedopévwy

Principles of data
collection

=Fairly and lawfully
*Receiving consent
=Relevance
=Proportionality
*Types of data

Collect

Y.

Management of:

Access
Right to rectify data

Process

Permission applies to:
= Specific data

= Specific purpose

* Notify of changes

- ‘Retain &

Retain
= Duration
* Types of data

Secure
» Data destruction policy vManage Secur = People
- -
» Applicable rules = Data loss
Copyright ® 2016 Symantec Corporation V/Symantec i

'l“:":{:- CROMAR | coverholder at iR R
S, INELURAMCE BEDERES ITD

Infocom Security 2017




General Data Protection Regulation - Liabilities

* Ymoxpéwon Evnuépwong Apxwv

* EVTOC 72 wpwv

* Ymoxpéwon Evnuépwong MNMeAatwv
 MMpooTiux

* Ewg 10 4% Tou tlipou Toug ue
max €20m OTtolo aTto Ta 2 lval PEYOAVTEPO

Risk fines of up to

€20 million

or 4% of your organisations

global turnover

¢ Amo{NUuwWoelg oTA YITOKELNEVA TWV SEGOHEVWV TIOU UTTEC T OOV

(npa

lllllllllllllllllll

CROMAR | Coverholder at EREeNdsA
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Awxxeipion MNeprotatikwv Data Breach

. Evaluation of Managing the
D'scwgrrga?:fha Data the Data Short-Term
Breach Crisis

MNotification and

Theft, loss, or Unauthorized Credit Monitoring

Disclosure of Personally
|dentifiable Non-Public

Information or Third Party Forensic

Investigation and |
Legal Review

Corporate Information that is in
the care, custody or control of the
Insured Organization, or a third
party for whom the Insured
Organization is legally liable

Public Relations

E;EQM&B Coverholder at

Handling the
Long-Term
Consequences

Class-Action
Lawsuits

Regulatory Fines,
Penalties, and
Consumer Redress

Reputational
Damage

Income Loss

Infocom Security 2017




Cyber Insurance pe puax patix

AITIKH EYBYNH
ENANTI TPITON
O1 onoior uneotnoav g
Adyw anbigas twy Npoow-
mikiwv tous bebopevwov and
v Etaipeia onv cnoia 1t
ixav Hanoe.

=Y CROMAR

IREUAMCE BADERRE ITD

Coverholder at REe}¢lS

ANTANOKPIZH
TE NEPILTATIKA
NMNAPABIAZHE

EEoba kal unnpeoizes Hiaxei-
pIcns Neplotatkay nopafi-
Qons gUOTNUATWY KOl and-
deias epmigteEunkdy nAnpo-
OopIaw.

AIAKOMH EPTAZION
Kadugn yio anwiea eod-
G, Adyw Sakonns tns eni-
xelpnponkns  Spaocmpiotn-
s and neplotatka napapi-
aons gUuOTNPaTWy Kol ana-
feias epniotEuTtKmyY NAnpo-

pOOILY.

KYBEPNOEKBIAIMOL
Kadugn yia &axeipion ne-
piotoukaw exPiaopold and
aneifés nou pnopei va pia-
pouv Eva Giktuo n va obn-
ynoouv oce Bioppon Euni-
OEUTIKGV NANpOQOopItY.

Infocom Security 2017



Incident Handling Plan & Ac@aAwon Cyber Insurance

OL Ymnpeoleg Awaxeipiong Zupfaviwy TIOU TIPOOEPEPEL N ACPAALON
Cyber Insurance pmopouUv va OTMOTEAECOUV HEPOG TOU [MAdvou
QVTILETWTILONG TIEPLOTATIKWY TToV 0 GDPR Bswpel amapaitnto

* Forensics
« E&s1dikevpévoug Alknyopoug
«  Ewwkoug Awaxeipiong Kpioswv
* (Anuooleg oxeoslg — Emikowvwviako MNAavo)
* Evnpépwong Medatwv (web, customer care, direct mail)
*  Ewd1K0oU¢ SLlampayHaTEVUTEG OE TIEPIMTWON EKBLXCHOV

| Our Inciden?ﬁesponse Plan

goes something like this...

M Coverholder at RE A




GDPR & Ac@daAion Cyber Privacy Insurance

* H aoc@aAion TIEPNAUPAVETAL OTA TEXVIKA KOL OPYOVWTIKA LETPO;

* H ao@aAion KaOAUTITEL EVOVVEG TIOU TIPOKUTITOUV OTIO TIEPLOTATIKA OTIWAELOG

TIPOCWTILKWV dedopevwy (data breach) ;

« H aopdiion Bonbdael otnv KOAUTEPN OQVTIUETWTILON TWV TEPLOTATTIKWY
mapafiaong pe TNV apoxn EWVOIKWY TNV SLaXELpLon CLUUBAVTWY OL OTIoIOL
OUUTIANPWVOUV TNV Opada AvTipeTwTiion MNePLOTATIKWY TNG ETALPLAG;

* H ao@aALon PTIOPEL VO ATIOTEAECEL TIAPAYOVTA SLAPOPOTIOINCNG TOV VYPOULG
TOU T(POCTLHOV TIOU UTIOPOVV VA ETIRAAAOUV Ol OPXEG;

« H oao@aAion pmopel va PBonBnost pa etauplar vao CUVEXIOEL OMOAX TNV

Asltoupyia Tng

Infocom Security 2017
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Business Advice for all UK firms from starting a business to flotation

Home # Insurance Advice # Cyber security and insurance to become compulsory by 2017

Cyber security and insurance to become compulsory by 2017

Legislation is coming to force business to protect itself from cyber attacks

UK companies of all sizes will be required to have cyber security and insurance
in place as part of Network and Information Security (NIS) and General Data
Protection (GDPR) legislation.

The decision comes after the increasing threat of cyber attacks with cybercrime
costing global businesses around £200 billion annually. In 2014, 60% of small
businesses experienced a cyber breach with the average cost of a breach being
£75,000. (Source: The Insurance Times) - however currently 90% of UK
companies have zero cyber insurance in place.

What are the most common cyber attacks?

The biggest fear for @ company is to have data or information breached and
into the wrong hands. This can lead to a huge loss of revenue and potential
lawsuits from clients for mishandling key information. The most common
attacks include:

+ Malware - this is a software designed to perform unnatural and unwanted
actions on the computer and it can gather and steal information without the user knowing.
+ Virus or Worm - this can be replicated and spread to several other computers and networks.
* Trojan horse - this is @ backdoor code which is hard to detect by the user and can steal, corrupt or destroy
data.

+ Phishing - this is @ dangerous link which is usually found in an email and it causes the computer to corrupt
when clicked.

« Human - this can be as simple as an employee sending the wrong information to the press, to a competitor or
stealing sensitive information from the company.

=M imancy BaGERES 11D

T;;r?" M Coverholder at [REESRERE Infocom Security 2017



http://www.newbusiness.co.uk/articles/insurance-advice/cyber-security-and-insurance-become-compulsory-2017

NMwg antopaci{ouv ot MNMeAateg

Top factors in buying decision

100%
80%
80%
T0%
60%
50%
40%
30%
20%

: _
0%

Breadth of Limits provided Service vendors Carrier claims Carrier rating & financial
coverage/policy form reputation strength

Mnyn : Advisen Cyber Liability Insurance Market Trends 2015

= CROMAR Coverholder at EREeNdsA
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LLOYDS

THEWORLD'S SPECIALIST4

INSURANCE MARKET

A market where our syndicates join toget

The Lloyd's insurance market estimates that
the growing global cyber insurance market
will be worth $85 billion and is positioning
itself to be a global hub for coverage.

M Coverholder at EEeMBE Infocom Security 2017



http://www.lloyds.com/

» Best coverholder innovation - Cromar: Education engine around cyber risks
www.CyberlnsuranceQuote.gr is the first marketplace platform of its kind dedicated exclusively to cyber insurance, and is used as an education
tODI around cyber and data privacy risks for small companies in Greece.

Cyber & Data Privacy Insurance Quote

Lﬂ’ YA 3
RAONNNE=S

"There are only two types of companies:

thOJe that hf"\ e :‘ eeln Nac ’ eQq,
and those that will be.

Robert Muell
FBI Director

CROMAR Coverholder at [RRS o0 Infocom Security 2017



http://www.cyberinsurancequote.gr/

Beazley Global Breach Solution  Raiing

All Beazley's managed syndicates
i (2623/623/3622/3623/6107/6050)
are covered by the Lloyd's market ratings:

. AM. Best rating A (Excellent)
. Standard & Poor’s rating A+ (Strong)

In addition, Beazley's admitted US carrier
. has an A.M. Best rating:

Beazley Insurance Company, Inc. A (Excellent)

« Beazley gival nyétng otnv mapoxn aoc@XALoTIKWY AVCswv cyber privacy
insurance Kat TO HEYXAUTEPO GTOV TOHEX XUTO CGUVOIKATO TNG XYOPAG
Twv Lloyd'’s.

o [Ipoopepel OAOKANPWUEVEG AVCELG ATPAALONG KOl SLOXELPLONG TIEPLOTATIKWVY

ATTWAELOG OEOOUEVWV.
« 'ExeL OwaxelploBel mavw amo 4.500 TEPLOTATIKA
« [poopepet opla Karuyng ewg €100 ekatoppupla

« Advisen Award 2015: Beazley Breach Response Team

CROMAR Coverholder at RKeFEL

IREUAMCE BADERRE ITD
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https://investor.relations.beazley.com/key-financials/ratings

Cyber Privacy Risks Advisors

.
|n Search for people, jobs, companies, and more. . Q Advanced -

Home Profile My Network Jobs Try Premium for free

My Groups Discover Q, Search £33

Cyber Privacy Risks Advisors

2,388 members

ABOUT THIS GROUP

g Start a conversation with your group This group discusses issues related to Privacy and Data

- Breach Management. We encourage Information Security,
Legal, Compliance, Governance Risk, Crisis

Enter a conversation title. .. Communication Managers and Customer Care Managers

to participate by debating the need for regulations and

sharing their best practices, solutions and news about

Conversations Jobs .
_— upcoming events.

Join us on Cyber Risks Advisors

in ; Academy

www.privacyrisksadvisors.com

CROMAR | coverholder at iR R Infocom Security 2017
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Best coverholder innovation

WINNER

CROMAR FOR EDUCATION ENGINE AROUND CYBER
RISKS

Nikog NEwpyomouAog
Cyber Privacy Risks Advisor

Email: nikos.georgopoulos@cromar.gr
T 210 8028946 (120) , LinkedIn Profile

% CROMAR Coverholder at Infocom Security 2017



mailto:nikos.georgopoulos@cromar.gr
https://www.linkedin.com/in/nikos-georgopoulos-mba-cyrm-16227b11/

