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Zero Day Vulnerabilities
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2014-2015 Zero-Day Attacks
by Vulnerable Application

Adobe Flash

Adobe Reader

Microsoft Internet
Explorer

Microsoft Office

Windows OS5
Component/Kermnel

Oracle Java

Mon-Windows 0%

Others

Source: McAfee Labs, 2015,




You are seeing ...




Firewall Log: Connection Accepted... ~

net
Ma, T Date T Time T T T Origin T T T T Service T  Source T Source User Mame 7T Destination T Rule
2499.. 24Feb2017 14:23:19 == [= E] @ I° hitp 18
2499,  24Feb2017 142319 e [= B 18
2499, 24Feb2017  14:23:19 [= E] €D e ntp-udp 18
2499,  24Feb2017  14:23:19 [= 5] @ I hitps 18
2499, 24Feb2017  14:23:19 [= E| @ I hitps 18
2499, 24Feb2017  14:23:19 [= E] @ I imapssL 18
2499, 24Feb2017  14:23:19 [= 5] @ 10 hitp 18
2499, 24Feb2017 142319 == [= E] & 10 imapssL 18
2499, 24Feb2017 14:23:19 E [= B 18
2499, 24Feb2017  14:23:19 [= E] @ I hitp 18
2499,  24Feb2017 142310 BHE [ B 18
2499.. 24Feb2017 1423119 == [= E] @ I° hitp 18
2499, 24Feb2017  14:23:19 [= 5] @ I8 hitp 18
2499, 24Feb2017  14:23:19 [= E] @ I° hitp 18
2499, 24Feb2017  14:23:19 [= 5] @ I hitp 18
2499, 24Feb2017  14:23:19 [= 5| € I https 18
2499, 24Feb2017  14:23:19 [= E] @@ I https 18
2499, 24Feb2017 14:23:19 E [= E] @D I8 nttps 17
2499, 24Feb2017  14:23:19 [= E] @ I https 17
2499,  24Feb2017  14:23:19 [= E] @D T8 nttps 17
2499,, 24Feb2017 14:23:19 EE [= E] €D W ntp-udp 18
2499,  24Feb2017  14:23:19 [= 5] @ I hitps 18
2499, 24Feb2017  14:23:19 [= Bl 17
2499, 24Feb2017 142319 &R [= E] €D T8 http 13
2499, 24Feb2017  14:23:19 [= 5] @ 10 hitp 18
2499, 24Feb2017  14:23:19 [= E] @@ I https 18
2499, 24Feb2017 14:23:19 E [= E] @D I8 https 18
2499, 24Feb2017  14:23:19 [= E @ (CHE 17
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Antivirus: You Are Protected...

Signin | 0 points
YOU ARE PROTECTED

Not registered (24 days remaining) Register

The date and time on your computer are wrong. Fix now
All shields active

]

SMART SCAN BROWSER CLEANUP HOME NETWORK FREE MOBILE
SECURITY SECURITY

I
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Domain Controller: Logon Success... -

Y Filtered: Log: Security; Source: ; Event ID: 4624, Number of events: 69.954

netbull

Keywords

Q“Audit Success
Q,.Audit Success
@\Audit Success
QAUdit Success
QbAudit Success
QAudit Success

oY Audit Success
QAudR Success
QAudit Success
QAUdit Success
Q\Audit Success
QQAud'rt Success
Q&Audit Success
QAudit Success
QAudit Success
QAUdit Success
QQAudit Success
<Q‘,Audit Success
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Date and Time

24/2/2017 3:04:09 pp
24/2/2017 3:04:08 pp
24/2/2017 3:04:04 pp
24/2/2017 3:03:46 pp
24/2/2017 3:03:46 pp
24/2/2017 3:03:04 pp
24/2/2017 3:02:50 pp
24/2/2017 3:02:49 pp
24/2/2017 3:02:49 pp
24/2/2017 3:02:49 pp
24/2/2017 3:02:49 pp
24/2/2017 3:02:07 pp
24/2/2017 3:02:07 pp
24/2/2017 3:02:04 pp
24/2/2017 3:02:03 pp
24/2/2017 3:02:03 pp
24/2/2017 3:02:02 py
24/2/2017 3:02:01 pp

Source

Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.

Microsoft Windows security auditing.

Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.

Microsoft Windows security auditing.

Event ID
4624
4624
4624
4624
4624
4624

4624

Task Category A~
Legon
Legen
Legon
Logon
Legeon
Legon

Logon
Legon
Legeon
Legon
Legon
Legen
Legon
Legon
Legon
Legon
Legen




Data: Protected
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You actual facing ...




The impact /
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Our Approach:

Follow security lifecycle
( W (

Design

N
Deployment

. Security Security W,

Solutions

Strategy

Security
Monitor and
( Management )
Assessment Operation

. J
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Design a Security Strategy

Risk Analysis
Security Policy

2. Integrate across
personnel,
1. Understand the technical security,

3. Establish
protective
monitoring to
prevent and deter
the 'insider' threat

cyber security risk information
assurance and
physical security

Privacy Impact Assessment

© netbull, 2017

4. Accept that
some attacks will

breach your
defences — and
plan on this basis
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Deployment

1  'np

S /;
6955" n
Information
Security
%Q Management
o |dentity
Q2 & Access
o Management
I} Data Leakage
o Prevention
Application

Security

Endpoint
Security

Security

People

nSA: netbull 3D* Security Architecture
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On going Operation

29 a9 a

=% 24x7 Real Time Monitor

ddddd

% Incident Management

ddddd

% Advance Threat Management

ddddd

<% Security as a Service
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24%7 Real Time Monitor

¥ Security events are analysed 24x7x365 by our Security
Analysts and provides alerts when a security incident is
detected.

¥ |In the case of a real incident, our Analysts provides all
necessary information as well as recommendations for the
incident on its handling.

© netbull, 2017
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Incident Management

)

- provide Emergency Incident

Response Services within
minutes of a validated security
breach.

- work to contain the breach,
mitigate the threat and protect
your assets.

As a result, we minimize the duration and impact to your organization from an
active cyber security breach.

© netbull, 2017
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Advance Threat Management

¥ Netbull' Advanced Threat Management service
provides an elite layer of defense against
emerging zero-day threats.

¥ Using our platform, once a file lands
on the endpoint, we continues to

watch, analyse, and record file activity.

When malicious behaviour is detected, it shows the recorded history of the threat’s
behaviour over time.
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Security as a Service
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Our Technology:

Netbull Threat Management Platform

/

Threat
Intelligence Warning

Vulnerability

Management

User

Malware

Behavior Trap Hosts

Analysis
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Attack phase, is the
execution of the

attacks, the heart of any
penetration test. @

O/l ‘ Planning phase,
where the testing

goals are set. @

D:scuvery phase, covers ‘ Reporting phase, occurs

O 2 information gathering, O 4 simultaneously with
scanning and vulnerability the other three phases.
analysis.

N&T
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... for further information

Nikitas Kladakis

Netbull

Information Security Director

n.kladakis@netbull.gr

Visit our website: www.netbull.gr
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