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What is an Information Security Program?

An Information security program is the exercise of designing and implementing security

practices to protect critical business processes and information assets across the

organization.
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What is an Information Security Program?

Its objectives, among others, are to:

• Protect the organization and its information assets by keeping security at a desired level

• Manage risks by identifying assets, discovering threats and estimating the risk

• Provide direction for security by documenting security policies, procedures, etc.

• Plan and justify budgets and resources related to security

• Assess effectiveness of the implemented controls by using metrics and indicators.
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The Process for an Effective Information Security Program

Vision Statement

Definition of the “Desired State” for security. This is the vision of what the strategy

aims to achieve during a defined period.
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Business Strategy

The Information Security strategy is, on a great degree, influenced by the

organization’s business strategy.

The Process for an Effective Information Security Program
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Environmental Trends

Trends in the economic, business, market, regulatory, political and technology

environments can have a great impact on the security risk facing the enterprise.
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Current-State Assessment

Assess the overall effectiveness and efficiency of security in the enterprise by
performing:

- Vulnerability assessments and penetration tests to assess the technical 
infrastructure

- Risk assessments to balance the investment on controls appropriate to the 
actual risks 

- Internal and external audit results to assess the effectiveness of policy and 
controls compliance

and more

The Process for an Effective Information Security Program

https://www.google.com.cy/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwj8ko7Wn-_SAhUEchQKHRzxCsIQjRwIBw&url=https://cfaph.org/assessment/&bvm=bv.150475504,d.bGg&psig=AFQjCNHrKlDizUr_x2tf7OEFOablC9yynw&ust=1490448465430781


WWW.ODYSSEYCS.COM

Gap Analysis

Consists of mapping the current state against the vision statement, identifying the

gaps between the two states in order to derive the actions and projects required to

close these gaps.
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The Process for an Effective Information Security Program

Prioritization

Almost no organization will have the resources required to execute on all of the

identified projects and activities. Prioritization criteria include the following:

- The level of risk reduction potentially achieved by a given project/activity

- The resources (skills, staff and systems) required

- The financial cost

- The "time to value", the period between the initial investment and the point at

which the project will start accruing value to the organization.
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Approval

The final step is to obtain executive approval and budget. The strategy shall be

communicated using a written report and an executive presentation clearly

describing the current state, the desired state, and how the projects with their

respective phases and milestones will help to achieve the desired state.
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Review & Reporting

A key part of maintaining support for the security program is effective and

continuous review and reporting on the progress of the program.

Progress should be reported to the Upper Management on a quarterly basis.
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Example of an Information Security Program
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THANK YOU
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