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✓ Isolates customer 

environments using the Fabric 

Controller

✓ Runs a configuration-hardened 

version of Windows Server as 

the Host OS 

✓ Uses Hyper-V – a battle tested 

and enterprise proven 

hypervisor
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✓ Azure’s DDoS defense 

system is designed not 

only to withstand attacks 

from the outside, but also 

from within.

✓ Azure monitors and 

detects internally initiated 

DDoS attacks and 

removes offending VMs 

from the network



• Secure Development 

Lifecycle

• Physical security controls

• Operational security 

controlsPrevent breach

• Bug Bounty Program

• War game exercises

• Live site penetration testing 

✓ Prevent Breach is a defensive strategy 

aimed at predicting and preventing a 

security breach

✓ The Assume Breach strategy, unique to 

Microsoft, is a key operational practice 

that hardens cloud services 

✓ Leverages Microsoft’s vast threat 

intelligence

✓ Includes state of the art security 

monitoring and response

Assume breach
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✓ Gain visibility and control

✓ Integrated security, monitoring, 

policy management

✓ Built in threat detections and alerts

✓ Works with broad ecosystem of 

security solutions







Barracuda was the first Microsoft Azure Certified security 
solution provider

2016 Microsoft Azure Certified ISV Solution Partner of the Year 
award

https://blog.barracuda.com/2014/07/14/barracuda-the-first-and-only-microsoft-azure-certified-security-solution-provider/
https://www.barracuda.com/news/press_release/237


Outbound InspectionInbound Inspection

Comprehensive Application Security
OWASP Top-10 Attacks
Application DDOS

Proactive Defense
Geo-IP Control
Application Cloaking
IP Reputation

Data Loss Prevention
Credit Card Numbers

Social Security Number
Custom Patterns

Authentication 
& Access 
Control

Logging & 
Reporting



Use Case – Web Apps





Identity and Access Management
• Authentication & Authorization

• Single Sign On

• SSL Client Certificates

• One Time Passwords

Compliance

• comply with PCI-DSS, NIST SSL/TLS 
guidelines and regulations such as 
HIPAA

• ICSA certified

High Availability - Scaling
• Load Balancing - Session Persistence 

• SSL-Offloading, Caching

• Active/Active, Active/Passive cluster

• Automatic Configuration Sync 
across WAF clusters

• Dynamically Registers Servers as 
you Scale

Application Security
• OWASP Top 10 and beyond

• Application DDoS

• Positive Security Model

• Integrated Anit Virus

• Vulnerability scanner

• Data Loss Prevention



“Who is responsible for protecting my data?” 
ultimately …
“You are !” 

Barracuda security solutions 
can help you secure and get the best of  your

Microsoft Azure infrastructure


