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SealPath — Protection and Control beyond the Perimeter

wherever they go
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Your data, protected and under
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Document Security Everywhere

1. Three ways you are loosing confidential data
2. Four emerging challenges for security teams
3. Why existing security measures are not enough
4. Advantages of a data-centric security approach
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Your data, protected and under
control wherever they go




Leakage of sensitive data is an upward trend
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WikiLeaks
WikiLeaks publishes 'biggest ever leak of
secret CIA documents'

The 8,761 documents published by WikiLeaks focus mainly on techniques for hacking and
surveillance
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ONLY 4% of breaches (from 2013-2016) were “Secure Breaches” where
encryption was used and the stolen data was rendered useless.

Source: The Breach Level Index.



Three ways you are loosing confidential data
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Human Error

Negligent employees or contractors.

Malicious Attacks

Caused by hackers or criminal insiders
(employees, contractors, etc.).

System Glitch

Includes both IT and business

rocess failures.
P Source: Ponemon Institute. 2016 Cost of Data Breach Study.



Types of ex-filtrated data

EX-FILTRATED DATA

Documents, Emails, Database dumps
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11.5 millions of confidential documents (2.6 Terabytes)
2.2 millions of PDFs and other formats



Consequences of a data leak

CONSEQUENCES

Executives resign, Loss of reputation, Loss of customers
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Data travels everywhere without control

Control over data is lost



Four emerging challenges for security teams

VISIBILITY

Where are my sensitive documents?
Who is accessing my data?




Four emerging challenges for security teams

CONTROL

How can | control files that | have already sent everywhere?




Four emerging challenges for security teams

QUICK REACTION

How can | restrict access quickly after sharing?
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Four emerging challenges for security teams

USER BEHAVIOUR

Users want their regular tools, apps, etc.




Why existing security measures are not enough?

Perimeter
Protection

Y




Moving to a perimeter-less world




The data-centric security approach

PERSISTENT PROTECTION THAT TRAVELS WITH THE DOCUMENT

@ Monitor activity.
@ Control documents.
@ Anywhere, anytime.




The SealPath Solution

ENCRYPT DAT/
Who, When,

ENFORCE ACCESS CONTROLS Permissions (View, Edit,
Print, Copy&Paste, etc.)

The document can be
destroyed by remote

PREVENT DATA LEAKS



The SealPath solution
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SealPath protects your documents and
allows you to control them remotely
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Data travels everywhere WITH control
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Keep control over data



Who needs data-centric-protection?

Companies that manage critical or confidential information that if
it goes to the wrong hands cold harm seriously the company

Type: Intellectual Property, Legal, Management, Finance, HHRR

Public Adm.

Healthcare & Bio
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How does SealPath work?

Protect the document
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v' mark@company.com: View, edit, not printing

v’ ann@company.com: View only

\\/ Expiration date: 30/06/2018, Watermark
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How does it work?

Share it box




How does it work?
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How does it work?

Monitor activity
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Integration with Corporate Tools

SIEMs

CLASSIFICATION
TOOLS DLPs

EXCHANGE
SERVER
OFFICE
365
FILE SERVER,
NAS
CLOUD
STORAGE
PROTECTION
TRACKING
SHAREPOINT, CONTROL
ECMs AD/LDAP




Advantages of a data-centric security approach
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