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Who am I?

Y

SOPHOS



What is loT?
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Is loT the new APT/Big Data/Cloud?
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Is loT the new APT/Big Data/Cloud

“There is no level of legal or
technological ‘protection’ that you
can apply to Hello Barbie's

# recordings to keep them safe.”
-Dr. Jeremy Hansen, CISSP, Assistant Professor of
Computer Science, Norwich University

#HellNoBarbie
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Where to begin?

https://iot.do/security c | |*’33; Search | &8 4+ @ T ~
N
=
© % Your connection is not secure
DR
The owner of iot.do has configured their website improperly. To protect
7S your information from being stolen, Firefox has not connected to this
website.
L
& Learn more...
(5
G iot.do uses an invalid security certificate.
(8]
= The certificate is not trusted because it is self-signed.
@ The certificate is only valid for www.example.com
DR Error code: SEC_ERROR_UNKNOWN_ISSUER
-
© Add Exception...
+
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Standards will help, right?
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CC-SA 2.5 from http://xkcd.com/927/
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Research
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Goals of research KINTSUKUROl

* Survey devices
* Find common vulnerabilities

* |[dentify possible mitigations

* Find unauthorized devices e s Lo,
the piece is more beautiful for having been broken.

* Advise the public and
regulators on findings
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Findings
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Risks
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Marketing to the rescue!
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automated home lighting system

YOUR SMARTPHOMNE BECOME
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What could happen...?
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Defence
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What can you do?

SET UP AWEBSERVICE

TO DO SOMETHING SMPLE,
LIKE IMAGE HOSTING OR
TWEET SYNDICATION, SO
A FEW MILLION PEOFLE
SET UP FREE ACCOUNTS.

p)

BAM, YOLU'VE GOTA
FEW MILLION EMAILS,
DEFAULT USERNAMES,
AND PRSSWORDS.

¥

CC-SA 2.5 from http://xkcd.com/792/
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What can we do?

SOPHOS

Nutrition Facts
Valeur nutritive
Per packet (1g) Par sachet (1g)

—_—
Amount % Daily Value
Teneur % valeur quotidienne

Calories / Calories 0
Fat / Lipides 0 g 0%

Carbohydrates /
Glucides 19 1%
Sugars /Sucres 19

Protein / Protéines 0 g
e
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Security made simple.
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