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Connected Threat Defense: KaAUtepn kat F'pnyopotepn MNMpootaocia
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Connected Threat Defense: KaAUtepn kat F'pnyopotepn MNMpootaocia

“The traditional defense-in-depth components are still necessary, but are no longer
sufficient in protecting against advanced targeted attacks and advanced malware.”
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RAPID RESPONSE

1. Malware infects an endpoint
2. Deep Discovery detects malware
3. Real-time signature pushed to endpoints (logging or blocking)

4. Endpoint Sensor can investigate whether threat had spread
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THIRD PARTY SHARING

Threat Information can be shared with third party applications

RESPOND such as SIEMs, Firewalls, IPS and other applications via Web API
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VISIBILITY AND User-based visibility,
CONTROL | @yreus | conrol Mansger- investigation and management

s« | Policies « | Logs ~ | Reports~ | Updates~ | Admmistration »

User - Sally

< Back to User/Endpoint Directory

‘ Security Threats

Security Threats Over Time.

Policy Status 04-19-2014 ~ 05-18-2014

Contact Information

VirusMahvare - - % * ¥ * *
Spyware/Grayware

Behavior Monitoring Violation

wrewal Violafion
Web Violation @ ] ® @
G&G Gallback
Phishing Email M I I I
Gontent violation B B B
Spam = = = =
DLP Incident =] =]
Apr 20 ) Apr24 ADr26 Api 28 Apr30 May 2 May 4 May 6 May 8 May 10 May 12 May 14 May 16 May 13
3. Mar 17. Mar 3. Mar 14, Apr 28 Apr 12. May III

Security Threat Details

Security Threat Category Endpoint Logged by Time v

10.64.1.62 C&C callback SALLYDRAPER-FC OfficeScan 05/19/2014 12:38:03 AM ~

10.10.10.10 C&C callback SALLYDRAPER-PC OfficeSean 05/1912014 12:37°58 AM

yaakovwb10p@yahoo.com tw Phishing email - InterScan Messaging Security Virtual Appliance 05/1712014 01:15:25 AM

AnGroid0S_Adswo.VTD VirusMalware Sally-Mobile Trend Micro Mobile Security 05/1612014 05:39:43 PM

10.64.1.187 CAC callback SALLYDRAPER-PC OfficeScan 05/1612014 12:37:36 AM

193.138:222.11 CAC callback SALLYDRAPER-PC OfficeScan 05/1612014 12:37:31 AM

JOKE_MOVEDESKTOP Spyware/Grayware SALLYDRAPER-PC OfficeScan 05/1512014 09:38:49 PM

SPYW_SNIFFER SpywareiGrayware SALLYDRAPER-PC OfficeScan 05/1512014 07:38:44 PM v
10232937 14 CAF calhack LLVNRAPER BD o 084514 122795 A0
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Administration Help

Operation Center Summary DLP Incident Investigation Data Loss Prevention Compliance Threat Detection +

80% Antivirus pattern compliance ~ 599 Critical threats 305 5 592 Resolved events

0
[ Endpoints with outdated patterns: 249 A Affected users: 402 (0+) o ¥ Users affected by 0 unresolved events: 169
N All
High
(1) 80% Antivirus pattern compliance
VP GC-Henry Francis
Average change (over 7 days): +12%
CPO-Joan Meitner ® VP IT-Harold Crane Managed agents: 1531
e With compliant virus pattems 1243 83%
L] CFO-Lane Murph
S Phy With outdated virus patterns 249 17%
Offline for 7 days 39
Exceptions 0
Unmanaged endpoints: 552
4— - Others
o ° EVP Operation-Peter Cambridge A 599 Critical threats
E ° Ransomware 58
% Known Advanced Persistent Threat (APT) 127
El Social engineering attack 128
s VP Marketing-Peggy Samson 35
o Vulnerability attack 25
Lateral movement 201
St C t I V. ] b I I .t
ingle dashboard with visibili
Single dashboard with visibility across
Low

Y,
HighRISK More

.
layers of protection
*Showing critical threats and detections from the past 7 days
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Connected Threat Defence - 360° Protection

Gartner

Tremd Micro
Offficcescan

2018 Gartner Magic
Quadrant for
Endpoint Protection
Platforms
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