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Napabooiako MNepipdilov ya ta

Npoocwmnikd Asdouéva
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Néo NepBaiiov yra to MPpocwika

5506

Vehicle to Vehicle to Rear Seat
Vehicle Infrastructure System infotainment

000

InVehicle ltem - Remote
Monitoring Updates  Wireless Module

-
-

- » On-Shore
BASIC SERVICES ADVANCED SERVICES
Navigation Tracking
Remote Enaine Monrorng

S—, Basic Vessel Information Predictive Vessel Diagnosis
—
- Port Sync Navigation Fuel Economy Analytics

VESSEL DATA

@0

ACCENTURE CONNECTED PLATFORMS AS A SERVICE

= Location / Direction / Speed
= Hull Stress & Motion
= Engine & Component Conditions

Hyundai Heavy Industries
ON-SHIP PLATFORM
® o

Hyundai Heavy Industries VESSELS |, Bo= e

For Shipbuilders: Product differentiation and additional service revenue ) e — ———— 24}

For Ship Owners: Increased ecomomic value from vessel lifecycle
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Kivéuvol ano to Internet (loC)

The Connected Car and Attack Surfaces Smdl‘t Bu11d1ngS
A Back Door for Hackers?

Connected Building Systems Fly under the Cybersecurity
Radar, Creating “Shadow IoT”

INDIRECT PHYSICAL ACCESS

SHORT-RANGE WIRELESS

206 2 Connected devices
- inuse ir cial

MlLL|ON smart b 1gs -

s (RDS) ‘ ‘ | ) N ) .
EACH NEW CONNECTION OR DEVICE ADDS A POTENTIAL T/—\RGET/ - I

Case Study: Pirates Hack

Management System
T SEE— -

-0)

29%

SIGNATURE APPS BROWSE

services built for TV & search
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Amnelléc ano...

- OpYQVWHEVO EYKANUQ

- Avtaywvioteg/Blopnxavikn
Kataokomneia

-‘EOvn / KuBepviioelg

- AKTIBLOTEC

- Tpopokpatikoil GopEeic
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EMUTTWOELC

HMA: Kivbuvoc hacking yia 465.000 TOTTOBETNHEVOUC

Bnupatodoreg

To mpdphnpa somddeTal oTo cUOTUO QTTOPaKpUopEévol sAEyyoU Tuw PTTaTapiuy, TTou i e Lo
aolpparn nhskTpovikn emiean Ba pmopodos va Tpokahios! eMKivBUVES BIQKUPAVOEIC OTOV ﬁ ST. JUDE MEDICAT"
Kapblakd TTakpd Twv aoBeviw obnyuvTag akopa Kal oTov Bavatd Toug. Symar, CA LS

H apym) éywve ano ) Bpstavia

Ovuata emiBeong emeocav apy1kd Ta ASITOVPYIKA CLOTHUATA PpeTavikmv
voookoleimv, omwg avagepet 1) Telegraph, ue to Reuters va kavel Adyo yia 16

«YTOTITLLCLTCL».

YmevBupidetan 6T o1 opyavwpéveg kupepvoembeoelg Eekiviioav oe moiha
voogokoueia, etaipeieg kan ITavemotma om Bpetavia, mv Iomavia kai v
[Moptoyaiia mpokaiwvtag yaog. O1 yakepg {nNTovv HaMoTa ADTpa o YPIQLaKa
yprjuata (bitcoins).

WannaCry

Ransomware Attack
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ApBpo 33: Nwotonoinon tnv Erontxn Apxr’y

net

Mote 1
7\ J )
«  Xwpi¢ kKayia kKabuaTépnon
*  EVTOG 72 wpWV ATTO TN OTIYMA TTOU ATTOKTA YVWOT TOU YEYOVOTOG TNV
TTapaiaon Twv OEOONEVWY TTPOCWTTIKOU XAPOAKTHPO OTAV ETTOTITIKI apXn
 EAQv n evnuépwaon gival > 72 hours: atraiTeital airioAdynon

. J

Ti repIAapBAaveTal oTnv avag@opd

J )
* TTEPIYPAPEI TN QUON TNGS TTapaRiaonc OEOOUEVWY TTPOCWTTIKOU
XQPOKTAPQ;
*  QVOKOIVWVEI TO OVOUQ Kal T OTOIXEIA ETTIKOIVWVIOC TOU UTTEUBUVOU
TTPOOTACIAG OEQONEVWVY
\_*__TTEPIyPd@el Ta AnPBEVTA 1) T TTPOTEIVOUEVA TTPOG Awn -/
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- Otav n mnapofiaon 6edopévwv TMPOOWTILKOU  XOPAKTPA
evdexetal va Bgoel o uPnAd kivbuvo Tta Skalwpata Kol TLC
e\evBeplec TwWV PUOIKWV MTPOCWTTWV

— Eav ta mpoowrikad dedopéva dev gival Suvatov va yivouv
KaTovonTta T.X. KpuTmtoypadnueva

— Eav &xouv edappocbei ot katdAAnAoL pnxoviopoi mpootaociag
yla TNV pHeiwon tou Kwvduvou

E€apEoeLg

— O iblec mAnpodopieg OMwG KaL oTNV yVwoTomoinon otnv
Ertomttiky Apxn

— E& oplopou: KateuBeiav emikovwvia Pe Ta UTTOKELEVA

— Anuoola  avakolvwon €dv N kateubBeiov  emkowwvia
nipoUToBETel SuoavAaloyec tpooTtABEeLEC.

© netbull, 2017 10



ApBpo 32 - Acdalewa Eneéepyaoiag -
net
1. O unmeVBuvoc enetepyaciac Kol 0 ekTEAWV TNV enetepyaocia
epapuolouvv KATAAANAQ TEXVIKA KOl OPYOVWTLKA METPOL
NMPOKELHEVOLU  va  OSlaodoAiletal to KatdAAnAo emimedo
aoPAAELOC EVOVTL TWV KLVOUVWV
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Yrnpeoia Awayeipiong Arethwy 24x7

/A

netbull

Service Modules

Subscripti @ Q ‘:D E-ﬁ

Security Threat Incident Vulnerability >
monitoring  inteligence  response  identification  Remediation

B I I e e
Netbull Threat Prevention Platform

Operate * IBM adar « IBM QRadar - IBM QRadar
- \ *  Early Warning . IrNing
Intrusion Detection Intrusion Detection Atrusion Detectior Intrusion Detection
System
Malware Trap
System
Vulnerability «  Vulnerability

Management
User Behavior

Analysis

Design and
Implement

I

Client 1 Client 2 Client 3 Client v
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' Aopwot Afovec
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Netbull Threat Management Platform g

/ net

Threat Web

Intelligence Portal

Vulnerability
Management

User
) Database
Behavior

) Protection
Analysis
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Enmyeipnoioxo Kévepo Achaierac
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Process

Preparation

Lessonas

} hcatx
Laamed dentihication

Recovery Comanmont

Erodication
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netbull
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Avadwkaoiec — MoAtikéC

o

Containment
Detection & Eradication
Preparation Analysis & Recovery

© netbull, 2017
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Post-Incident
Activity

netll
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... for further information

Nikitas Kladakis

Netbull

Information Security Director

n.kladakis@netbull.gr

Visit our website: www.netbull.gr
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