
The new Landscape of Cyber Threats and the 

European Cyber Security Challenge

Systems Security Laboratory (http://ssl.ds.unipi.gr/)

Member of the European Cyber Security Challenge Steering Committee

Department of Digital Systems, University of Piraeus

Associate Professor Christos Xenakis

http://ssl.ds.unipi.gr/


28o Infocom Security https://www.symantec.com/security-center/threat-report



38o Infocom Security https://www.symantec.com/security-center/threat-report



8o Infocom Security 4



58o Infocom Security 

 Zero-day vulnerabilities 
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Number of mobile malware detection 



Ransomwares
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# of infection per month  

Total number of infection per year 
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SCADA   
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Vulnerabilities discovered in ICS 

• In 2016 attacks have been reported in Israel, 

Turkey & Finland

• In 2015 a malware in Ukraine trigger an hours-

long blackout affecting about 80,000 people

“Every component in the grid that has 
become digitized is becoming an attack point”



Cellular Networks 

8o Infocom Security 11



128o Infocom Security https://www.symantec.com/security-center/threat-report



8o Infocom Security 13



General Data Protection Regulation – GDPR  

8o Infocom Security 14

Cybercrime can no longer be 
considered as an acceptable 

'running cost' of business



What do we need to protect our world ? 
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• It is acknowledged that there is a growing need for IT security professionals worldwide

• To mitigate this shortage, many countries launch National Cyber Security Competitions

• The aim of these competitions are: 

1. Find new and young talents in cyber security 

2. Encourage young people to pursue a career in cyber security

• The European Cyber Security Challenge – ECSC adds a Pan-European layer on these
National Competitions

What is about 

168o Infocom Security 



The European Cyber Security Challenge - ECSC

• It is an initiative of the European Commission supported by ENISA

• Annually, the competition brings together young talents from European Countries to 
have fun and compete in cyber security

• The goal of ECSC is to place Cyber Security at the service of humankind 

• Promoting:

• An open, safe and secure cyberspace

• A peaceful society with democratic values

• Free and critical thinking

• A Cyber Security championship
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History of the contest  
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ECSC 2017 hosted in Spain 

• In 2017, the competition was hosted in Malaga, by  Spanish National Cyber Security Institute (INCIBE)

• 30th October – 3rd November 2017

• Participated Teams: 15

• Competitors per Team: 10   
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National Teams that will participate

Austria Cyprus  Denmark Estonia 
Germany 

Greece Ireland Italy   Liechtenstein Norway  

Romania Spain  United Kingdom     
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Switcherland Czech     



The Hellenic Cyber Security Team 2017 
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Most of the time Greece was first !!
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Funding is solely based on sponsorships  
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Diamond Sponsors



Funding is solely based on sponsorships  
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Platinum Sponsors Gold Sponsors

Silver Sponsor



Funding is solely based on sponsorships  
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Supporters

Equipment Supporters

Media Sponsors
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• The leadership for the Greek participation in ECSC 2018 was appointed to the Systems’ 
Security Laboratory of the Department of Digital Systems of the University of Piraeus    

• Constitution of the Greek Team

• Organization of the Greek participation 

• Financial administration – Sponsorship

• Dissemination 

• The Steering Committee members are:  

• Prof. Christos Xenakis 

• Prof. Costas Lambrinoudakis

The Greek Participation 
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• 10 Persons - Contestants

• Should be selected by a National Competition

• Five person (14-20) and five person (21 – 25) who legally reside in Greece

• Three coaches (an additional may act as alternative) who is responsible for 

• Well-being and behavior of the Greek Team

• Making sure that essential information reaches the Team and is understood

• Organizing the Team’s strategy 

• A Jury representative 

• One from each country that assess the performance

The Hellenic Cybersecurity Team 
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Constitution of the Greek Team  
• A National on line Competition will take place on April – May 2018. 

• We focus on high participation > 100 persons. 

• The Hellenic Team of 2017 will be actively involved
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•Pavlos Kolios (Team leader)

•Giorgos David Tsekalas

•Anastasios Tsimpoukis

•Petros Lazaros Karolos Mantos

•Lefteris Touloumtzidis

•Giannis Zaxarioudakis

•Marios Gyftos

•Efstratios Kaplanelis

•Nikos Kamarinakis

•Fanis Dimakis

•Charis Mylonas – Greunion

•Thomas Tompoulis - Greunion

•Charis Pylarinos - Greunion

•Kostantinos Vavousis - Unipi

•Alexandra Dritsa – Unipi

•Stella Tsitsioula – Red Comm

Hack the box 



Competition   

• It will be based on the educational exercise Capture-The-Flag  (CTF), which gives the 
participants experience in: 

• Securing a machine or an application

• Conducting and reacting to attacks found in the real world

• Challenges will include: 

• Reverse engineering, network sniffing, protocol analysis 

• System administration, programming, cryptoanalysis

• Web security, forensics, mobile security   

• In both styles: (a) attack/defense and (b) Jeopardy  
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Competition  - CTF 
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Competition  - Isolated
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Competition  - Required skills 
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Objectives for the Hellenic Team in 2018 

• Attract more than > 100 participant at the National Competition

• Constitute a team of more than > 20 persons of the two age sets (14- 20) & (21 – 25)

• Create a Hellenic Cyber Security Academy 

• Contestants, Coaches, Supporters, Professionals, Researcher, etc. 

• Attract more Sponsors 

• Higher impact and exposure to the media / society 

• Become more self-funded by providing:  

• Professional services   

• Cyber training
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www.ecsc.gr

@ECSC2017HellenicTeam

European Cyber Security Challenge - Hellenic Team

@ECSCGR

xenakis@unipi.gr stet@ssl-unipi.gr ecsc@unipi.gr
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