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Breaches

Total breaches H
Breaches with

more than 10 million 13
identities exposed

Total identities
exposed

Average identities A
exposed per breach

In the last 8 years more than 7.1 billion identities have been exposed in data breaches
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Email threats, malware, and bots

2015

Spam rate %

Phishing rate

Email malware rate

New malware variants

Number of bots
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¢ The underground marketplace

Ransomware DDoS short duration

toolkit (<1 hr)

g B

Android banking Trojan Credit cards

Gift card Cash-out service
. 20%- 40% s 10%-20%

(of facevalue) {of acct. value)

Documents
(Passports, utility bills)

Cloud service account

Where

has a price
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Percentage
of scanned
websites with
vulnerabilities

Percentage

of which were
critical

2014

\ 4

\4

2016

Average number of web
attacks blocked per day

2015 2016

€ Zero-day vulnerabilities



Mobile vulnerabilities reported, by operating system

10 Blackberry

2014 I 178 \I

\4

2015

MILLION

Number of mobile malware detection =

2014 2015 2016
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Shodan: The loT search engine for watching
sleeping kids and bedroom antics

[Opinion] Shodan is not the devil, but rather a messenger which should make us take responsibility for our own
security in a world of webcams and mobile devices,

a By Charlie Csborne for Zero Day | January 26, 2016 -- 1143 GMT (1143 GMT) | Topic: Security

The most shocking of Shodan SEE FULL GALLERY

The most shocking of Shodan SEE FULL GALLERY
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Internet of Things

2 minutes:
time it takes for

an loT device to
be attacked

O'" SHODAN webcam

% Exploits % Maps o% Images »’

2,833 82.76.209.232

RCS5 & RDS Business

Speed of attack

o ail - Bl Romania, Buchares

.,.,ﬁ.‘,b T Details
A

66.247.207.65

Slohfsetar Aruba

© IP Webcam

Docsis broadband

- W Ukraine, e:
United States TEE Ukrsine, Ogassa

B Aruba, Oranjestad & swi [ Bootstrap
Korea, Republic of 295 Details Details
Germany 195
Russian Federation 111
Canada a5
HTTP (3030) 1,132
BoE1 613
HTTFS 213
HTTF 166
AndroMonse 28
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Vulnerabilities discovered in ICS

SCADA

* In 2016 attacks have been reported in Israel, ; = 200
. e 165
Turkey & Finland
* In 2015 a malware in Ukraine trigger an hours- -
long blackout affecting about 80,000 people -

2014 2015 2016

#% SHoosn a

85.10.88.37

el 3-10-g5-27. adsl.euphony HTTR/1.1 3@7 Temporary Redirect
Euphony Benelux n.v.

. o R Server: CirCarlife Scada v4.2. 4
Bl Selgium Connection: kegp-alive
Details Date:Sun, 18 Feb 2818 6:43:14 GMT

Cantent-Length: @
Location: himl/setup. html

85 95 189 101
HTTP/1.1 288 OK

“Every component in the grid that has

T.Jrqa',' Bandirma Content-Length: B472

HP— H H H ” Details Content-Type: text/html
become digitized is becoming an attack point
Set-Cookie: ASPSESSTONIDSACBOTCB=ICFIICIAOLKRCDAOL TAGGELA; path=/S
X-Powered-By: ASP.MET
Date: Sun, 18 Feb 2878 @6:38:26 GMT
80 Infocom Security 10



Cellular Networks

Subscriber IMSI
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Figure 7. Interceptiing outgoing calls
Figure 4. Intercept incoming SMS messages



US presidential election: Timeline of attacks during

rh Twitter posts used to claim intrusions were work

~ of a lone attacker called Guccifer 2.0 and stear

H public attention away from Russian groups
. Two spear-phishing
i Campaigns
: conducted against
: political think tanks
: and strategy NGOs
! by same adversaries

DNC identified files and 1 US intelligence agencies
mahware which led it to i released statement they
identify two Russian - were confident that
groups alleged to have : Russia directed attacks
accessed its network i teesess DNC identified intruders’ access against US political

and claimed to have closed and ETOuUps

secured its network

First dump of stolen DNC data
posted online using BitTorrent
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Motivations Behind A
otivat geofmhg 2|::1§1 KacKs Attack Vectors ® Malware/PoS Malware

December 2017

“Unknown

1.1%

® Account Hijacking

“ Targeted Attack
uDDoS
; & DNS Hijacking
& O-day vulnerability

- == - « Compromised WP Plugins

<3 6.6% 1.1%
" _ Unsecure MongoDB

Vulnerable Magento extension
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& Brute Force
BGP Hijacking

I Malicious Script
hackmageddon.com

H Cyber Crime
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® Hacktivism
B Cyber Warfare

hackmageddon.c

Distribution of Targets “ Single Individuals
December 2017
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General Data Protection Regulation — GDPR

Cybercrime can no longer be
considered as an acceptable
‘running cost' of business

PRIVACY 55':'-'”’* iTy

o 2
PROTECTION

0 ERSEHAL
lF-_ B D @
57 & -

INTERMET  RECORDS

coHTROL
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Breach
notification

Harmonization
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Data security

Data
portability

Right to be
forgotten
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What do we need to protect our world ?

80 Infocom Security

HOW CoULD you HAVE LOTS o
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What is about

* It is acknowledged that there is a growing need for IT security professionals worldwide
* To mitigate this shortage, many countries launch National Cyber Security Competitions
* The aim of these competitions are:

1. Find new and young talents in cyber security

2. Encourage young people to pursue a career in cyber security

 The European Cyber Security Challenge — ECSC adds a Pan-European layer on these
National Competitions




The European Cyber Security Challenge - ECSC

* It is an initiative of the European Commission supported by ENISA

* Annually, the competition brings together young talents from European Countries to
have fun and compete in cyber security

* The goal of ECSC is to place Cyber Security at the service of humankind
* Promoting:
* An open, safe and secure cyberspace
* A peaceful society with democratic values
* Free and critical thinking

* A Cyber Security championship

80 Infocom Security 17



(l

This exercise is important, not only for the participants but for the
international experience they will bring back to their respective countries.
This is the third year that ENISA is supporting this exercise. In those three

years, we have seen the growth in the number of countries participating

increase from three to 15 countries. | look forward in the next few years
to the continuing expansion of this project with more people learning
about the important skills involving network and information security.

4

Prof. Dr. Udo Helmbrecht
ENISA's Executive Director

80 Infocom Security 18



History of the contest

ECSC 2015

» Edition: 1st

* Place: Austria
 Participating teams: 6

» Competitors per team: 10
* Winner: Austria

 Edition: 2nd

* Place: Germany

» Participating teams: 10

e Competitors per team: 10
* Winner: Spain

80 Infocom Security



ECSC 2017 hosted in Spain

In 2017, the competition was hosted in Malaga, by Spanish National Cyber Security Institute (INCIBE)

BER SECURyy.
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National Teams that will participate
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The Hellenic Cyber Security Team 2017

-
C @ : : s
Information and Registration

-

CYBERSE a"f" CHALLENGE )|

; ;ae‘
..J' "
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Most of the time Greece was first

@ ECSC 2017 - Jeopardy OnLine
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How satisfied were you with the design of the challenge
(i.e. CTF platform)?

80 Infocom Security
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3. Campaign key statistics: what we /!

achieved

 ENISA and INCIBE showed to be the most influential online,
real AMBASSADORS of the ECSC brand

* More active participating countries

— o NN
L ——

* Note that other THIRD COUNTRIES like i.e. US, China,
Argentina, Canada engaged and show support of the ECSC

25



Facts and figures * enisa

- Inthe last 10 days we had: 15,755 unique site visitors.

- Inthe past 30 days, ENISA’s effort generated significant visibility of the
ECSC2017 in the social media channels popular with the primary audience

of the competition (i.e. young cyber talent)

- 36.7 - 1_84 i 3_79,868 \ ) 943324

Mote: Twitter impact in the past 30 days

104

B0

40
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[ T . -
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Klntar Tiwittar nacke nm #ECSE 1T in thea rack 20 Aawoe
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Key influencers

Based on the analysis of social media analytics, it is evident that
ENISA’s support to the ECSC 2017 media campaign is
instrumental for creating the impact

User Name Avg RTs/ Klout Followers Impressions  Total
Likes Score Exposure
http://twitter.com/incibe INCIBE 18,75 31691 126764 250172
http://twitter.com/cybe r;e::mu nth Cyber Security Month 12,33 52,6 12651 37953 39408
http://twitter.com/ec3europol EC3 11 44 47 11989 11989 14604

3 out of 4 top impact media drivers are EU institutions (ENISA,
EC3, EC — see above)

80 Infocom Security
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Lessons learned - countries '

* Majority of visibility and impact of ECSC 2017 campaign was reaching
European countries

* |nterest was triggered in other geographies too:

* United States
* Argentina g

Switzerland

* China, etc. e

Argentina

Liechtenstein
United States .

Belgium

Great Britain |

Greece
Spain

* Participating teams could spread the message, share and engage more.

80 Infocom Security
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Funding is solely based on sponsorships

Diamond Sponsors

% ADACOM

CYBER SECURITY

focal point_

UK ¢ Greece ¢ Cyprus ¢ lIsrael Cyber Defence Exercises as a Service

== AEGEAN

A STAR ALLIANCE MEMBER Y:::

80 Infocom Security 29



Funding is solely based on sponsorships

Platinum Sponsors

NediaSAMarkt

Quest

Info Quest

TECHNOLOGIES

uni.systems

80 Infocom Security

Gold Sponsors

L

NEURO

=z UBITECH

HEE .viqu

Silver Sponsor
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Funding is solely based on sponsorships

Supporters

~netsquare THALES Re@RED ”i

ATHENS

EEEEEEEEEEEEEEEEEEEE

Equipment Supporters

Qlc@lel devoLo

enjoy.now

Media Sponsors

C’e%h gr CﬂIH=CIpU

wwwwwwwwwwwwww

TECH "
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H dnuooiotnTa Tou ECSC 2017

Xpoviké didoTnMa:
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XpPoVvIKO didoTna:
Mdiog 2017-AeképBpiog 2017

o —

PadIOPUWVIKEC TNAEOTITIKEC

.

o€ online
portals
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The 2018 European Cyber Security |
Challenge will be held in London...




2018 Competition
Dates

October 15th — 19th
2018

1 Cyber
(@@= Security
Challenge UK
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The Greek Participation "* ‘@' '“

* The leadership for the Greek participation in ECSC 2018 was appointed to the Systems’
Security Laboratory of the Department of Digital Systems of the University of Piraeus

e Constitution of the Greek Team

* Organization of the Greek participation

* Financial administration — Sponsorship

HELLENIC
CYBER SECURITY
TEAM

* Dissemination

* The Steering Committee members are:

* Prof. Christos Xenakis

e Prof. Costas Lambrinoudakis University of Piraeus
Department of Digital Systems

80 Infocom Security 36



The Hellenic Cybersecurity Team

HELLENIC
CYBER SECURITY

* 10 Persons - Contestants TEAM

e Should be selected by a National Competition
* Five person (14-20) and five person (21 — 25) who legally reside in Greece
* Three coaches (an additional may act as alternative) who is responsible for
* Well-being and behavior of the Greek Team
* Making sure that essential information reaches the Team and is understood
* Organizing the Team’s strategy
* A Jury representative

* One from each country that assess the performance

80 Infocom Security 37



Constitution of the Greek Team

* A National on line Competition will take place on April - May 2018.

* We focus on high participation > 100 persons.

* The Hellenic Team of 2017 will be actively involved

*Pavlos Kolios (Team leader)

*Giorgos David Tsekalas HELLENIC

CYBER SECURITY

*Anastasios Tsimpoukis TEAM

*Petros Lazaros Karolos Mantos
*Lefteris Touloumtzidis
*Giannis Zaxarioudakis

*Marios Gyftos

*Efstratios Kaplanelis

*Nikos Kamarinakis

*Fanis Dimakis
80 Infocom Security

Hack the box

*Charis Mylonas — Greunion
*Thomas Tompoulis - Greunion

*Charis Pylarinos - Greunion

*Kostantinos Vavousis - Unipi

*Alexandra Dritsa — Unipi

*Stella Tsitsioula — Red Comm

38



Competition ‘49

* It will be based on the educational exercise Capture-The-Flag (CTF), which gives the
participants experience in:

* Securing a machine or an application
e Conducting and reacting to attacks found in the real world
e Challenges will include:

* Reverse engineering, network sniffing, protocol analysis

e System administration, programming, cryptoanalysis

* Web security, forensics, mobile security

* In both styles: (a) attack/defense and (b) Jeopardy

80 Infocom Security




Competition - CTF

Attack & Defense

CTF Web Apps

Remote Desktop

80 Infocom Securiy

FEE(P) Cyber Range
minsait

.......

Shared Environment

Team 2
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Competition - Isolated

Isolated Environments

@@@
©Bgg®

Team 2

SN
&“

Jeopardy - Isolated

minsait

FEE(P) Cyber Range E

CTF Web Apps

Team N




Competition - Required skills

[ ™

Operating Systems Forensic Analysis
Malware Analysis Reverse Engineering
5 o=
o
Esteganography Database Security
Secure Programming Penetration Testing

80 Infocom Security
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Web Hacking

EIDCI
A

Social Engineering

4

Code Analysis

=

Network Security

0
(®

Crypto Puzzles

=

Mobile Security

c;:@

Cryptography

i

Miscellaneous
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Obijectives for the Hellenic Team in 2018

* Attract more than > 100 participant at the National Competition
* Constitute a team of more than > 20 persons of the two age sets (14- 20) & (21 — 25)
* Create a Hellenic Cyber Security Academy

* Contestants, Coaches, Supporters, Professionals, Researcher, etc.
* Attract more Sponsors
* Higher impact and exposure to the media / society
* Become more self-funded by providing:

* Professional services

* Cyber training

80 Infocom Security 43
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