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What is the Cost of Cybercrime?

 What is the value of our digital assets? How can we
accurately measure the cost of cybercrime?

e After a hack most victims tend to underestimate the
damage, but most security firms usually overestimate
losses

Il

* Estimate the strength of a security technology by
learning what cybercriminals are willing to pay to
bypass it and / or obtain the data

"How'd you know | was in for cyber crime?"
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SAINT CyberCrime Observatory — SCCO

* Create a pricelist — stock list of various digital goods

* Monitor price fluctuations

* Detect outliers

* Check cross-correlations and cross impacts between
different indexes

* Raise alarms and provide early warning notifications

* Provide input for the economic analysis module
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Deep Web Tr-

A Deep Web Crawler (DWC):

 Automatic Data Collection when

possible

o More challenging than the a simple
Web Crawler

Analysis of Black Markets:
* Automatic via DWC

 Manual (Designated Researchers)

* Archives (TBs of data already
available)

o/

(" World Wide Web

Open Source Intelligence (OSINT):

* Malware
* Bug Bounties
e Search Engines

e Security Updates

* Spam
e Vulnerabilities

Grams

Search Darknet Markets and more!

MARKETS LIST & AVAILABILITY STATUS

TOP MARKETS!

AlphaBay - 98.65%
Dream market - 98.6%
Valhalla (Silkkitie) - 97.97%
Qutlaw Market - 98.93%
Hansa Market - 99.63%
INVITE / REFERRAL MARKETS
Acropolis Market - 99.77%
T+chka Free Market - 97.45%
Apple Market - 99.41%
House Of Lions - 97.64%
The Trade Route - 99.72%
MARKETS

€1
Darknet Heroes League - 97.11% 2
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Deep Web Crawler

The anonymous

* Two different instances: Internet
* Clearnet Crawler tool iy Tor users
per 100,000
* Deep & Dark Web Crawler tool e
I 100 - 200
B 50 - 100
B 25-50
1025
55—10
e Clearnet Crawler sub-instances: o omaton

> some of the ENISA TOP 15 threats (Malware, -
Botnets, Spam, Phishing, DDoS, Web Based
Attacks, Ransomware)

» Bug Bounties (prices, entities)

* Deep & Dark Crawler sub-instances:
* Vulnerability Markets
e Cybercrime activity

1 Crdord Intarmat Instiiuip
University of Oxford

Tor related usage information 5 | 2% ,pﬁ\l
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SAINT CyberCrime Metrics: Underground

Deep Web Dark Market Analysis

e Stolen Data:

PrObes o Hacked Accounts
Online: o Credit Cards
e Markets * CaaS: Crime as a Service:
e Forums o Botnets
* VVendor Shops © Spam |
o Hackers for hire
o Malware

Offline: o Bulletproof providers

* Cybercrime o Pharma programs
Statistical Data . General Black Market Ac @2@
¢ ArChived Of o Posts Q

Black Markets o Members

e
s
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SAINT CyberCrime Metrics: Malware

 New malware strains (AV effectiveness)
* Price of custom malware (AV effectiveness & OS Security)
 Number of new signatures (AV effectiveness)

 Safe Browsing blacklists (AV effectiveness & Browser Security)

* Malware hosting domains (AV effectiveness & Web Server Security)
* Top Malware lists — phylogenetic models (AV effectiveness)
 Number of AV solutions (AV effectiveness) ‘ f

* Number of new IDS rules (new attacks)
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SAINT CyberCrime Metrics: Spammers

e Spamlists: blocked
domains / IPs (spamfilters
effectiveness)

* Spam merchandise
pricelist: drugs, software,
replicas (anticounterfight
solutions)

* Spam keywords blacklists
(spamfilters effectiveness)

* Spam honeypots
(spamfilters effectiveness)
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SAINT CyberCrime Metrics: Search Engines

Google Hacking Results:

Automatic queries (time - :
e ( Shodan Hacking Results:

normalized) “

asslis - 1 N in”

paslslitst.txt (a better way) apaChe Clty Bsrllr’]’

passwd . * nginx country: DE

passwd / etc (reliable) . ” "

people.st e Apache city:”Brussels

psyBNC config files t "8080"

wd.db .

Eerver—dbs "intitle:index of" pOI’ . -

signi(;l'mC]‘itl)e/type:urlCI prOd UCtI ApaChe

spwd. assw

]tiTetype:sq:p'('insTrt intc;\;“()psaslslpaiswdlpassworcilj) | | Tomcat/coyote JSP

iletype:sql ("values * " | "values * password" | "values * . ”

encrypt") e ngl ne

fil :sql +" " -cv! .

e T ©oserver:gws’

f:lztz;g:;:ls ulsel:nz;\m:-passv:/ol:d -e;nail h OSt Name: google

htpasswd

htpasswd / htgroup
htpasswd / htpasswd.bak
intext:"enable password 7"
intext:"enable secret 58" .../”

* cisco net:”195.170.0.0/24"

SHODAN

Computer Search Engine
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SAINT CyberCrime Metrics: Trends

oMﬂm G ransomuare - Bgpener X |

( ) C 3 [ A rendgoogecmendepoe EC A v?u(l @ 1]

= GoogleTrends  Ecepedvnon

e o ;o\“‘“a'e

NEW METHODS FOR FLU “The approach,called ARGO “a
f0r AUIORegI’ ess’bn With Google Maykoapiug v Tatehevtaia 3€m ¥ Ohec o1 xamyopies ¥ ) IOV [oTd ¥
TRACKING AND PREDICTION search data, combines Google
data with historical records from S ,
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— S seasonality of the flu.”
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SAINT CyberCrime Metrics: Applications

* New security updates && patches && bugfixes
* Number of vulnerabilities && bugs && exploits
* Security Contests (SSS)

* Bug bounties (SSS)

 0-days pricelist (SSS)

* Minor application versions aa.bb
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ENISA Top 15 Indicators (2017)
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Malware

Web-based attacks
Web application attacks

Phishing
Spam

Denial of Service

Ransomware
Botnets
Insider threat

Physical manipulation/damage/theft/loss
Data Breaches

Identity Theft

Information leakage

Exploit kits

Cyber-Espionage

Top Threats 2016

1. Malware

2. Web based attacks

3. Web application attacks
4. Denial of service

5. Botnets
6. Phishing
7.5pam

8. Ransomware

9. Insider threat

10. Physical
manipulation/damage/

theft/loss
11. Exploit kits

12. Data breaches
13. Identity theft
14. Information leakage

15. Cyber espionage

Assessed
Trends 2016
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Top Threats 2017

1. Malware

2. Web based attacks

3. Web application attacks
4. Phishing

5. Spam

6. Denial of service

7. Ransomware

8. Botnets

9. Insider threat

10. Physical
manipulation/damage/
theft/loss

11. Data breaches

12. Identity theft

13. Information leakage
14. Exploit kits

15. Cyber espionage

Assessed
Trends 2017

o
O

1)
0
1)

0
1)
O
o

O

= B e ey )

Change in
ranking
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Legend:

Trends: 1) Declining, = Stable, ©¥ Increasing

Ranking: TGoing up, -» Same, |- Going down
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Web Based Attacks |: http://lists.blocklist.de/lists/all.txt

Web Based Attacks II: http://feeds.dshield.org/block. txt -

Index of Nlists

threats.webBasedAttacks1 socuments 5.7k o “oss threats.webBasedAttacks2
Documents Documents
ield: * ue' { ield: ' ue'
STl vew | = ust | ® e Displaying ¢ [ insenrpocument BTG BIERCE

Id("5a8213bBccfa361c5c4FB137")
8.201"

TimestampUTC: 1518524312, 853036
DatetimeUTC: “2018-02-13 14:18:32"

Id("5a8213bBccf9361c5c4FB138")
172.197"

18524312. 853036
DatetimeUTC: “2018-02-13 14:18:32"

> | _id: ObjectId("5a8273bBccfa361c5c4Ta139") > id: Ta(n

IP: “1.160.131.66"
18524312.853036
2018-02-13 14:18:32"

TimestampuTC:
DatetimelTC:

_id: ObjectTd
IP: "1.161.14
Timestanpy
DatetimeUTC:

a8213bBccfo361c5cAT813a")

18524312.853036

b
18-82-13 14:18:32" TimestanpUTC

2637881d28022257" )

ML Metherlands"

DatetimeUTC: “2018-0

JSON formatted document objects

DShield.org Recommended Block List
(c) 2018 DShield.org
some rights reserved. Details http://creativecommons.org/licenses/by-nc-sa/2.5/
use on your own risk. Mo warranties implied.
primary URL: http://feeds.dshield.org/block.txt
PGP Sign.: http://feeds.dshield.org/block.txt.asc

comments: infofdshield.org
updated: Wed Feb 28 14:34:48 2018 UTC

This list summarizes the top 20 attacking class C (/2Z4) subnets
over the last three days. The number of 'attacks' indicates the
number of targets reporting scans from this subnet.

Columns (tab delimited):

(1) start of netblock

(2) end of netblock

{3) subnet (/24 for elass C)
({4) number of targets scanned
(5) name of Network

(6) Country

(7) contact email address

page info

ITYE

BIOBANTOL"

If a range is assigned to multiple users, the first one is listed.
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Start End
196.52.43.0
20.82.77.0
93.174.93.0
66.111.41.0
77.72.82.0
146.0.77.0
5.1688.86.0
181.214.87.0
191.101.167.0
5.188.11.0
180.97.106.0
60.191.38.0
141.212,122.0
§9.248.168.0
71.6.146.0
58.218.213.0
5.188.10.0
125.212,217.0
92.63.197.0
77.72.85.0

cocuments 40

Netmask Attacks Name

196.52.43.255
80.82.77.255
93.174.93.255
66.111.41.255
77.72.82.255
146.0.77.255
5.1B8.86.255
181.214.87.1255
191.101.167.255
5.1B8.11.255
180.97.106.255
60.191.38.255
141.212.122.255
89.249.168.255
71.6.146.255
58.218.213.255
5.188.10.255
125.212.217.255
92.63.197.255
77.72.85.255

4
4
24

Tore

Name Last modified  Slze Description 1.109.90.186
1.119.43.90
. 1.161.70.27
o Pate Dircetory 1.163.48.51
Fum 018402-28 14:30 86K 1.164.50.14
1.164.54.166
P 080228 1630 113K 1.170.167.237
B IH0228 1430 1K ESEIE o
R 80228 16 13K 1.172.116.111
Lo DBNBIED B TR
Displayin N ) "

o g 1m WS008 1430 WK 1.173.158.67
= 1.173.164.235
L WI80228 140 137K 1.175.60.57
= 093wt WI80228 1630 WK iiggigg;g;

I 3l 280228 14630 396K 1.180.64.86
s BRBIEH D 1.180.70.178
2 apache txt 2018-02-28 14:30 137K 1.187.240.164

1.187.249.202
<) apache mds 01602-28 1440 32 1.189.131.177
2 sleriskit 80228 14630 LK Hggfggégs
2 bt WIB0228 1430 16K 1.191.139.239
2 bosnds DBRBUA 3 1152.2e0.101
2 bucforeelopingee 20180228 1431 94K 1.192.240.135
= ] 1.192.240.179
<] bruteforcelogin txt.md5 2018-02-28 14:40 32 1.192.240.210
jcovieimgpt BB 14N WK ii;ggig;g
Boowiepopinl  NIE0RB 140 BK e

Server content List of IPs scraped

Country email

1202
1188
1186
1177
1161
1155
1148
1147
1143
1134
1130
1112
1112
1101
1100
1091
1085
1080
1075
1063

LEASEWER=NL Netherlands, NL
QUASINETWORES , ML abusefquasinetworks.com
QUASINETWORES , ML abusefquasinetworks.com

SACO MET - Sago Networks, LLC, US abusefzagonet.com
NETUR=AS , RU aogpanfnetup,ru

HOSTREY-AS , NL abusefhostkey.nl

abuseénl. leaseweb.com

PIN-AS , RU abusefpinspb.ru

WICOM=U8 = WZ Communications Ine., Us abusefwebazilla.com

Digital Energy Technologies Chile Sph, CL nocfAS61440,¥ET

PIN-AS , RU abusefpinspb.ru

CHINANET-BACKBONE No.31,Jin-rong Street, cx anti-gpaméns.chinanet.cn.net scra plng
CHINANET-BACKBONE No.31,Jin-rong Street, cx anti-spaméns.chinanet.cn.net

UMICH-AS-5 - University of Michigan,  US abusefumich. edu

QUASINETWORRS , NL abusefquasinetworks.com content

CARINET - CariNet, Inc., us complaintsfeari.net

CHINANET-BACKBONE No.31,Jin-rong Street, cN anti-spaméns.chinanet.cn.net

PIN-AS , RU abusefpinspb.ru T e I
VIETEL-AS-AP Viettel Corporation, Vil hm-changed@vnnic.net.vn \L/Z
TDELUXE-AS , RU supportditdeluxe.con 13 oy z’f\
NETUP-AS , RU aospanénetup.ru /{‘AI"IZ}\—Z


http://lists.blocklist.de/lists/all.txt
http://feeds.dshield.org/block.txt
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DDoS: https://www.exploit-db.com/google-hacking-database/12/
P h I S h I n g : httpS:/ / WWW.phiShtank.CC)m/ threats.exploitDataBase socunewts 422

¥
FhlShTaﬂk Outfhe N o e ek

Documents Schema Explain Plan Indexes Validation
o P H { field: 'value' }
Pages Containing Login Portals main page
These are login pages for various services. Consider them the front door of a websites more sensitive functions. VIEW ST | [ TABLE Displaying Home  Add A Phish wﬂwa Phish  Phish Seareh  Stals FAQ D pirs "I|||I'I| Liss HV Reeount

Pages Containing Login Portals -l search
N _idi 4671

Category: "DDoS"
Date Title Summary Subcategory: "Pages Containing Login Portal"

Entity Type - Google_search:"inurl:/frontend/paper_lantern/index.himl" i i i
2018-02-14  inurl:/frontend/paper_lantern/index.html inurl:/frontend/paper_lantern/index.htm! This Dork is useful to search and find CPANEL login... Google Dork Description: "inur L Frontend /naper.Lantern/ index. hnt”
: 1/t aper_lantern/ index.
2018-01-24  inurl:/login/index.php intitle:CentOS inurl:/login/index.php intitle:CentOS Finds CentOS Web Panel Login Pages. See http://centos-... Description: "inurl:/frontend/paper_lantern/index.html This Dork is useful to search...” mm |s m
ENB-ID: "N/A"
TinestanpUTC: 1518559200
: " 2018-02- / ! \

it 156/ Bags, TAGEY o A ichelonal WA ek Gairoar o TinastmgUTC.ETE: 1515742000, 355023 Sumied Fe 2801 20193:32 M by prodlayabuse  (Curenttme: fe 28h 018 3:32 P UTC)

DatetimeUTC-CTI: "2018-02-27 16:46:40"

Author: “"Nisankh Acharjya"
2017-12-07  intitle:"Panel Administracyjny” *Google Dork : intitle:"Panel Administracyjny"* *Description : Show admin panel of. o h& " b E f l d &ht

1/ /meribatsun.cf/ user, Indexxatt htm

2017-11-13  inurl:"communique_detail.php?id=" *Google Dork Description*:inurl:"communique_detail.php?id=" -with this dork it is ...

<< prevfl234 56780910 next >

2018-01-22  inurl:"/jde/E1Menu.maf" This dork is to search for public available jd edward ERP portals. Dork: inurl:"/jde/E1...

2018-01-08  inurl:"

2017-12-11  inurl:/moodle/login/index.php" Finds Moodle Login pages Dxtroyer

_id: 4661
Category: "DDoS"

|ﬂurl:/fr0ntend/paper_|a ntemllﬂdex.html Subcategory: "Pages Containing Login Port

Entity Type - Google_search: " inur

Sqnino et b ey misin

Description: “inurl:/login/index.php intitl t0S Finds Cent0S Web Panel Login Pag..." | N
ENB-10: /A" This uamisson neds more votes o be confrme o dene
TimestampUTC: 1516744808
B . DatetimeUTC: “2018-01-24"
(Google Dork Description: inurl:/frontend/paper_lantern/index.html (GHDB-D: 4671 SsCra p| ng for‘ fu rth er TimestanpUTC-CTT: 1519742801, 318494
DatetimeUTC-CTI: "2018-02-27 16:46:41"

[fr /pai i \r ) H H | | -‘
Googlearerurtrrterpape atemingen e ER information of each Nithor: "Tnspectertul 1" Sreerhotof e | View stelnrame Vi tchelcal detalls | Vew st b e window
Published: 2018-02-14 Author: Nisankh Acharjya th reat i nsta nce

«Previous GHDB

JSON formatted document objects

threats.phishtank oocuments 3.5k

Documents Schema Explain Plan ndexes W

{ field: lue' 2
T YT T
Registar | Forget Password -
St INSERT DOCUMENT [RUSUVIEE:RAL 23 B TABLE Displaying

BhishTank - Qul of e Net, Into the Tank y _dd: “5501658°

Phish WURL: “htt
Submitted by: '

Verify A Phish Walid?: “Unknown
Showing unverified and online submissions

T e - @B 20B000c0l1111111111111188@808c000. com/ "
shReporter”

m Phish URL Submitted Valid? Online?

m yolssite comy by SwTCHCERT Unknawn ONLINE

ssma1ze e 20t 2016 3:30 M
sz R S el onune
50312 e on Feb 18'3:25 i u ONLINE _dd: 5501649
— Witpss/fsichern. secapple2.com-ch-pyplswitz3?,00.uk/. — . Phish URL: “https:/rssites.google.comssitessystimrecovery4sshome
ssgaue b 2800 2018 3:22 PH. Ak —_— Submitted by: " leofelix'
S taaem, comyljemu.ac. I valid Unknown®
. ssaniie by varifrom Unkram ONLINE = 18—82—-27 18:58:8e"
=g : st SImsiimmenTiliiionnil
g = | 4-222-30-176.u5-co5t-2 compute amazanows comiNOVARICARDO20 P I — DatetimeUTC—CTI: "2018-02—27 18:55:38"
"AIOGANTOE" ! 28n 2018 3:12 PH TimestampUT CTI: 15197508530. 182041
L - Entity type: RL .
wormouro o SR cateadrylTPhizning: JSON formatted document objects
Texvohoyiag s s it ey Unknam onLINE

UNOANOYIOTWY & EXuwrucy —


https://www.exploit-db.com/google-hacking-database/12/
https://www.phishtank.com/
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Malware: https://mirror.uce.edu.ec/malwaredomains/ -

Botnets: http://osint.bambenekconsultingcom/feeds/c2- ipmasterlist.txt

Espejo Piblico de

../malwaredomains/

waf

20160801.
20160802.
20160803 .
20160804.
20160805.
20160807.
20160808.
20160809 .
20160810.
20160811.
20160812,
20160815.
20160816.
20160817.

floreplan.com.br

pousadarotadaspraias.com.br

srs—bd.com phishing
s-teamworld.com predator
validlogin.top rat

txt
txt
txt
txt
txt
txt
txt
txt
txt
txt
txt
txt
txt
txt

1z-land.co.3ip locky
akeseverin.com locky
krovgid.xzu locky

libertymanuals.com
programistyczni.strefa.pl

ramsayconstruction.ca

steelfs.com.mx locky
visionaero.com locky
robtozier.com locky
axcpbvmtj.info pykspa

bothimportant.net
dhllocgiklyg.com
doctornotice.net
fellowlength.net
fieldrain.net

fvwvupgbowpg - com
gainovexr.net
gpdortustufu.com
hklecfepnywv .com
hpplus.net
ihkhhxsxwfew .com
kbfnilkoobyl.org
mothermodern . net
nailhouse.net

nayafm.com nymaim
newbin.com nymaim
nextfn.com nymaim
otacee .com wirut

pawernynwwikk . com

suppobox
fmbaucylhdainytfyzhddghha.com

suppobox

nymaim

suppobox

filename

phishing
phishing
private

cybertracker.malwarehunterteam.cc

timestamp
2018,
2016,
2016,
2016,
2016,
2016,
2016,
2016,
2016,
2016,
2016,
2016,
2016,
2016,
2016,

28 Feb
01 Aug
02 Aug
03 Rug
04 Rug
05 Aug
07 Ang
08 Aug
09 Aug
10 Ang
11 Ang
12 Aug
15 Aug
16 Aung
17 Aung

cybertracker.malwarehunte
cybertracker.mals

20160801

cybertracker .malwarehunterteam.com

techhelplist.com
techhelplist.com
techhelplist.com

locky techhelp
locky

locky techhelp

techhelplist.com
techhelplist.com
techhelplist.com

private 20160801
suppobox
tinba
suppobox
suppobox
private

private

murofet
tinba private

private
tinba private

tinba rivate
private 20160801
tinba private
tinba private
suppobox

private
private 20160801
private 20160801
private 20160801
private 20160801
tinba private

20160B01

20160801

201le0B0L
list.com

techhelplist.com

list.com
20160801
20160B01
20160EB01

priwvate 20160801
20160801
priwvate 20160801
private 20160801
20160801
priwvate 20160801
20160801
20160801
20160801
20160801

20160801
20160801
private 20160801
20160801

20160801

08:
17:
16:

16:

06

2Z0160B01

20160801

#7
#7
#7

#7
#7
#7
#7
#7
#7
#7
#7
#7

Master Feed of known, active and non-sinkholed C&Cs IP
addresses

Feed Provided By: John Bambenek of Bambensk Consulting
jchbambenekconsulting.com // http://bambenekconsulting.com 2
Use of this feed is governed by the license here:

## at: 2@18-23-14 12:13 ## Master list feed of all current C&C IPs I.ISiI"Ig DEAs
#7
## Feed Provided By: John Bambenek of Bambensk Consulting
## jchfibambenskeonsulting.com // http://bambenskeconsulting. com

http://osint.bambenekconsulting.com/license.txt

For more informaticn on this feed go to:

http://osint.bambencekconsulting. com/manual/c2-ipmasterlist.txt th feed
_— ese feeds are:

#7

All times are in UTC

Cryptolocker

.632.282.3,IP used by banjori C&C,2018-83-14 12:84,http://osint.bambenskeon
.632.282.8,IP used by banjori C&C,2018-83-14 12:84,http://osint.bambenskconsulting. com/manual/banjori.txt
.149,142.219,IP used by banjori C&C,2818-83-14 12:84 ,http://osint.bambenekconsulting.com/manual/banjori.txt
.4.17.228,IP used by banjori C&C,2018-83-14 12:64,http://osint.bambenskconsulting. com/manual/banjori. txt

GameOver Zeus (p2p and post-Tovar)

.187.124.53,IP used by banjori CRC,2818-83-14 12:@4,http://osint.bambeneke] - tinba
.228.203.89,IP used by banjori CRC,2018-63-14 12:04,http://osint.bambenekeq - matsnu
.236.62.147,IP used by banjori C&C,2818-@3-14 12:84,http://osint.bambenekec] - pushdo
.89.182.179,IP used by banjori C&C,2818-83-14 12:84,http://osint.bambenekc{ - 9akbot
.2368.142.125,IP used by banjori C&C,2818-83-14 12:84 ,http://osint.bambenek
.241.196.185,IP used by banjori C&C,2818-83-14 12:84 ,http://osint.bambenek
.632.282.18,IP used by banjori C&C,2018-23-14 12:84,http://osint.bambencskeco

generated.

.63.282.28,IP used by banjori C&C,2018-283-14 12:84,http://osint.bambenekco|Thic feed ic generated every 18 minutes.

This feed is merely an aggregate of the other feeds which list
IP addresses of active and non-sinkholed C&C servers.
current list of malware families that are represented in

See the respecitve manual pages for how each indicator is

The

67.231.246.114,IP used by banjori C&C,2818-83-14 12:84 ,http://osint.bambenekconsulting.com/manual/banjori.txt

.55.92.182,IP used by banjori C&C,2013-23-14 12:84,http://osint.bambenskconsulting.com/manual/banjori.txt
.55.92.183,IP used by banjori C&C,2013-83-14 12:84,http://osint.bambenskconsulting.com/manual/banjori.txt
.45.71.59,IP used by banjori C&C,2018-83-14 12:84,http://osint.bambenskconsulting. com/manual/banjori.txt
.64.147.249,IP used by banjori CR&C,2818-683-14 12:04,http:/ osint.bambenekconsulting. com/manual/banjori. txt
.208.236.219,IP used by banjori C&C,2818-83-14 12:84 ,http://osint.bambenekconsulting.com/manual/banjori.txt
.228.199.8,1IP used by banjori C&C,2013-23-14 12:84,http://osint.bambenskconsulting.com/manual/banjori.txt
.228.2087.152,IP used by banjori C&C,2818-83-14 12:84 ,http://osint.bambenekconsulting.com/manual/banjori.txt
.24.9.52,IP used by banjori C&C,2015-83-14 12:84,http://osint.bambenskconsulting. com/manual/banjori.txt
.45.156.1%4,IP used by banjori CR&C,2818-63-14 12:04,http:/ osint.bambenekconsulting. com/manual/banjori. txt
.169.145.159,IP used by banjori C&C,2818-83-14 12:84 ,http://osint.bambenekconsulting.com/manual/banjori.txt
.169.145.16@,IP used by banjori C&C,2818-83-14 12:84 ,http://osint.bambenekconsulting.com/manual/banjori.txt
.169.145.161,IP used by banjori C&C,2818-83-14 12:84,http://osint.bambenekconsulting.com/manual/banjori.txt

JSON formatted document objects


https://mirror.uce.edu.ec/malwaredomains/
http://osint.bambenekconsultingcom/feeds/c2-ipmasterlist.txt
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SAINT — Threats database collections -MongoDB

(NoSQL schema database &J

Event_ID,Attribute_I1D,Datetime,Category, Type
2,26,2014-03-25 09:47:42 Artifacts dropped,comment

2,27,2014-05-19

17:20:29,Artifacts dropped,filename

2,28,2014-03-25 09:45:09,Artifacts dropped,regkey| value
2,29,2014-05-19 17:20:40,Artifacts dropped,yara
2,30,2014-05-19 17:20:17,External analysis, link
2,31,2014-05-19 17:20:53,External analysis, link
2,32,2014-03-25 09:42:05,External analysis,url
2,33,2014-03-25 09:47:00,Network activity,comment
2,34,2014-03-25 09:43:40,Network activity,ip-dst
2,35,2014-03-25 09:44:10,Network activity,user-agent
2,36,2014-03-25 09:49:26,Payload delivery,vulnerability
2,37,2014-03-25 09:42:53,Payload installation,mdS
2,38,2014-03-25 09:43:19,Pavyload installation,shal
2,36678,2014-05-19 17:21:40,External analysis, link

3,39,2014-04-01
3,40,2014-04-01
3,41,2014-04-02
3,42,2014-04-01
3,43,2014-04-01
3,44,2014-04-01
3,45,2014-04-01
3,46,2014-04-01
3,47,2014-04-01
3,48,2014-04-01
3,49,2014-04-01
i 3,50,2014-04-01

It

unohoyioTwy & exdooewy

15:37:23, Antivirus detection,text

15:37:23 Antivirus detection,text
14:13:55,External analysis, link
15:38:47,Payload delivery,filename|shal
15:38:47,Payload delivery,filename | sha256
15:38:47,Payload delivery, malware-sample
15:34:50,Payload delivery,mdS
15:51:55,Payload delivery,shal
15:50:34,Payload delivery,shal
15:36:11,Payload delivery,sha256
15:33:13,Payload delivery,vulnerability
15:36:44,Payload installation,shal

SON B

Collections

CREATE COLLECTION

Collection Name * Documents
exploitDataBase 429
ipmasterlist 20,363
malwaredomains 57846
phishtank 6,105

webBasedAttacks1 63,700

Database Name

admin

demokritos

local

threats

twitter

Avg. Document Size

97278

37578

26958

30388

1033B

Storage Size

68.0KB

58.3MB

44.0kB

67MB

1.2GB

g Data)

Total Document Size

236.0KB

73MB

149MB

18MB

6.3MB

Collections

Num. Indexes

Total Index Size

16.0KB

788.0 KB

964.0KB

86.0KB

624.0KB

Indexes

T\ €/
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SAINT CyberCrime Metrics: Social Networks

Social Network Analysis (SNA):

Twitter hastags frequency monitoring: #bugs #bounties #malware
#thacking #spam #osint #deepweb #darkmarket #vulnerability #0day
#apt #rat #bot #c&c #zombiepc #exploit #carders #phising #ddos
#stressers #backfoor #logicbomb #dox #shell #blackhat #spoof
#fisocialengineer  #trojan  #rawsomware #crimeware  #resolver
#scriptkiddie  #root  #rootkit  #deface  #XSS  #SQLinjection
#tbufferoverflow #hactivism
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Cvbersecuritv Social Network Analvzer - CSNA

Qutput 1 OQutput 2

SAINT Twitter User Mentions frequency: #BugBounty, #vulnerability #markets, =
#security #contest tweets
Click and drag to zoom in. Hold down shift key to pan.
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SAINT CyberCrime Metrics: Glob

http://globalsecuritymap.com/#
9 Gl ey

0
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T e

(Greece & ranked #1 ouf of 224 counfries on e Hest Explok index for cyber
secury (HE-index] at 2047-09-13 (a higher rank equals warse securiy). The
owest ranking of Grece was 53 an 2114-09-06. The country's highest
ranking was observed on 204-12-24, where fhe couniry ranked 246.

‘There are & bolal of 145 ASs (Autononomous Sysiems| inked fo his counry.
133 (.7%) are registered to s country and, of hesz, 13 (9.0%) are
routed from another country. 0 he ASs bebnging o Greece, 12 (B.3%) ASs
are routed abroad of the country.

‘The larges cyber secarky freat from Greece is spam wih 2 HE-ndex: of
4675 The lowestthreat are current events wih & HE-ndex 0750,

1183

M3y

1108

AS name

MASTERHOST-AS masterhost autonomous system
AGAVAZ Agava Ltd.

IGHOST IQHost Ltd

ESERVER Hosting Operator eServerru Lid.
CENTROHOST-AS CJSC Registrar R01

SWEB-AS SpaceWeb CJSC

CITYTELECOM-AS Filanco LTD

ASN-RUCENTER-HOSTING Autonomous Mon-commercial
Organization "Regional Metwork Information Center'

RTCOMM-AS OJSC RTComm.RU

TIMEWEB-AS 000 TimeWeb

al Security Map

TO ACCESS, CONTACT:
access@globalsecuritymap.com

There are a fotal of 145 ASs (Autononomous Systems) inked to this country.
133 (91.7%) are registered to this couniry and, of these, 13 (9.0%) are
routed from another country. Of the ASs belonging to Greece, 12 (8.3%) ASs

are routed abroad of the country.

The largest cyber security threat from Greece is spam with a HE-index of
167.5. The lowest threat are current events with a HE-index of 5.2,

Latest headlines
HE Index contributions

W Spam (43%), 1~ Badware (24%), M Phishing (5%), M Walware (11%),
=7 (%), W Crime hubs (17%), W Current events (1%)
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http://globalsecuritymap.com/
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SAINT CyberCrime Metrics: Outcomes

* A SAINT CyberCrime Observatory for European citizens, stakeholders,
legislators, security researchers, scientists and law enforcement
officers

* Basic Early Warning Services for imminent threats

* A toolbox of methodologies and prototype applications to analyze 11
security trends and cybercrime activity

* A set of cybercrime metrics to evaluate the financial impact of
existing cybersecurity technologies
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Saint EU Project Home:

2 €@

SAINT

PROJECT COORDINATOR
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https://project-saint.eu/

Wednesday 28 March, 2018

The 1st SAINT workshop took place last Tuesday 20 March 2018. A highly successful
event for clustering and networking for Cyber Security projects, hosted by the NCSR
“Demokritos” in Athens. The objective of this workshop was achieved by bringing
together several EU cyber security and privacy related projects, exchanging
knowledge and ideas and promoting inter-project collaboration.

Tueaday, March 20,2018

The H2020 SAINT project organises its 1st workshop on Tuesday, March 20th 2018 in
Athens.

The main objective of this workshop is to bring together several EU cyber security
and privacy related projects, to assist in the exchange of knowledge and ideas and
promote inter-project collaboration.

Date: 20.03.2018

Venue: NCSR "Demokritos” , Institute of Informatics & Telecommunications
Building (No 26)
Patriarchou Gregoriou E & 27 Neapoleos str, Agia Paraskevi, Athens, Greece

Tweets » @saintprojecteu [ ]

saintprojecteu

More about the #saintprojecteu workshop follow
up at project-saint.eu/article/succes

Q = Mar 30

saintprojecteu

Thank you all for contributing to this successful
workshop! All presentations are now available
on: project-saint eu/event/saint-wo.
#saintprojecteu @sissden @enisa_eu
@CYBECO_project @ANASTACIA_H2020
@konfidoproject @shield_h2020
MANNRANMADrniart ACIDQFEMnrniact
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https://vimeo.com/246975321

=X
SA| N T Systemic Analyser In Network Threats

Thank Yyou 1or Yyour attention!

Q&A

Vasileios Vlachos

Assistant Professor
Department of Computer Science and Engineering
Technological Educational Institute (TEIl) of Thessaly

Y :vsvlachos Linkedm :https://www.linkedin.com/in/vsvlachos/ B -https://vsvlachos.blogspot.gr/
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