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» Established : 2006 Regional Offices : Athens, Greece & Nicosia, Cyprus

* Client base : Large & Enterprise Government, Financial, Insurance, Telecom,
Utilities and Business Services companies throughout Southeastern Europe and
Middle East.

* Products and Services Portfolio

Governance, Risk, and Compliance Services
Enterprise Security Solutions

Cloud Security Services

Training & Awareness Programs

* Whyus

Trusted Security Services & Solutions Provider
Commitment to Quality

Customer-Focused Approach

Experience and Expertise

Innovation

TOV £

AUSTRIA —
HELLAS
EN ISO 27001:2005
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Companies invest in access control
but once users gain access,
there is little knowledge of

who they are and what they do!

(Even though 71% of data breaches
involve privileged user credentials)




Why?
Because system logs are built by DEVELOPERS for DEBUG!

(and not by SECURITY ADMINS for SECURITY AUDIT)
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W Administrative B
4 [w Windows Logs

f] Application

[+ Security
1 Setun

Security Mumber of events: 35,448 M Maw svante auailakla

Keywords Date and Time MEventID ProcessID Thread ID Task Category
Q,}\udit Success  4/15/2012 2:5... 4674 584 600  Sensitive Privilege Use
C":lelfkunlit Success 4/15/2012 2:5... 4674 584 600  Sensitive Privilege Use
Q“Audit Success  4/15/2012 2:5... 4624 584 1708 Logon
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Source =
Microsoft Windows :
Microsoft Windows s

Microsoft Windows «

Can you tell what
happened here?

}

For example:

102.54.94.97
38.25.63.10

T

localhost
wormhole

s the mappin

ggT on 20
first column d YT
d the host name shotﬂd e

rhino. acme. com
x. acme. com

3-1999 microsoft corp.
HOSTS file used by microsoft Tce/Ip for windows.
gs of IP addresses to host names. Each
Individual Tine. The

P wuld
the carresnunrﬂng hDs! name.
separated by at least one

nts (such as these) may be inserted on indiuiaua'l
Tines or following the machine name danotad by ymbo

# source
* ox

Slideshow image

server
15ent host

b 4

OiTHostedDemo-S (Administrator, Monday, QftH

|Q¢¢L-.-d.my

hosts - Hotepad _(6/9

®'§®®

[CX- X == ... |[73 hosts - Notepad

11:23:40 AM_{ 381184 )

(SICIC)
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Log Name:
Source:
Event ID:
Level:

User:
OpCode:
Mare Information:

Video Replay shows
exactly what happened i

latform Connection

Information Keywords: Audit Success
N/A Computer: OIT-brad.observeit-sys.local
Info

Event Log Online Help

Replay_\/ideo

(»

Wouldn’t it be easier
with a ‘Replay Video’
button?




System Logs are like .'.; :‘;'.‘.'
Fingerprints e

Ele Action Yiew Help - Ec u r
They show the results/outcome R B Boniress Securty.
of what took place P R TRy
18| Tnbernet Explorer 3

cccc

User Audit Logs are like
) Surveillance Recordings
They show exactly what
took place!

(44

¢ Both are valid...
...But the video log goes right to the point!



-
.0-.
. 'o..
. -
L]
®q0

even have their own logs! besecur
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And many commonly used apps don't observe

e Firefox/Chrome /IE * Registry Editor
* MS Excel /Word * SQL Manager
* Outlook * Toad

» Skype * Network Config

REMOTE & VIRTUAL TEXT EDITORS
° v

* Remote Desktop

* VMware vSphere * Notepad
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Challenges with Log Analysis

* Too many logs

Logs are too technical

Logs are designed for IT purposes, not Security

Not all applications/activities generate logs
Investigation with Log Analysis is resource intensive

(44

No wonder only 1% of data breaches are
discovered via log analysis!




Obse.rveIT - Software that acts like a observe ,.‘
security camera on your servers! besecure

Managed E-Business Security,,

* Video camera: Recordings of all user activity

*  Summary of key actions: Alerts for problematic activity



Our Solution

with ObservelT’s
'@W 3 key features

1: Video Capture

—

Server or Desktop

WHO is doing WHAT
on our network???

' = idl . .
; == Admin | —| r seestan 2: Video Content Analysis
S == Recording L
. [ = e @‘ List of apps,
! . } ‘__/ files, URLs
! ‘ Logs on as ‘Adinipsstiditor’ -©-| » \\ accessed
f ’ 3: Shared-user Identification
2 Alex the
i . Corporate
[ Admin P
i

Cool! Now | know.

SO —

udit Reporting DB
SIEM Log Collector

v A

Play! Appl, App2.

Sam the
Security Officer
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User Activity Monitoring: In Windows

This ‘diary’ will list every user session,
per server or per user

Server Diary User Diary

Activities

/€ ObservelT - Slide Viewer - Windows Intemet Explorer
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‘ £] http://184.106.234.181:4884/ObservelT/SlideViewer.aspx?Session]D= edb7451 2-d2be-47b5-9f1-f2738830a230 &partial=08551D=fbe67122-b631 -43¢3-9250-341 bd112f483&lang=en ‘
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Secure. txt

Details & Training

My Documents

o

My Computer

3-1000 Microsoft Corp.

HOSTS file used by Microsoft TCP/IP for wWindows.

s the mappings of IP addresses to host names. Each

t on an individual Tine. The IP address should

f rst column followed hg the corresponding_host name.
the host name should be separated by at least one

n

# lines or following (he machine name denoted by
ot

# For example:

rh’!nn acme. com
.acme.com

# source server

102.54.94.97
38.25.63.10 # x client host

127.0.0.

nts (such as these) may be 1nserted on individual
“#' symbol

localhost

1
192.168.0.3 wormhole

Slideshow image

putty.exe

N

{sqified

Clear indication of every app the user
ran, and each window or action

Audit coverage includes:
* Cloud-based apps

* System utilities
* Legacy Software

OiTHostedDemo-S (Administrator;, Monday, Q -

start| QuickLaunch (3 & P
(3 @ B L c\wWiNoowsisystemaz... |[[ hosts

@ 11:23AM
&J Monday
1:23:40 AM_(38/164) |

(AIC)

user did, starting at this
point in time.

Video Replay of everything the

€ Internet | Protected Mode: On 43 v ®Er v

Just click the replay icon to
view what happened!

exact
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User Diary About

Activities

Activities

== 2% fi i > N
ACUV“_V V ey = ObservelTl - Console Emulator - Windows Internet Explorer l =) !@
| & http://demo.observeit.com/ObservelT/UnixCommandsViewe playOnAir=false&lang=en Ei

Server -
Softwiirs T observe it

Search ) Last 4 , 5 52 Previous | ' | Next

innocent_script typescript

ue's'sages' + 5:21 PM: /bin/grep -q /usr/kerbero... G
» 5:21 PM: /bin/grep -q /usr/kerbero...
10007 (brad) g 10007 (brad) groups=10007 (brad) ,10024 (markteam) 5:21 PM: /bin/hostname
Latest Sessions rhel-prod- $ cat /etc/ho i Z
1-100f 10 # Do not remove the following line, or various programs » 5:21 PM: /sbin/consoletype stdout
# that require network functionality will fail. A
PRODSQL brad - 127.0.0.1 c55-32 localh localdomain localhost 5:21 PM: /usr/bin/id -u
L 5 : SESSIOH E Hit | localhosté6.localdomainé localhosté » 5:21 PM: Jusr/bin/id -u
CTRX04-PA james #Xen Server Pool £
.101 xense 5:21 PM: dircolors --sh /etc/DIR_C...
ATIE. A 3 IR
KATIE-PC brad 5:21 PM - -5.0.102 5 . » 5:21 PM: egrep -gi ~COLOR.*none /e...
.103 X
rhel-prod-3 brad 5:17 PM - .5.0. x 4 » 5:21 PM: id -un
A » 5:21 PM: =
JAMES-PC ayelet 516 PM - 2 dnamEse
. » 5:21 PM: Is --color=tty
n- he... i :
ubun-apache dima parkyz?2 B2k
solrs-dev-4 brad 7:46 PM - . . sparkyz3 5:21 PM: cat /etc/hosts
Quick Help 707 PM - h D sudo ./innocent script » 5:22 PM: sudo ./innocent_script
5:22 PM: ./innocent_script
. - & 2, - 5
Installation Guide 11:07 AM » 5:22 PM: fusr/lib/rpm/rpmg -q --al...
Usage Guide . + 5:22 PM: /usr/sbin/groupadd -g 110...
7:16 PM - [ | » 5:22 PM: /usr/sbin/useradd -u 110 ...
Configuration Guide e e
> 5: : cat /etc/redhat-release
6:16 PM -
» 5:22 PM: chgrp john /export/home/j...
6:15 PM - » 5:22 PM: chown iohn /export/home/i... I

7 / 839bytes [=] Block Size (5)

=
[=] Block Speed (4) [#]

[

6:13 PM -
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User Diary
Activities

Activi tV View = ObservelTl - Console Emulator - Windows Internet Explorer

Server .
observe it
Period

Seafm & Last 4 rhel-prod-3:~§ 1s

create Desktop Documents innocent script typescript
3 rhel-prod-3:~§ pwd < . I Z.

“essages e : /bin/grep -q /usr/kerbero...
rhel-prod-3:~§ id » : /bin/grep -q /usr/kerbero...
uid=10007 (brad) gid=10007 (brad) groups=10007 (brad) ,10024 (markteam)
rhel-prod-3:~§ cat /etc/hosts

Latest SeSSiOnS 1 = 10 Of 10 # Do not remove the following line, or various programs » :/sbin/consoletype stdout
# that require network functionality will fail. e
PRODSQL 127.0.0.1 c55-32 localhost.localdomain localhost sfusefbinfidSu
Session D $:1 localhosté6.localdomainé localhosté » : Jusr/bin/id -u
TV . #Xen Server Pool
CTRX04-PA .0.101 eyt e O ’ : dircolors --sh /etc/DIR_C...

: /bin/hastname

KATIE-PC ) E] 521PM-£ 2 gig?‘ xenservergi » : egrep -qi ~COLOR.*none /e...
- = .0.103 xenserver!

.0.104 xenserver04 ’ :id -un

rhel-prod-3

: uname -p
#Sparky

{ES-PC b # finnoi .2.240. sparky > : Is —-color=tty
2.240. sparkyzl 2
.2.240. sparkyz2 i
2.240. sparkyz3 b 5: : cat /etc/hosts

ubun-apache... : —
solrs-dev-4 = /pinirm

rhel-prod-3:~§ sudo ./innocent script e : sudo ./innocent_script

Quick Help E] 522 PM done -1 : ./innocent_script

: /usr/lib/rpm/rpmgq -q --al...

Installation Guide Time 0

S ——— : fusr/sbin/groupadd -g 110...

5:22 PM » 5: : Jusr/sbin/useradd -u 110 ...

Configuration Guide » St : cat /etc/redhat-release
522 PM : chgrp john /export/home/j...
522 PM > 5: : chown john /export/home/]...

: mkdir -n /exnart/home/ioh. .

Usage Guide

5:22 PM s oty D ptock sz (3)

5:22 PM [=] Block Speed (4) %]
Show Details
/binftouch (10)
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ObservelT Video and Logs in Splunk
ure

splun
Summary
Search Actions ~
b 5
salesforce david User ACtIVIty Al time - “
[~ | shown on a timeline [—

@ 32 matching events

= Timeline: @9 zoomin @ zoom out

1bar=1da
3 8
— s — |
Wed Sep 15 Wed Sep 22 Wed Sep 28 Wed Oct & Wed Oct 13
2010
27 fields | Pick fields 32 events over all time o
Detailed text logs of

W Field discovery

Selected fields (5)

Scale: E lingar

= log

user actions

©# Create alert @ Add to dashboard | Save search

Dacuite nar nans.

il Build repor

10

Click icon to launch

ApplicationMame (2) Overlay.  None EI Video I’ep|ay
ClientName (1} _time= Server LoginName=> Clientlame> ApplicationName> WindowTitle*
LoginName (3} 10/14/10 %:53:54. 400 AN OTAVIA V avi (local) Google Chrome Campaign Member: _ (Observell v5.2 Pre-release (Website Visit)) ~ salesforce.com - Enterprise Edi@\ E
ServerName (2} 101410 9:53:22.400 AN OTAVIA avi (local) Google Chrome ~ salesforce splunk- observe it
WindowTitle (21) 10110 4:05:51.000 PM  OITAVIV aviw (local) Internet Explorer Ownership Edit: Mr o
Other interesting fields (14) 1041110 4:05:45.000 PM OmANVIWY aviv (local) Internet Explorer Contact: Mr ~ salesfor prisEEr A v DiEfilesTE DEme | oo
Altime =
Domainhame (2) 1010 10:47:11.000 AM  OTAVIV aviw (local) Internet Explorer Ownership Edit: Mr T
eventtype (1) 10/11M0 10:46:58.000 AM  OTAVIW aviw (local) Internet Explorer Contact: Mr ir ~ salest o
TEETEREITTE ) 101170 10:42:52.000 AW OTAVIV aviw flocal) Internet Explorer Qwnership Edit: Mr 8" popcatontame TopVeues) oot Top Vel
I 10110 10:42:47.000 AN OTAVIWY aviw (local) Internet Explorer Contact: Mr a ~ salesf otner other
index (1) Notepade= .. code sdtor Cent05-5-Sales-Demoo
: ADAA0 10:38:21.000 AN OTAVIV aviw {Incal) Internet Explorer Ownership Edit: SSAE e ooy FeoS e Dm0z
linecount () (1) Notepad Terminal
A0A11410 10:38:18.000 AN OITAVIV aviw (localy Internet Expl £ SSHES-SQL.ment Studo
punct 9) Dashboard P .
ObservelT
b re a kd Own s Internet Explorer

Windows Explorer

UserName (Top Values)

UserName

LoginName (Top Values)

other

danny yanic
brad dima
amir imp
yogev e user!
taly oot
ethan user2
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Business challenges that observe

o T @

Remote Vendor Compliance & Root Cause Analysis &

Monitoring Security Accountability Documentation

* Impact human behavior * Reduce compliance costs for * Immediate root-cause answers
* Transparent SLA and billing GETTING compliant and * Document best-practices
* Eliminate ‘Finger pointing’ STAYING compliant

« Satisfy PCl, HIPAA, SOX, ISO

15



700+ Enterprise Customers

Healthcare / Pharma

ECOLAB

=\ Boehringer sanofi aventis
||||| Ingelheim I

@ BlueCross BlueShield
Associalion

¥ Fresenius

UN1versiTY HEALTH SYSTEMS health care worldwide

of Eastern Carolina..

@D?)“&INSTATE EEE ST. JUDE MEDICAL .
Medical Center

@ YONSEI UNIVERSITY HEALTH SYSTEM

£2 Washington University in St.Louis

BNP PARIBAS EEEIIEEIJELE

@ctMoney ING B

Allianz @ BLAcKROCK

DEUTSCHE BORSE
GROUP

YOCAUNK & Scotiabank —
CAJA MADRID HELLEMIC
BANK
MEE ™Momentum
INVESTMENT MANAGEMENT* =1 = —
M EEIZERTT
China Construction Bank
5 American Century
- LASER Investmentss

A
(bl %=¥ TOSHIBA

&® siEMENs Xerox i\

Retail / Service

TESCO

WORLD MARKET. BICLICKS®

observe i
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 Financal Toico & Vidia

6

vodafone

©

PMBHAE
DHNA MOBLE

orange’

TalkTalk o « T D
Q @ BELLSOUTH" ‘T --Mobile-
Sisacom TELECOM ‘, MEGAFON

NEW FEALANG

&) Taiwan Mobile

BAE 5XY asstra

Utilities & Logistics

— bp \
s foon
Newkaﬂmd?asl@ Peuolrin \ /
% TATRAmE AN « ¥ woodside 5GSCaItex
0

Z elektrotim

o
toronto hydro
electric system

K7 seB

IT Services

Cisco - w
webex et Microsoft
&8 LOGICALIS dmension 4 2
FAC L QinetiQ WIPRO T--Systems-

AN
COMVERSE

Ministry of Foreign Affairs
R

messssss—  J=} _» National Statistics
(/) \/ JSer— <2y Republic of China(Taiwan)

> @] rLoTo
@ ) E®) CUEBEC ”I;ﬂ“
: T A A
CASINO ARIZONA

‘The Hong Kong
Jockey Club
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Configuration Search About

Training

Server Diary User Diary

Activities

Activities

- Activity View
Applications

Inventory Server rhel-prod-3 | Go | Print this information
Software Period Start Date End Date

Search @Last 4  Years - @ Mar v 31 v 2013 [ Apr ~ 8 ~ 2013 [
Messages

Filter by login/user  -All-

Latest Sessions

1-100f10 1

proa D Session Duration Server Client Slides Video
KATIE-PC brad [# 5:21PM-522PM brad n/a A rhel-prod-3 10.2.4.16 37 @
rhel-prod-3 brad # 517 PM-5:17 PM brad n/a A rhel-prod-3 10.1.100.10 15 @
TG s @ 516PM-516PM  james nia A rhel-prod-3 IdevixveO 11 (=)
ubun-apache... dima 3/14/2012
solrs-dev-4 brad # 7:46 PM-7:47 PM dima n/a A rhel-prod-3 10.1.200.56 13 @
Quick Help # 7:07 PM-7:10 PM dima n/a A rhel-prod-3 10.1.200.56 13 [E]
Installation Guide # 11:07 AM-11:08 AM  brad n/a 4 rhel-prod-3 10.1.100.10 13 (a)
U : 31112012
sage Guide
’ y # 716 PM-7:17 PM brad n/a A rhel-prod-3 10.1.100.10 55 @
Cenfiguration Guide
# 6:16 PM-6:16 PM brad n/a A rhel-prod-3 10.1.200.56 34 @
[# 6:15PM-6:15PM dima n/a A rhel-prod-3 10.1.200.56 10 L;;]
# 6:13PM-6:13PM dima n/a A rhel-prod-3 10.1.200.56 9 L;_;_]
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Interested to learn more ? observe LR
besecure

Managed E-Business Security,,

Contact our regional partner BESECURE : www.besecuregroup.com

* Register to attend a webinar
* Feel free to ask for a free trial of ObservelT : sales@besecure.gr

* Visit us during conference at BESECURE’s booth for a live
demonstration and discuss with us

Thank you for your time



