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Business IT Security 

Adrian Porcescu, Technical Consultant EM & Trainer, Kaspersky Lab 

InfoCom Security, April 10, 2013 

Threats, technologies & solutions 
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Malware evolution 

Let’s take a look at it! 
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MALWARE IS HUGE 

1994 

One new virus every hour 
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MALWARE IS HUGE 

2012 

One new virus every second 

Or 100.000 samples/day 
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What about 

2013 

? 
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What about 

2012 

? 

Kaspersky Lab 

is currently processing 

200.000 
unique malware samples 

EVERY DAY 
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Traditional 

cybercriminals 

are now targeting 

emerging platforms 
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WHEN FLASHFAKE STARTED… 
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How did FlashFake manage to infect +700.000 Macs? 

TROJAN-DOWNLOADER.OSX.FLASHFAKE 

94,625 – 300,917 47,109 – 94,625 7,891 – 47,1097 2,547 – 7,891 1 – 2547 
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Mobile malware 

has become a reality. 
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WHAT ABOUT MOBILE MALWARE? 

1160 mobile 

malware samples 

2011 
6193 mobile 

malware samples 

2004 – 2010 

December 
2137 mobile 

malware 

samples 

2011 was the year of mobile malware What about 2012? 
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WHAT ABOUT MOBILE MALWARE? 

1160 mobile 

malware samples 

2004 – 2010 

2011 
6193 mobile 

malware samples 

December 
2137 mobile 

malware 

samples 

What about 2012? 

In 

2012 
we’ve 

discovered 

+30000 

malicious  files 

for mobiles 



PAGE  15  | 

Gradient colors 

14 

149 

115 

0 

121 

91 

13 

137 

105 

R 

G 

B 

Diagrams 

142 

230 

0 

127 

205 

0 

137 

222

0 

R 

G 

B 

242

174

107 

255

131 

0 

240

161

82 

R 

G 

B 

166 

166 

166 

140 

140 

140 

159 

159 

159 

R 

G 

B 

207 

19 

149 

177 

18 

128 

202 

20 

146 

R 

G 

B 

1 

152 

255 

0 

137 

230 

0 

122 

201 

R 

G 

B 

0 

63 

137 

0 

59 

130 

0 

44 

95 

R 

G 

B 

103 

66 

148 

87 

55 

125 

75 

48 

108 

R 

G 

B 

241

93 

104 

237 

41 

57 

238 

68 

80 

R 

G 

B 

164 

208

197 

45 

136

113 

0 

109

85 

0 

93 

69 

R 

G 

B 

Tables 

0 

130

102 

0 

109 

85 

R 

G 

B 

230

234

232 

201

213

207 

182

197

190 

171

188

179 

R 

G 

B 

220

22 

64 

195

19 

57 

183

18 

52 

R 

G 

B 

Competitors 

254

208

106 

253

182

17 

228

158

2 

R 

G 

B 

 

Cyber warfare 
Espionage and sabotage 

have now moved online 



What are we protecting? 





The trend: Nation state sponsored 
attacks are on the rise. 
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CONCLUSIONS AND PREDICTIONS 

Malware will continue to grow exponentially YoY 

As long as there’s a way to make money out of it, 

cybercriminals will always create malware 

Malware now moving towards emerging platforms 
Google’s Android and Apple’s OS X have never been more 

targeted by cybercriminals 

Cyber-espionage and cyber-sabotage, a common thing 

Nation states are currently building defensive 

(and offensive) cyber capabilities 
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Protection, control & 

management 
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 not the marketing one 
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Education 

 

• www.securelist.com/blog 

• www.secureviewmag.com 

• www.threatpost.com 

• support.kaspersky.com 
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Thank you! 
Questions? 

Adrian Porcescu, Technical Consultant EM & Trainer, Kaspersky Lab 

InfoCom Security, April 10, 2013 


