Simplification: the most difficult task!
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a fast evolving IT ecosystem
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...forces INFOSEC to speed-up
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there are several points of view
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the expert’s view...

=
o
information aeea, ntability =
u [HITYg:2
Fcustomnzable .°°"t%"“°“s a“““i"ce «3PPropriate use g1 o Z_‘EEE ——
high rformance databases = e
orensiciAnalysiS,, - i O B2 T valdation
Database Tamper |ng ;corruptlan dlagramsg.ggg _a"erm -ah‘;:ahb'e
tuitive =3 S 5
'"30';95 gforensm analysis algqnthm<|:C,ypmgmph,c nashing
S £ S notanzaElthen 3
2 £ "S RGBY , framewor :
iy 5 E here i £ correct storage
corruption events ; 3
g

O

N



regulatory & compliance view
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can anybody make it simple for me?
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simplification is difficult: Part I

The 4 devices challenge
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The challenge

Desktop computer (Wintel or Mac)
Laptop (Wintel or Mac)
Smartphone (iPhone or Android)
Tablet (iPad or Android)

=

Technology changes the way employees
work and interact

Key diversification factor:
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Security by design

Single point of control for:
Firewalling

Intrusion Prevention System
Anti-SPAM

Application Control

URL Filtering

Remote Access

SN AW bdhH=

Cascading and network traffic
redirection techniques add significant

operational complexity ’ '”‘
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Identity awareness

Transform Security Policy from

. ~lsDomainAdmins

the IP/device based model to B
the user based COncept [&3) UFIS.Admin S IPTY Sery.
] ViEEES AlADomainAdmins . BAS-EBINet -
1. Apply policy for users 3
regardless of the user nules 22-23)
location or device used "o

»1.43)

2. Restrict access for specific
users from specific
IPs/devices
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Mobile Access

Provide access to corporate resources:

1. From anywhere (Internet)

2. Using any device (support BYOD)

3. No need to grant access to internal networks
4. Data in motion are protected

SRS Athens Airport VPN Gate\

® Standard Sign In

O Certificate Sign In
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simplification is difficult: Part I1

Attacking INFOSEC complexity
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Unified Management

Unified monitoring and administration |
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Leveraging consolidation

Some daily administration speed-up
key features:

1. Policy rules hit count
2. Rulebase queries
3. IPS add exception — Follow-up

1T 47K  Acces:

T WD 11K Acer

D l.“i"li-'-pr .
_uormance Impact 0 Low
) Jeml2.aia.ar DestOWa_Servers (%)
Protection Type & Protocol Anomaly 5§ Owa_Servers '
4 fock
Follow Up * Followed s y—
Source: : Destinat Servi Acti Install: —

Open Protection. ..

Add Exception...
Go ToAdvisory...

Attack Information
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IT pros in the new business environment

We can always say:

What is allowed & what is not
Who does what

How do we keep it simple
What is the benefit

and we can always remember:

We make the difference...
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Athens International-Airport S.A.

Thank you for your
attention!

George D. Delikouras
CISM, CGEIT, C-RISK

Gerasimos S. Bozas

Athens International Airport S.A.
IT&T Business Unit
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