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Paper usage

DN cars
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The global paper consumption in 2015 will reach

500 million tons per year
(source: WWF Organization)




ADACOM'
IT SECURI & ENTERPRISE E

The true cost of handwritten signatures

* Paper, Printing, Photocopying, Scanning, Storage, Delivery, Disposal are
some of the cost elements that burden the company operational expenses

* Midsize company produces 5.000 documents per year which require paper-
based signature

e Labor cost

* Time lost

* Fraud & Compliance costs
* Document retrieval costs

* Disaster Recovery back-up costs
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500 million Euro savings

OdeAog €500 skart. eTtnoiwg oto Anuoocio Ba dEpeL n e-unoypadn Hovo ano
TOV TIEPLOPLOUO XPNONG XAPTLOU

Tsraptn, 23 OxTtwpicyu 2013

Efowkovounon tng taing twv €500 ekat. ETNOLWCG, HOVO Ao TOV TIEPLOPLOUO TNG XPrionc XopTioU Kkat Tn ditakivnon
eyypadwyv, Ba sTurTiyxave To £AANVIKO Anuocio anno Tnv edapuoyn tng bnduaxng unmoypadng. Me auta tTa
Seboupéva, n kuBEpvnon EMXELPEL va sTTaxUVEL TG Stadikacisg yia tTnv uoBétnon tng wndraxric vmoypadng oTo
SNuUOcLo KatL TOV SupUTEPO SNUOCLO TOUEa. ZTO TMAQIOLO TwV XpovodlLaypapuudaiwyv TTou £xouv TeOsi, pns ortoxo
akptBwg Tnv Evrain tng e-unoypadrng otic SousEg tou Anupociou, £wg T 20 AsksuBpiou 2013 Ba mpErEeEL oL
KEVIPLKEG UTNPECLEG TwV YROUPYEiwv va £Xouv OACKANPWGOosL TNV dhapuoyn Ing nAsSxKTpovikric dtaxivnong
eyypadwyv otig SLadilkacieg - UTINPECLEG, TTOU EX0OUV STAEYEL XATA POTEPALOTNTA. ZE SIMOMUEVO OTadlo Kal UEXPL
TG 30 lovuviovu 2014 Sa npeneL va Exouv TipoPBsel otnv edapuoyrn Twv Wndwuaxkwv Yrnoypadwv G OAo To Snuoocwo

TOMEC.

Source SEPE site
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But what is digital signature?
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at is not digital signature

1 hereby certify that the andersigned will undertake the mamgemem. if assigned by the 1esp0nx1ble authority. of
the Register of Q\mhhed Certificates that the Qu nalified € ertification Gervice PTOV jder maintamns and whose
operation has been terminated. under the plowmﬂus of paragt raph2 of f the regulation 13 of the The
Electt01uc%1m1.mn es (thhed Certification : provider) Regulations of 2012
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What is a digital signature

A digital signature is a mathematical scheme of humbers and
characters directly dependent to the content of the document
demonstrating the authenticity of the document and providing to the
recipient proof that the document has been created by a known sender.

36:60:24:70:£7:06:20:43:d9:23:1a:42:f2:f8:a3:b2:b9:4d:
8a|:b4:£f3:c2:9a:55:31:7c:c4:3b:67:9a:b4:df:4d:0e:8a:93:
4a:17:8b:1b:8d:ca:89:el:cf:3a:le:ac:1d:£f1:9c:32:b4:8e:
59:76:a2:41:85:25:37:a0:13:d0:£f5:7c:4e:d5:ca:96:e2:06e:
12:cl:bb:2a:fe:6c:6e:£8:91:98:46:fc:c9:1b:57:5b:eca:c8:
la:3b:3f:00:51:98:3c:07:da:2¢c:59:01:da:8b:44:e8:el1:74:
fd:a7:68:dd:54:ba:83:46:ec:c8:46:b5:f8:af:97:c0:3b:09:
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£f7:9b:5e:8c:d6:8d:86:4e:19:fa:bc:1c:be:c5:21:a5:87:9e:
78:2e:36:db:09:71:a3:72:34:£f8:6¢c:23:06:09:£f2:5e:56:a5:
d3:dd:98:fa:d4:e6:06:f4:f0:b6:20:63:4b:ea:29:bd:aa:82:
66:1le:fb:8)laaa’l:37T:ad:13:18:26:92:c3:8L:cl:33:bb.288:
le:al:e7:e2:b4:bd:31:6¢c:0e:51:3d:6£:fb:96:56:80:e2:36:

17:dl:dc:e4 ”




Dear Thomas
This is our Peter's
Company's Private key

proposal...

Peter's

BREISTe Public key

Message...

Recaiver:
Thomas
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Which ensures

Non-repudiation

Internet

02>

<o

- Integrity
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Is also Legal

EU Directive 99/93 & lNA#150/2001 ensure that advanced electronic signatures
which are based on a qualified certificate and which are created by a secure-
signature-creation device:

o satisfy the legal requirements of a signature in relation to data in electronic
form in the same manner as a handwritten signature satisfies those
requirements in relation to paper-based data; and

e are admissible as evidence in legal proceedings.

QC + ' = handwritten signature
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ADACOM Offering

F

e Qualified Certificate + SSCD

e TimeStamp Services

ADACOM™

. S i g n i n g SW ‘HOn ouvdedepévog XpnoTng

— Saa$S or in-premise

oag p.vassiliadis@adacom.com
H - . KwBikog Tip6oBaong
— Single or Mass Document Signing s s ARG AT Yiogaae




Registered at EETT and European
Trusted List ADACOM provides QC
in the Greek and European market
since 2003

We operate a very secure and
certified Data Center (and DR)

e SO 9001 & ISO 27001 certified

e Compliant against Web Trust for CA’s

Embedded in all browsers
(ADACOM QC CA is signed by
VeriSign Root CA)

24x7 customer support

Liability up to 1.500.000 Euro
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Qualified Certificates

Safe
- ,4:“ N 113 Security cage

\ W@ N Tler 4
Cg
o Tier3
Tier 2
Tier 1/ Lobby
ffffffffff
777777777 TIE]
@ A - i thertisation
aaaaaaa AV S
= Info. Systs
JE— 2l ooty __DFFLNE [ T8
P | i JELY=
i | V | cR i
LR [ I AMERCR | ()
< A
H Tl
:' BR
cilfcr |/ ceremony Q
o \Z




ADACOM'
IT SECURITY & ENTERPRISE SOFTWARE

TimeStamp Service

RFC 3161 Compliant
FIPS 140-2 level 3 validated HSM

Long term validation of the
document (after the certificate has

expired)




Who signed this document?

Why was it signed?

~—
\
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Example PDF Signature Properties

Signature Properties

'ZI'J Signature validity is UNKNOWM,
Gy

g1

Signed by: |Ernest Svenson <esvenson@mac.com >

Show Certificate. ..

Reason: |I am the author of this document

Date: |ZDU3.|'09.|’23 05:19:152 Location: |Not available

When was it signed?

Has it been tampered with?
. No, this is unmodified

Can we trust the signature?

* No, the certificate has expired
and there is no timestamp

Should we believe the date and time
of this signature?

e No, the client system clock was
used

Validity Summary

L‘g& The Document has not been modified since this signature was applied.

/ ] Ié_.'!‘ The signer's identity is unknown because it has expired or is not yet valid.

1, Signature dateftime are from the dock on the signer's computer.

éﬂamre was created using Adobe Acrobat 6.0,

/

Validate Signature ] [

Close ]

14 4
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M—term signatures explained

Create Basic
Signature

Unsigned”l User’s private Signing Key
PDF
Embed
a trusted oy
fimesiame Trusted Time Stamp Authority
PDF with (TSA)
Long-Term
Signature
P

Embed
Validation ' I
Evidence e

Trusted Validation Authority
(OCSP/CRL)

Long-term signatures stay valid to the expiration date of the
timestamp certificate £y
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Review & Sign

Web Services

Integration
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9

Review & Sign
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Review & Sign
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Two Signature Workflows

Two signature workflows are supported to allow a
document to be signed by multiple signers

The same document needs to be Each signer signs their own version of the
signed by all reviewers (e.g. for document (e.g. HR forms)
contract documents) — this operation can be performed in parallel

Solution supports both scenarios, the owner can define at time of sharing whether reviewers will
sign the same document in turn or each will sign their own copy of the document separately.
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How it works -1

My Desk Activity Options info §

selected signers

‘¢ KB
\/ ‘/\‘ a permssions emai settn gs @ save tempiate
= o 2 ' (T) rename doc [ post process 0 Attachments
€ add signers © add me later
Switch on the tooltips option is you are a first time user for extra guidance OR
1) Click “Upload” to upload a document and convert to PDF simply select an existing template for this
2) Add signers document and “send now”

3) Change the order of signers if required
4) Click “Prepare Doc” to view the document and position the signatures
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How it works - 2

5

ADACOM P - & & backtomydesk |'send| | Eogout |

IT SOCURITY & ONTCRPMISE SOFTMARS

page. | 44 ! B 4.4 ~ selected signers

Q@ mee Q SEE

© add me © add signers

+ doc info

Party-2

fess
117 KB

icoled® i
2012001117 10 “n._ct_\__.gmall_con’.
2012 17 10:48

|
I pioagec

~ advance seftings

B permissions T| rename
email setting E ssve template

1) Position each signature field
2) Re-size the field if required to fit the space available or the size required
3) Add additional signers if required (and the order can also be changed)
4) The page on which a signature appears can be changed using this control
5) Click “Send” to start the workflow and notify the first signer
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/ | Ascertia Docs Quick Tour - 3

Review and sign

& Nicole Smith [ Mutual Contract

page: | 444 |1 El)»

1) Review the document and if you agree and wish to sign click this field to digitally sign
2) Select the method of gathering a hand signature image — DRAW, TYPE or UPLOAD (including predefined)
3) Enter the signing passphrase
4) Click Sign
Other options exist for applying a “Reason for signing” and “Location” information
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Mass sighing

* (Contracts

* |nvoicing
* Statements
e FEK

» Tax/Social Security declaration
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Time to change
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Greece

25 Kreontos Str.
10442 Athens
T:+3021051 93 740
www.adacom.net
www.i-docs.com

Serbia

38-40 Vladimira Popovica Str.
11070 Belgrade

T:+381 11 7156958
www.adacom.net
www.i-docs.com

Bulgaria

Regus Sofia City West
53-55 Totleben Blvd.
1606 Sofia

T:+359 2 8057332
www.adacom.net
www.i-docs.com

Israel

24 Hasivim St. Petach Tikva
49517, Israel

T:+972 747019424
www.adacom.net
www.i-docs.com



