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The use of paper would be reduced and maybe 
eliminated in offices by 1995 and all documents would 
be on computer and electronic due to the availability of 
more technology. 

George Pake, Head of the Xerox Research Center (1970) 
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Paper usage 

The global paper consumption in 2015 will reach  

500 million tons per year  
(source: WWF Organization) 
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2  million A380 

170 million cars  

9 billion trees 
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The true cost of handwritten signatures 

• Paper, Printing, Photocopying, Scanning, Storage, Delivery, Disposal are 
some of the cost elements that burden the company operational expenses 

• Midsize company produces 5.000 documents per year which require paper-
based signature 

• Average cost per sheet is over 3 Euro, without hidden costs such as: 

• Labor cost 

• Time lost 

• Fraud & Compliance costs 

• Document retrieval costs 

• Disaster Recovery back-up costs 
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500 million Euro savings 

Source SEPE site 
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But what is digital signature? 
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What is not digital signature 
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What is a digital signature 

A digital signature is a mathematical scheme of numbers and 
characters directly dependent to the content of the document 

demonstrating the authenticity of the document and providing to the 
recipient proof that the document has been created by a known sender. 
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Which ensures 

Authentication 

Integrity 

Non-repudiation 

Authenticity 
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Is also Legal 

EU Directive 99/93 & ΠΔ#150/2001 ensure that advanced electronic signatures 
which are based on a qualified certificate and which are created by a secure-
signature-creation device: 

• satisfy the legal requirements of a signature in relation to data in electronic 
form in the same manner as a handwritten signature satisfies those 
requirements in relation to paper-based data; and 

• are admissible as evidence in legal proceedings. 
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QC +  = handwritten signature 
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ADACOM Offering 

• Qualified Certificate + SSCD 
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• TimeStamp Services 

• Signing SW 

– SaaS or in-premise 

– Single or Mass Document Signing 
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Qualified Certificates 

• Registered at EETT and European 
Trusted List ADACOM provides QC 
in the Greek and European market 
since 2003 

• We operate a very secure and 
certified Data Center (and DR) 

• ISO 9001 & ISO 27001 certified 

• Compliant against Web Trust for CA’s 

• Embedded in all browsers 
(ADACOM QC CA is signed by 
VeriSign Root CA) 

• 24x7 customer support 

• Liability up to 1.500.000 Euro 
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TimeStamp Service 
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• RFC 3161 Compliant 

• FIPS 140-2 level 3 validated HSM 

• Long term validation of the 
document (after the certificate has 
expired) 

  IME 



14 

Example PDF Signature Properties 

• Who signed this document? 

 

• Why was it signed? 

 

• When was it signed? 

 

• Has it been tampered with? 

• No, this is unmodified 

 

• Can we trust the signature? 

• No, the certificate has expired 
and there is no timestamp 

 

• Should we believe the date and time 
of this signature? 

• No, the client system clock was 
used 
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Long-term signatures explained 
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Embed 
Validation 
Evidence 

Create Basic 
Signature 

Embed 
a trusted 

Time-stamp 

PDF with  

Long-Term  

Signature 

User’s private Signing Key 

Trusted Time Stamp Authority  

(TSA) 

Trusted Validation Authority 

(OCSP/CRL) 

Unsigned 

PDF 

Long-term signatures stay valid to the expiration date of the 
timestamp certificate 
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Signing SW (SaaS or in-Premise) 

• Saa 
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Simple process steps 
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Two Signature Workflows 

Two signature workflows are supported to allow a 
document to be signed by multiple signers 

The same document needs to be 

signed by all reviewers (e.g. for 

contract documents) 

Each signer signs their own version of the 

document (e.g. HR forms)  

– this operation can be performed in parallel  

Solution supports both scenarios, the owner can define at time of sharing whether reviewers will 

sign the same document in turn or each will sign their own copy of the document separately.  
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How it works - 1 

Switch on the tooltips option is you are a first time user for extra guidance 

1) Click “Upload” to upload a document and convert to PDF 

2) Add signers  

3) Change the order of signers if required 

4) Click “Prepare Doc” to view the document and position the signatures  

OR  

simply select an existing template for this 

document and “send now” 

 



20 

How it works - 2 

1) Position each signature field 

2) Re-size the field if required to fit the space available or the size required 

3) Add additional signers if required (and the order can also be changed) 

4) The page on which a signature appears can be changed using this control 

5) Click “Send” to start the workflow and notify the first signer 
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Ascertia Docs Quick Tour - 3 

1) Review the document and if you agree and wish to sign click this field to digitally sign 

2) Select the method of gathering a hand signature image – DRAW, TYPE or UPLOAD (including predefined) 

3) Enter the signing passphrase 

4) Click Sign 

Other options exist for applying a “Reason for signing” and “Location” information 
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Mass signing 

FSI Event, May 24th, 2012, Athens 

• Contracts 

• Invoicing 

• Statements 

• FEK 

• Tax/Social Security declaration 
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•Meets legislative requirements 

–Enables legal acceptance  

–Enhances dispute resolutions 

•A complete solution  

•Substantially reduces paper, printing, delivery 
and related expenses costs 

•Protect archived data  

•Offers a competitive advantage 

•And reduce your carbon footprint 
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Time to change 
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