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The APT Story 



From Malicious To Beneficiary 

1980 - 2003 

• Target was the systems 

• Damage was the main objective 
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2003 -  

• The target is the data 

• Profit is the main objective 



And, How? 

• 10 years ago master copy of all 
personal and enterprise data 
was on paper. Data was 
digitalized in order to accelerate 
automation. 

• Today the master data is digital. 
Hardcopy is produced only on 
demand. 
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Empower the Business… 
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…while Protecting Information from Theft and Loss 

Copyright 2014 Trend Micro Inc.        



More Challenging than Ever! 

Consumerization 
Cloud &  

Virtualization 

Employees IT 

Cyber Threats 

Attackers 
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Today’s Attacks: Social, Sophisticated, Stealthy! 

Attacker 

Moves laterally across network 

seeking valuable data 

Establishes Command 

& Control server 

Extracts data of interest – can 

go undetected for months! 

$$$$ 

Gathers intelligence about 

organization and individuals 

Targets individuals  

using social engineering 

Employees 
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• In-depth reconnaissance on your employees 

• Malware engineered and tested to evade your 

standard gateway/endpoint defenses 

• Human interaction that adapts the attack as it 

moves within your network 

 
Network Admin 

Security 
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A Custom Attack 

needs a  

Custom Defense! 

Trend Micro story is 

not about detecting 

the APTs. 
Network Admin 

Security 
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Custom Defense 

Network-wide 

Detection 

Specialized 

Tools 

Threat 

Services 

Automated 

Security Updates 

Advanced 

Threat Analysis 

Custom 

Sandboxes 

Network Admin 

Security 
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Deep Discovery Solution 

Trend Micro 

Threat Mitigator/ 

Officescan 

Trend Micro 

Deep Discovery Advisor 

Trend Micro 

Deep Discovery 

Inspector 

Trend Micro 

Smart  

Protection Server 

Trend Micro 

Control 

Manager 

• Trend Micro Deep Discovery 
Inspector captures and analyses 
internet traffic. 

• Trend Micro Deep Discovery Advisor 
provides detailed sandbox analysis. 

• Trend Micro Threat Mitigator is used 
to clean up the infected systems. 

– Alternatively Trend Micro 
Officescan integration through 
Smart Protection Server can be 
used. 

• Gateway products provide physical 
blocking. 

• Trend Micro Scanmail provides 
internal mail traffic analysis. 

• Trend Micro Deep Discovery Advisor 
generates and sends custom updates 
to local Trend Micro Smart Protection 
Servers. 

• Trend Micro Control Manager 
provides integration between all Trend 
Micro security products. 

 



Deep Discovery is #1 

 

 

 

Breach Detection Systems 
(BDS) Security Value Map 2014 

• Trend Micro scored: 

• 99.1% overall detection 

• 0% false positive 

For details please visit: 

https://www.nsslabs.com/system/files/public-report/files/METH%20Breach%20Detection%20Systems%20v1_5.pdf 

http://blog.trendmicro.com/trend-micro-deep-discovery-earns-top-breach-detection-score-nss-labs-testing 

http://campaign.trendmicro.com/forms/NSS_Labs_Breach_Detection_Comparison_Report 
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Deep Discovery Inspector 
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What it is? 
• This specialized network security solution is purpose-built for detecting APT and targeted attacks. Deep 

Discovery Inspector uses a 3-level advanced threat protection scheme to perform initial detection, then sandbox 
simulation and correlation, then ultimately, a final cross-correlation to discover “low and slow” and other evasive 
attacker activities discernable only over an extended period. 

Highlights 
• Multiprotocol Support (87), local sandboxing, multiple sandboxing, customized sandboxing, 64 bit sandbox 

subbort, large file (50 MB) support, 3 layers of detection and corelation, lateral movement, integrtion with other 
Deep Discovery family of products, flexible installation and licensing options, low price. 



Deep Discovery Advisor 
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What it is? 
• This threat intelligence solution provides expanded threat analysis and visibility into network-wide security events 

and security update exports. 

Highlights 
• Multiprotocol Support (87), local sandboxing, multiple sandboxing (upto 48), customized sandboxing, 64 bit 

sandbox subbort, large file (50 MB) support, 3 layers of detection and corelation, manual file submission and 
analysis, integration with other Deep Discovery family of products, flexible installation and licensing options, 
integration with Trend Micro gateway and endpoint solutions. 



Threat Mitigator 
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What it is? 
• Threat Mitigator is a threat response solution that facilitates the elimination of threats detected on endpoints, 

including stealthy and zero-day internal threats. Threat Mitigator works with Threat Management Agent installed 
on each endpoint to On-demand Scan and Threat Mitigation protection. 

Highlights 
• Co-existence with other antivirus solutions, low resource utilization, automatic or manual scan, mitigation through 

WEB interface 



Integration With Trend Micro Products 
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What it is? 
• Trend Micro SMTP and WEB gateways (IMSVA & IWSVA), Trend Micro ScanMail products integrate to Deep 

Discovery solutions to complete the custom protection against targeted attacks to enterprises. Trend Micro deep 
Discovery also offers the capability to send custom updates to local Trend Micro Smart Protection Servers to 
provide updates to all Trend Micro security products. 

Highlights 
• Automatic blacklisting/whitelisting, SSL decryption and analysis, inline WEB blocking, e-mail blocking, automatic 

custom updates to all Trend Micro security products. 
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