
ɮˋ˒ʱ˂ʶʽʰΣ ɲʽʰʻʶˋʽ˃ˈˍʹˍʰ ˁʰʽ ʆʰ˔ˏˍʹˍʰ  
ʴʽʰ ˍʽˌ Web ɳ˒ʰˊ˃ˇʴʷˌ 

 
 
 

ɼʰ˂ˇ˔ˊʽˋˍʽʰ˄ʱˁʹˌ ɮ˄ˍ˗˄ʹˌ  

ɲʽʶˎʻˎ˄ˍʺˌ ʃ˖˂ʺˋʶ˖˄ 

Digital SIMA 

 Barracuda Web Application Firewall 



ɮ˄ʰˍˇ˃ʾʰ Web ʁ ˉʾʻʶˋʹˌ 
Å ʁʽ Web ʁ ˉʽʻʷˋʶʽˌ ʵʶ ʵʽʰ˒ʷˊˇˎ˄ ˇˎˋʽʰˋˍʽˁʱ ʰˉˈ ˍˇ 
ˁˇʽ˄ˈ  ʷʴˁ˂ʹ˃ʰ 

Å ɼʱˉˇʽˇʽ ʶʾ˄ʰʽ ʻˏ˃ʰˍʰ ʰˉˈ ˍˏ˔ʹ... 

Å ... ˁ ʱˉˇʽˇʽ ʷ˔ˇˎ˄ ˋˍˇ˔ʶˎʻʶʾ  

ɳˉʽ˂ˇʴʺ 
ˋˍˈ˔ˇˎ ɮ˄ʱ˂ˎˋʹ 

ʰˋ˒ʱ˂ʶʽʰˌ 
ɳˁ˃ʶˍʱ˂˂ʶˎˋʹ  
ˍˇˎ ʃˊˇʲ˂ʺ˃ʰˍˇˌ 



SQL Basics 

ʁ ˔ˊʺˋˍʹˌ ʶʽˋʱʴʶʽ ʵʶʵˇ˃ʷ˄ʰ ˋʶ 
˃ʾʰ ˒ˈˊ˃ʰ ˋʶ ˃ʾʰ web ̀ ʶ˂ʾʵʰ 

ɮˎˍʺ ʹ ˍʽ˃ʺ ˃ʶˍʰˍˊʷˉʶˍʰʽ ʰˉˈ 
ˍʹ˄ ʶ˒ʰˊ˃ˇʴʺ ˋʶ ʷ˄ʰ SQL 
statement 

 

ΧǎŜƭŜŎǘ ŀŎŎǘ-detail from acct-master WHERE acct=Ψ5672Ω 

Your Account: 

Account Detail 

Enter your account 

Number 

SUBMIT 

5672 



ɮˉ˂ʺ SQL Injection 

ɼʰʻ˗ˌ ˍˇ 1=1 ʁ ʾ˄ʰʽ ˉʱ˄ˍʰ 
ʰ˂ʹʻʷˌ, ̍ ˂ʶˌ ˇʽ ʶʴʴˊʰ˒ʷˌ ˍˇˎ 
acct-master ʁ ˉʽ˂ʷʴˇ˄ˍʰʽ ˁʰʽ 
ʰ˄ʰˁˍ˗˄ˍʰʽ 

ά- - έ ɻ́ ˂˗˄ʶʽ ˋ˔ˈ˂ʽˇ ˋˍʹ˄ SQL 

ΧǎŜƭŜŎǘ acct-detail from acct-master WHERE acct=ó5672' OR 1 = 1Ψ 
 

Your Account: 

Account Detail 

Enter your account 

Number 

SUBMIT 

5672' OR 1 = 1 --  



ɳˉʾʻʶˋʹ Cross-Site Scripting (XSS) 

ʂˍʰ˄ ˇ ʰ˄ˎˉˇ˕ʾʰˋˍˇˌ ˔ˊʺˋˍʹˌ ʶˉʽˋˁʷˉˍʶˍʰʽ ˍʹ 
ˋʶ˂ʾʵʰΣ ˁʰˍʶʲʱʸʶʽ ˍˇ script ̱ ˇ ˇˉˇʾˇ ʶˁˍʶ˂ʶʾˍʰʽ 
ˋˍˇ  browser 

2 

ʁ Hacker ̱ ˇˉˇʻʶˍʶʾ ʷ˄ʰ ˁʰˁˈʲˇˎ˂ˇ 
script ̀ ʶ ʷ˄ʰ  POST ̄ ˇˎ ʰˉˇʻʹˁʶˏʶˍʰʽ 
ˋˍʹ web ̀ ʶ˂ʾʵʰ ˍˇˎ server  

1 

3 

 ʆˇ Script  ̀ ˎ˂˂ʷʴʶʽ 
credentials ̋  
ʶ˃ˉʽˋˍʶˎˍʽˁʷˌ 
ˉ˂ʹˊˇ˒ˇˊʾʶˌ ˍʽˌ ˇˉˇʾʶˌ 
ˋˍʷ˂˄ʶʽ ˋˍˇ hacker 

Web Server 



ɳˉʾʻʶˋʹ Slow Client 

ʁ Hacker ̀ ˍʷ˂˄ʶʽ ˉˇ˂˂ʱ ʹ˃ʽˍʶ˂ʺ 
ʰʽˍʺ˃ʰˍʰ HTTP  

ʆʰ ʰʽˍʺ˃ʰˍʰ ˃ʷ˄ˇˎ˄ ʰ˄ˇʽˁˍʱ 
˃ʷˋ˖ ˉˇ˂ˏ ʰˊʴˇˏ keepalive 
traffic 



ɼʰˍʹʴˇˊʾʶˌ ʶˉʽʻʷˋʶ˖˄ ˋʶ Layer 7  

Input Injection 
Å SQL patterns, scripts, 

metacharacters 

Å Virus, Malware 

Session Attacks 
Å Cookie attacks, Cross Site Request 

Forgery (CSRF) 

Denial of Service 
Å Length violations, buffer overflows 

Å Traffic based 

Forceful Browsing  
Å Accessing unauthorized resources 

Å Hidden parameter violations 



w
w

w
.o

w
a

s
p

.o
rg

 



ɇɞ Web Application Firewall Űɖɠ 
Barracuda ˊɟɞůŰŬŰŮɨŮɘ ůɡɜɞɚɘəɎ Ŭˊɧ 

ŬˊŮɘɚɏɠ ůŮ Layer 7 



IPS ˁ ʰʽ Network Firewalls ̀ ʶ Layer7 

ȷůűɎɚŮɘŬ IPS/FW 

1. Injection attack protection (XSS, SQL) ɄŮɟɘɞɟɘůɛɏɜɖ 

2. Normalize Encoded Traffic ɃɉȽ 

3. Inspect HTTPS traffic ɃɉȽ 

4. Session tampering/hijacking/riding protection ɃɉȽ 

5. Forceful Browsing Prevention ɃɉȽ 

6. Data Theft protection, Cloaking ɃɉȽ 

7. Brute-force protection ɃɉȽ 

8. Web Services Projection ɃɉȽ 

9. Application Layer DDoS Protection ɃɉȽ 

10. Rate Control Protection ɃɉȽ 



WAF & Network Firewall: ̀ˎ ˃ˉ˂ʹˊ˖˃ʰˍʽˁʺ ˉˊˇˋˍʰˋʾʰ DDoS 



ʆˎˉʽˁʺ ɳʴˁʰˍʱˋˍʰˋʹ 

Inline ɛŮŰŬɝɨ Űɞɡ firewall əŬɘ Űɤɜ servers ůŮ Proxy ɐ Bridge mode 

ȾŬɘ ůŰɘɠ ŭɨɞ ɡɚɞˊɞɘɐůŮɘɠ ɛˊɞɟɞɨɛŮ ɜŬ ɏɢɞɡɛŮ ŭɨɞ ůɡůəŮɡɏɠ ůŮ  Ɉɣɖɚɐ ŭɘŬɗŮůɘɛɧŰɖŰŬ  

Out of line ɤɠ one armed proxy 



ʃ˖ˌ ˂ʶʽˍˇˎˊʴʶʾ ˍˇ Barracuda WAF 

Barracuda  
Web Application Firewall 

Application & Backend Servers 

       eth1    eth2 
 

Attack 

BLOCKED ! 

ʆˇ  stream ̱ ʶˊ˃ʰˍʾʸʶˍʰʽ, ̱ ʰ ˉʰˁʷˍʰ 
ʰ˄ʰˋˎ˄ˍʾʻʶ˄ˍʰʽ ˁʰʽ ʶ˂ʷʴ˔ˇ˄ˍʰʽ ˉˊʽ˄ 
ˉˊˇ˖ʻʹʻˇˏ˄  

Packet 1 Packet 2 Packet 3 Packet 4 Packet 5 

13 



ɴ˂ʶʴ˔ˇʽ ʰˋ˒ʱ˂ʶʽʰˌ ˋʶ Layer 7 

ɳʽˋʶˊ˔ˈ˃ʶ˄ʹ ɼʾ˄ʹˋʹ 
(ʃˊˇˋˍʰˋʾʰ ˋʶ ʶˉʽʻʷˋʶʽˌ layer 7) 

ɳ˅ʶˊ˔ˈ˃ʶ˄ʹ ɼʾ˄ʹˋʹ 
(ʃˊˇˋˍʰˋʾʰ ʵʽʰˊˊˇʺˌ ʵʶʵˇ˃ʷ˄˖˄) 

Cloaks Application Error Codes 

Web Server Errors 

Credit Card Numbers 

SSN Numbers 



ɳ˄ˋ˖˃ʰˍ˗˄ˇ˄ˍʰʽ п ˃ʹ˔ʰ˄ʽˋ˃ˇʾ 
Application Security 

Å OWASP Top 10 and beyond 

Å XML firewall, Cookie Security 

Å Positive Security Model 

Å DDoS and Bot protection 

Å Integrated Anit Virus 

Å Vulnerability scanner integration 

Identity and Access Management 

Å Authentication & Authorization 

Å Single Sign On 

Å SSL Client Certificates 

Å One Time Passwords 

Å LDAP/AD, Kerberos, CA-Siteminder 

Å RADIUS, RSA SecureID 

 

Acceleration 

Å SSL-Offloading 

Å TCP-Pooling 

Å Caching 

Å Compression 

Å Rate Control 

Å Connection Multiplexing 

Traffic Management 

Å Load Balancing 

Å Session Persistence 

Å Health Monitors 

Å Content Routing 

Å Content Rewrite 

Å Instant SSL 



WAF Models 


