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Avotopia Web emiBeonc

e OutWeb erubeoelc b dladEpouv OUCLAOTIKA OTTO TO
KOWO EYKANUQL

e Karmouot elvat Bupora oo toyxn...
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SQL Basics

O xpnotnc eloayel bedopeva o
Lo poppo o€ o web oehida

Account Detall

Your Account:| 9672

AUTN N TN METATPETIETAL OO TS ——
TNV epappoyn o€ eva SQL Number
statement

SUBMIT

...select acct-detail from acct-master WHERE acct=5672’

el v 4



ArtAn SQL Injection

KaBwce to 1=1 elvat mavta Account Detall

aAnBec, OAec oL eyypadec Tou

Your Account:[ 2672 OR1=1 -

acct-master erA\eyovtal kol

QVOKTWVTOL Enter your account
Number

“- -7 dnAwvel oxoho otnv SQL
SUBMIT

...select acct-detail from acct-master WHERE acct=5672'OR 1 =1"

el v 4



EntiBeon Cross-Site Scripting (XSS)

@ O Hacker tonoBetel éva kakofouAo
script oe éva. POST mou anoBnkeveTal
otn web oeAida tou server

To Script cUA\éyel 1
credentials 1
EUTLOTEVUTIKEC
TIANPOodOPLEC TIG OToLEC
oTEAVEL 0TO hacker

Web Server

7| x
=
(5

@ ‘Otav 0 avumoPaoTog XpoTNG ETLOKETTETAL TN
oehida, kateBaleL To script To omolo ekteAeital
oto browser
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EntiBeon Slow Client

O Hacker oteAvel TOMA NUTEAN Tl QT AT LEVOUV QVOLKTA
artnpoco HTTP LLEow TIOAL apyou keepalive
traffic

HTTPrequest

| ’%\I
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Katnyoplec emiBeocewv o€ Layer 7

Input Injection Denial of Service
e SQL patterns, scripts, e Length violations, buffer overflows
metacharacters e Traffic based

e Virus, Malware _
Forceful Browsing

Session Attacks * Accessing unauthorized resources
e Cookie attacks, Cross Site Request e Hidden parameter violations
Forgery (CSRF)
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O

T10

OWASP Top 10 Application
Security Risks — 2013

/a N
Al - Injection
a o
4 A2 - Broken ‘
Authentication and
Session
N Management J
A3 - Cross-Site
Scripting (XSS)
N o/
- <
A4 - Insecure
R Direct Object
g References

NSy

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an
interpreter as part of a command or query. The attacker’s hostile data can trick the interpreter
into executing unintended commands or accessing data without proper authorization.

Application functions related to authentication and session management are often not
implemented correctly, allowing attackers to compromise passwords, keys, or session tokens, or
to exploit other implementation flaws to assume other users’ identities.

XSS flaws occur whenever an application takes untrusted data and sends it to a web browser
without proper validation or escaping. XSS allows attackers to execute scripts in the victim’s
browser which can hijack user sessions, deface web sites, or redirect the user to malicious sites.

A direct object reference occurs when a developer exposes a reference to an internal
implementation object, such as a file, directory, or database key. Without an access control check
or other protection, attackers can manipulate these references to access unauthorized data.
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To Web Application Firewall tng

Barracuda 1TTpooTaTEUEI OUVOAIKQ ATTO
aTTEINEC O€ Layer 7

DIGITA

SIMA ‘1
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IPS kot Network Firewalls o€ Layer?/

1. Injection attack protection (XSS, SQL) [Meplopiopévn
2. Normalize Encoded Traffic OXI
3. Inspect HTTPS traffic OXI
4. Session tampering/hijacking/riding protection OXI
5. Forceful Browsing Prevention OXI
6. Data Theft protection, Cloaking OXI
7. Brute-force protection OXI
8. Web Services Projection OXI
9. Application Layer DDoS Protection OXI
10. Rate Control Protection OXI

A



WAF & Network Firewall: cuprmAnpwpatikn mpootacio DDoS

DIGITAL
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Avnipetwmon Application DDoS
Web Application Firewall

Protocol anomaly detection (HTTP)
HTTP GET, POST Floods

HTTP “Slow Attacks” — Slowloris, R-U-
Dead-Yet (RUDY), Slow Read Attack
LOIC, HOIC Protection

JS Challenges

CAPTCHA Challenges
Geo-location controls
Filtering anonymous proxies

SSL Inspection without exporting
private keys off-site
IP Reputation feed

Building Excess Capacity

Session Rate Tracking

< < << < £ < < < <

AvnipeTtwmon Network DDoS
Network Firewall

Protocol anomaly detection
Packet flood mitigation- TCP, UDP, SIP, ICMP
SYN Flood Protection

UDP Flood Protection

ICPM Ping Floods, Smurf Protection

DNS Protection

Virtual Partitioning

Geo-location ACLs

Granular Inspection, Out of state filtering

Granular layer 3 and 4 filtering

Defeating Bots by Blocking C&C
communication

\



Turikn Eykataotaon

Kai 0TI U0 UAOTTOINOEIG PTTOPOUKE Va £XoUpE OUO OUOKEUEG 0 YWnAR dlaBeaipoTnTa

Inline peTacw Tou firewall kal Twv servers o€ Proxy rj Bridge mode

- e

5 e === e
> Enmmm > >

Intemet Network Firewall Barracuda Web Site Firewall Web Server

Out of line wg one armed proxy

A~ ET”
o S e EEEE & .
Internet Network Firewall Switch Web Server
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[Twc Aettoupyet to Barracuda WAF

To stream TeppatileTal, TA MOKETA
avaouvtiBevtal kat EAEyyovTal pLV
npowBnBouv

pB

Application & Backend Servers

vé

Packet 1 Packet 2 Packet 3 Packet 4 Packet 5

Attack

BLOCKED | Barracuda
Web Application Firewall

ethl eth2
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‘EAeyxoL acpaleloc o€ Layer 7

Cloaks Application Error Codes
Web Server Errors

Credit Card Numbers

SSN Numbers

P Ewoepyxopevn Kivno
DIGITAL| (Mpootaoia os emBeoelg layer 7) (Mpootaoia dtapponc 6860uévw‘)

SIMAS




Evowpatwvovtol 4 punyxaviopot

Application Security
*  OWASP Top 10 and beyond
= s

e XML firewall, Cookie Security 4 =as

Acceleration
SSL-Offloading

* TCP-Pooling

*  Positive Security Model e Caching

* DDoS and Bot protection e Compression

* Integrated Anit Virus * Rate Control

*  Vulnerability scanner integration | J «  Connection Multiplexing

Traffic Management

* Load Balancing

Authentication & Authorization

* Single Sign On * Session Persistence

e SSL Client Certificates e Health Monitors

*  One Time Passwords * Content Routing

* LDAP/AD, Kerberos, CA—Siteminder * Content Rewrite

DIGITAL
SIMA  RADIUS, RSA SecurelD e |nstant SSL




WAF Models

MODELCOMPARISON | 360 | 40 | 0 | 80 | o0

CAPACITY

Backend Servers Supported
Throughput

HARDWARE

Form Factor

Dimensions (in)

Weight (Ib)

Data Path Ports
Management Port

AC Input Current (armps)

ECC Memory

1-
25 Mb ps

A

1U Mini
168x1.7x14
12
2x10/100
1 x 10/100
1.2

5-10
50 Mb Ps

1U Mini
168x1.7x14
12
2 x GbE
1 x 10/100

1.4

10-25
200 Mbps

1U Fullsize

168 x1.7x226

26
2% GbE
1x10/100
1.8

25-150
1 Gbps

2U Fullsize
174%x35x255
4f
2 x GbE
13x10/100
4]
L ]

150-300
4 Gbps

2U Fullsize
174x35x255
52
2 x 10GbE
1% 10/100
54
o
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WAF Features
| moeLcomparisoN | 36 | a0 | 0 | 80 | %0 |

FEATURES

Response Control L L ® ® ®
Outbound Data Theft Protection L L ® L L
File Upload Control L o ] ] [ ]
SSL Offloading o L L] [ ] ]
Authentication and Authorization L L L L L
Vulnerability Scanner Integration L L L] ® [
Protection Against DDos Attacks L L ® & ®
Network Firewall L o ] ] [ ]
High Availability Active/Passive Active/Passive Active/Active Active/Active Active/Active
Caching and Compression L L] [ ] ]
LDAP/RADIUS Integration L

Load Balancing & ® ® [
Content Routing L ® ® [ ]
Advanced Routing L] ] L]
Adaptive Profiling L] [ L]
Antivirus for File Uploads L] [ [ ]
XML Firewall ] ] L]




Customize Experience based on Client and Devices

http://www.site.com
>

http://www.site.com/main

Content Routing

http://www.site.com URL Rewrite
> Rate Control
< ) e
http://www.site.com/mobile IPv6/IPv4 =

Mobile Site
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