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Input Injection Denial of Service
A SQL patterns, scripts, A Length violations, buffer overflows
metacharacters A Traffic based
A Virus Malware .
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OWASP Top 10 Application
Security Risks — 2013
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Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an
interpreter as part of a command or query. The attacker’s hostile data can trick the interpreter
into executing unintended commands or accessing data without proper authorization.

Application functions related to authentication and session management are often not
implemented correctly, allowing attackers to compromise passwords, keys, or session tokens, or
to exploit other implementation flaws to assume other users’ identities.

XSS flaws occur whenever an application takes untrusted data and sends it to a web browser
without proper validation or escaping. XSS allows attackers to execute scripts in the victim’s
browser which can hijack user sessions, deface web sites, or redirect the user to malicious sites.

A direct object reference occurs when a developer exposes a reference to an internal
implementation object, such as a file, directory, or database key. Without an access control check
or other protection, attackers can manipulate these references to access unauthorized data.
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IPS" hNetwork Firewalls 4_ayer7

1. Injection attack protection (XSS, SQL) "BUj; 96) alleysc
2. Normalize Encoded Traffic Bi t
3. Inspect HTTPS traffic Bi t
4. Session tampering/hijacking/riding protection Bj t
5. Forceful Browsing Prevention Bj t
6. Data Theft protection, Cloaking Bj t
7. Brute-force protection Bi t
8. Web Services Projection Bi t
9. Application Layer DDoS Protection Bj t
10. Rate Control Protection Bi t
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Avnipetwmon Application DDoS
Web Application Firewall

Protocol anomaly detection (HTTP)
HTTP GET, POST Floods

HTTP “Slow Attacks” — Slowloris, R-U-
Dead-Yet (RUDY), Slow Read Attack
LOIC, HOIC Protection

JS Challenges

CAPTCHA Challenges
Geo-location controls
Filtering anonymous proxies

SSL Inspection without exporting
private keys off-site
IP Reputation feed

Building Excess Capacity

Session Rate Tracking
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AvnipeTtwmon Network DDoS
Network Firewall

Protocol anomaly detection
Packet flood mitigation- TCP, UDP, SIP, ICMP
SYN Flood Protection

UDP Flood Protection

ICPM Ping Floods, Smurf Protection

DNS Protection

Virtual Partitioning

Geo-location ACLs

Granular Inspection, Out of state filtering

Granular layer 3 and 4 filtering

Defeating Bots by Blocking C&C
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Application Security
A OWASP Top 10 and beyond
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A XML firewall, Cookie Secugf -5

> h _

A Positive Security Model
A DDoS and Bot protection’
A Integrated Anit Virus

A Vulnerability scanner integration |

Authentication & Authorization
Single Sign On
SSL Client Certificates

To Do To To Do Do

RADIUS, RSA SecurelD

SStOffloading
TCPPooling
Caching
Compression
Rate Control
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Connection Multiplexing

Traffic Management

Load Balancing

Session Persistence
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Content Routing | ,
Content Rewrite
Instant SSL
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