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Windows XP - ARén umootnpwnc

Linux; 1,48%  Other; 4,43%
Windows Vista; 3,10%

MacOS X 10.9; 3,48%

Windows 8.1; 4,30%

Windows 8; 6,38%
indo Windows 7; 47,31%

Windows XP; 29,53%
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Ransomware: CryptoLockers, Filecoders
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Kpumttoypadouv H kpumttoypadnon sival Aev umtdpyxeL eyyunon

gyypada Kol OnNHOVILKA ouvnOwc¢ oAU LoxupNn armoKpuTttoypadnong
apxela

Your personal files 3

Your important files encryption produced on this compute
documents, etc. Here is a complete list of encrypted files, a
this.

Encryption was produced using a unique public key RSA-2048 gt
computer. To decrypt the files you need to obtain the private ke

The single copy of the private key, which will allow you to decrypt
on a secret server on the Internet; the server will destroy the key aft
specified in this window. After that, nobody and never will be able €

To obtain the private key for this computer, which will automatically de
need to pay 300 USD / 300 EUR / similar amount in another currency.

Y Click «Next» to select the method of payment.

[l ENJOY SAFER TECHNOLOGY
Any attempt to remove or damage this software will lead to the
key will be destroyed on destruction of the private key by server.
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OPERATION
WINDIGO

25,000 UNIX servers in total affected
500,000 computers attacked daily




Operation Windigo
8,081 7,726

BLACKBERRY LINUX

24,997 4,821

WiNnDOWS VISTA WiNDOWS PHONE

35,135 49,676

0Os X UNKNOWN

51,020

WinDows 8

182,329

WinDOws XP

364,224

WiNDOWS 7

225,596

ANDROID

202,711

i0S

ﬁ]n?ws SERVER 334 238 .I'?)gﬂ.

CHROME OS WiNDows 8.1 , ,
MNeploocotepeg MANpodoplec:

ENJOY SAFER TECHNOLOGY . X i i
WeliveSecurity.com/Windigo




BYOD & mAeovektiporto
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OL epyalopevol Mia cuokeun yLa OAEG Auénuévn xpnon Meiwon k6oTtoug yLa
yvwpilouv nén to TLC SOUAELEG Smartphones kat TNV enixeipnon
neptPailov epyaciog Tablets
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BYOD & avayKkec mpootaoiog
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H daxeiplon bev €xel OL ocuOKEUEG cuvbEovTal Ta Smartphones
e\eyxOel amo to tuApa o€ avolktd diktua Wi-Fi ouvnOwcg dev
IT npootatelovral
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Emavepdavion Win32/Sality pe tov Win32/RBrute

Win32/RBrute

Change Router’s

Accesses Router DNS
|
\/
Redirects PC’s to User installs
Malware Win32/Sality
|
\/
PC & Router Win32/Sality
distribute —> increases botnet
malware numbers
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CUSTOMIZE
CHROMEBOOKS

CHROMECAST

Get a fast, free we

Cine hrowser for your computer, g



Mw¢ UIOPOUHE VOL TPOCGTATEVUGOULE TO HLKTUO HoG;

™ &2 CEe v

ENDPOINT \
BUSINESS | s EnproN SECURITY % fpLE  SECURIT GATEWAY
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Enineda npootaociog o Eva diktuo

Files Antivirus @
Email » Firewall

Proxy External Media

Gateway » D
LT

DMZ
Firewall

»




Znueia mpootaociag og workstation
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ENDPOINT

ANTIVIRUS

ESET ENDPOINT ANTIVIRUS

loxupn npootacia Antivirus
Ko Antispyware

v" Antivirus & Antispyware
v" HIPS

v" Anti-Phishing

v Device Control

ENDPOINT
SECURITY

ESET ENDPOINT SECURITY

OAokAnpwHEVN MpooTtaocia
TEPHUOTIKWV

Antivirus & Antispyware
HIPS

Anti-Phishing

Device Control

Firewall

Web Control

Client Anti-Spam
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ESET Endpoint Antivirus — ESET Endpoint Security

Antivirus Kot
Antispyware

MapEXeEL TPOANTITLKN
nmpooTacia evavtla og KAOe
eldouc online kat offline
QTEIAEC KOLL OTIOTPETIEL TNV
e€amAwon kakofoulou
KWOLKOL 0€ AAAOUC XPOTEC

ENJOY SAFER TECHNOLOGY"

Pohersecmmy

A Protection status

o Help and support

Protection status
Maximum protection

Computer v
Network v I

o Web and email v M

Frequently used
Run Smart scan
Statistics

Number of scanned objects: 684
License valid until: 12/23/201



ESET Endpoint Antivirus — ESET Endpoint Security

Host-based Intrusion

Prevention System (HIPS)

Enegepyaoteite avaluTika Tnv cupmnepltdopa Tou
OUOTAHOTOG

OploTte KAVOVEG yLa TNV registry, evepyEg Slepyaoieg
KOLL T(POYPALLLLOTAL YLAL VOL TEAELOTIOL OETE TNV
npootacia cUUPWVA UE TG AVAYKEG OOG

ENJOY SAFER TECHNOLOGY

anced setup

-l Computer
Antivirus and antispyware
----- Remavable media

-igg Web and email

-3 Update

-9 Tools

-8 ser interface

HIPS

Enable HIPS
Enable Self-defense

Filtering mode

[Autcmatic mode with r

Order of evaluation: r

Rule editor

Rule=
n-l-'



ESET Endpoint Antivirus — ESET Endpoint Security

Anti-Phishing

MpooTtateVeL ATTO ATIOTELPEC ATIOOTIOONC TIPOCWTILKWY TIANPODOPLWV OTIWE
usernames, KwOLKWV MPocfaong N TpPamMellkwy cUVOAAOYWVY KoL aplOpwv
TILOTWTLKWY KOPTWV ATt PEVTLKEC LOTOOEAIOEC LETAUDLEOUEVEC WC EUTILOTEC
KOlL OLUOEVTLKEC

ENJOY SAFER TECHNOLOGY



ESET Endpoint Antivirus — ESET Endpoint Security

Device Control

Eumodilel CDs, DVDs, USB kat dAAa péoa
Kol $OPNTEC CUOKEVEC

ANLOUPYNOTE KAVOVEC BACEL TUTTIOU CUOKEU WY, KOTOLOKEUALOTH
Kol AAAWV LdlotATWwV

PuBuiote adelec ouokevwv “read/write”,
“read only” i “blocked”

AmtotpePte pn e€ovolodotnpevn aviypadnn Twv TPOCWTILKWY
oaC SeSOUEVWY O EEWTEPLKEG CUOKEUEC

ENJOY SAFER TECHNOLOGY



Mobility: Kat 6tav n cuokeun Byet EKTOC SIKTUOU;

Antivirus

N
? - Firewall AT
° Web Control
Removable Media D
[ ]

LTES0
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ESET Endpoint Security

Firewall

Advanced setup

v Automatic Aettoupyia yla eUKOAN gykoTdoTOoN 3 oy e

-5 Personal firewall & Trusted zone is
P Trusted zoneis a
IDS and advanced options [ Do not display d.
IDS exceptions settings are dete
Learning mode
Application modification detection
System integration
Connection view Zone and rule editor
|- Web and emai Rules define how th
H-fd Parental control
H-3 Tools =
t-- 8 User interface

v Learning Mode yla eUkoAn Snpoupyia rules

V' Aloeiplon Twv KOVOVWY KEVTPLKA oo to ESET
Remote Administrator

AlaBEoLpeg Asttoupyliec:

[ WO e IO s WO W

* Automatic

Information dis

e Automatic with exceptions Display infor
Descript
* |nteractive R

* Policy-Based

* Learning

ENJOY SAFER TECHNOLOGY



ESET Endpoint Security

Web Control

* [leploplopog npooPBaong oe
lotooeAibec ava katnyopia (..
Games, Social Networks, Adult)

* [leploplopocg npocPaong ava URL
* Aelttoupyel o HTTP kot HTTPS

* Edappoyn oe groups, clients 1 6Ao
10 SikTUO

* Juykévipwon avadopwv browsing
oTnNV KOVoOAd

ENJOY SAFER TECHNOLOGY"
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fes Editor

P to enforce acceptable use policy for Internet use, per user or per groups of users, The order or rules «

Enabled Name
1 |7 Allow mysite,com
2 |7 Socdial Networks
3 |7 Block Group of Categories

Type URL/Category
URL-based Action  mysite,com

Category-based ... Social Networking

Category-based ... Group 1

Users Actic

W Allo
X Block
X Block

@ Group Editor

Group categories of websites to further simplify working with them when defining rules, e.q. based on their acceptability to your organiza:
Search bar for fast access to a spedfic category.

Category

[All

Adult Materials
Alcohol and Tobacco
Business Services
Communication and Sodial Networks
Criminal Activities
Dangerous sports
Education
Entertainment

File sharing

Finance and money
Gambling

Games

N | Health

:\\Informaﬁon Technology
v search
N
~terests

»

m

=
Subcategory

Abortion

Abortion - Pro Choice
Abortion - Pro Life
Advocacy Groups &Tra...
Agriculture

Alzohol

Anonymizer

Architecture & Construc...
Arts

Astrology & Horoscopes
Atheism & Agnosticism
Auctions & Marketplaces
Banking

Biotechnology

Botnet

Businesses & Services {...
Cartoons, Anime & Comi...

Catalnne

Group

»

m. |

. Group 1 Group 2 |

Botnet

Child Abuse Images

Child Inappropriate
Command and Control Centers
Compromised

Criminal Skills

Gambling

Games

Hacking

Hate Speech

Ilegal Drugs

Lingerie, Suggestive & Pinup
Malware Call-Home
Malware Distribution Point
Marijuana

Mot Categorized

Nudity

Parked

Phishing/Fraud

Piracy & Copyrigh’
Pornography

Profanity

Sex & Ero*

.

—



ESET Endpoint Antivirus — ESET Endpoint Security

XOoUNAEC QTOLLTOELC
OUOTHHOTOC

Awotnpet uPnAeg eTOOOELG Kall - Maximum protection

napateivel tn Sapkela {wng tou

UT[OAOV lCTr’] Frequently used @ Run Smart scan
‘; Statistics
E¢owkovopet Internet Bandwidth T ESET Social Media Scanner
@ Enable Gamer mode
LE EQALPETIKA LLKPA TIALKETAL
Svr] uspd)cswv Basic overview License valid until: 2.1, 2015

@& ESET NOD32 Antivirus st
background jobs usip

ENJOY SAFER TECHNOLOGY



ENDPOINT

SECURITY

FOR ANDROID

ESET ENDPOINT SECURITY FOR ANDROID i Antivirus

A Antispam
NMpootaocia etapikwv Android @ Anti-Thet
tnAsdpwvwyv ko tablets —
v Anti-Theft ) Update
v" Real-time npootaoia D Password
v Security Audit
v SMS/MMS Antispam ,
v Mpootacio adaipeonc \ 2
v' Anopakpuopévn Staxeipion

* AlotiBevral k600l Kat yia Symbian kat Windows Mobile.

ENJOY SAFER TECHNOLOGY



ESET Endpoint Security yia Android — Anti-Theft

ESET ENDPOINT SECURITY

Enter security password:

Unlock

Anti-Theft MNpooctacia

Avayvwptlon oaAAayng SIM
ATIOLAKPUOHEVO KAEIOWHA
Amopokpuopévn dlaypadn
Evtomniopog péow GPS
Mpootacia adaipeong
Xelplopog Anti-Theft péow SMS

AN NN YR
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ESET Server Security

ESET File Security: ESET Mail Security: ESET Gateway Security:

Microsoft Windows Server Microsoft Exchange Server Linux/BSD/Solaris
Linux/BSD/Solaris Linux/BSD/Solaris Kerio Control

IBM Lotus Domino

Kerio Connect

(es[FD) -
EEer MAIL er
E "\j OY SAFER TECHNOLOGY SECUR'TY GATEWAY

SECURITY



FILE

SECURITY

ESET FILE SECURITY

FOR MICROSOFT WINDOWS SERVER

ESET FILE SECURITY Protection status P watch activity
Watch activity :
q ’ Statistics
NMpootaoia Server Ae LTOUPYLIKWV Activity: [File system activity
0 Computer scan
Antivirus & Antispyware File system activity graph
, LW Update
2xeblOOUEVO YLa Servers i
Autopatn avixvevon Server Roles 30F setup 1

AmnteAeuBEpwon opwv PAcel pOAwV
pappn evtoAwv e-Shell [0
AtoBéotpo yia Windows/Linux | o

AN NN N YR

B Amount of read data
B Armount of written data
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MAIL

SECURITY

ESET MAIL SECURITY

Npootacia statpikwv mailboxes

E€eAypevn pootacia Antispam
Mailbox Anti-Malware

Antivirus & Antispyware
Autopatn avixvevon Server Roles
Fpapun evioAwv e-Shell
Exchange/Domino/Linux/Kerio

D NI N NI NI N

GATEWAY

SECURITY

ESET GATEWAY SECURITY

NMpooctacia Gateway

v" Antivirus & Antispyware
v' Evowpdtwon og Proxy
v' HTTP & FTP layer scan
v" Web-based interface



REMOTE

ADMINISTRATOR

ESET REMOTE ADMINISTRATOR

ATOLOKPUOHEVN SLaxeiplon
OAwWV Twv npoiovtwv tng ESET

Kevtpwkn Staxeipion

Tomikog Update Server
EVTOmIopOG TEPUATIKWY
ATIOLLOKPUOEVN EYKATAOTOON
Real-time Web Dashboard
Reports Kol OTOTIOTIKA
ISlaitepa eAadpu Service

NN N N N NN
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H,,,‘eﬂ”'[John—pc] - Administrator - ESET Remote Administrator Ccmsnlek

_gdit  Actions View Tools Help

E&&wagvx x|alor oloe@ToH,

Apply Changes

Client filter criteria

Show checked dients

Clients

Reset

Static Groups

Parametric Groups

Policies

| i Default Clients Policy

=8 i} Default Upper Server Policy

%ss Server Policy (Johnpc)

[Use All Servers '] [ Check ] Qné
Server Name 72 Clients
[C] &8 1ohn-pe 14

In the grid
Ttems to show 1..14 (14itel

Client Name Primary 5.. 3 Domain
4 Admingr John-pc esetcy.lo
Epe2 John-pc hellas.loc
4 John-8al2cc3fde Jehn-pc workgrou|
& John-pc Jehn-pc workgro
S Lab-pc John-pc workgro
& Parisi John-pc workgr
& pc20 John-pc adaox.
5 Sales3-pe John-pc eset

i 5hs2011 Jehn-pc shs.|

& Vmiserver Jehn-pc w

& Win2000pc lohn-pc

[ Win7xB6-pc John-pc

@ Workstationl John-pc

@ Xpx32 Jehn-pc




ESET Remote Administration Console

M| | Custom List

w unregistered computers only

nts with last connected warning

dit Actions View Tools Help

P el x x| @ 0 |4 [O)= &2 45| &

Tasks

Computers | Install Tasks

efault Search Task

frveDirectory Computer Name  ~ Computer De...  IPv|
M occountslsetgrisb | Esetgriab |
™ hccountstesetgriab | Eeigrisb |
T T —
& De.esetgrlab Esetgrlab

uration: 9 seconds & Exchange.esetgr.lab Esetgr.lab
[ lit1.esetgr.lab

Run Mew Search... - -
I J P2, coctonlab Select All
et A ' Ji63.ccetgrlab Select by tl.esetq
Server

Inverse Selection
Hide Selected
Hide Unselected

[ JLaptopl.esetgr.lab
[ JLaptop2.esetgr.lab
[ JLaptop3.esetgr.lab

Manage Packages|

Upgrade Window:
Diagnostics of Wi
Windows Push In:
Linw/Mac Push T
Add to ignore list.

& Serverl.esetgrlab
& Server2.esetgrlab

Export to Folder o
Send via Email

Set Default Logen
Show/Hide Colunf

Properties

o0z » =] -

Use All Servers

v ] [ check | [uncheck]

How do I add servers?
How do I add dients?

Server Mame 5

Virus Signature DB Stat:

7 P T YT

Items to show | 200

V] [in last 7 days -

Threatld <, Client Mame

Threat 33 John-pc
Threat 38 John-pe
Threat 37 John-pc
Threat 36 John-pc
Threat 35 John-pc
Threat 34 John-pe
Threat 33 John-pe

[Thieot32_Liohnpe |

Date Occ... 7 3

& minutes ago
10 minutes ago
10 minutes ago
11 minutes ago
11 minutes ago
11 minutes ago

11 minutes ago

11 minutes ago

Level

Narning
Warning
Narning
Narning
Narning
Warning

Varning

In the gr
1.8 @it

Scar|
HTT]|
HTT]|
HTT]|
Real
Real
Real

rofile

Show Help

I | (2| O Product fiter:

eal
mail

‘EesssEENESEEEEEEEEEEDEERDEES

pmputer scan
ime file system protection

Iter

mail client

ocument protection
ersonal firewall
Settings

Application protocol content filtering: Yes

Start application protocol protection automatically: Yes
Application view: Description

Filtering made: Interactive mode

Rule view: User and predefined rules

Allow modification of signed (trusted) applications: Yes
Protocol filters' per-file memary cache limit (bytes): 1048
Protocol filters' global memary cache limit (bytes): 104853
Enable POP3 scanning: Yes

Enable modifying emails received by POP3: Yes
Compatibility: Maximum effidency

Ports used by POP3 protocol: 110

Enable IMAF scanning: Yes

Portz uzed by IMAP: 143

Enable modifying emails received by IMAP: Yes

Enable HTTF scanning: Yes

Ports used by HTTP protocol: 80, 8080, 3128

Switch HTTP filter to passive (compatible) mode for files |
Switch HTTP filter to passive (compatible) mode for files b
Amount of data to scan from infinite HTTP streams (byte:
Block COMMECT method of HTTP protocol: No

Redirect traffic for filtering for:: Based on ports and appl
Do not show the dialog with protection mode settings of
Firewal system integration: All features active

Postpone Personal firewall module update until a compute
Rule setup: See dialog
55L

-
Zone and rule setup

Rules Advanced se
Rules define how the firewal
specific ports communication.
Toagle application tree view

MName: Action
Block inco... &
Block out... 4
Block NET... ¥3-
Rule crea...
Rule crea... ¥
Rule cea... 4
Rule rea... 4
Rule cea... 4
Rule rea... 4
Rule cea...
Rule rea... 4
Rule cea...
Rule crea... 4
= o e
<
e

Learning mode
Web access protection

ENJOY SAFER TECHNOLOGY



Me tnv ESET kepbilete
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Trusted.

Mponyuévn Kol EukoAla oto xpriotn Ko EAadplEg AUOELG pe EukoAia otn
arnobedelypevn arodoTLKOTNTA kopudaieg embOoELg dlaxeiplon
npootacia
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ESET Hellas

TnA. 210 7759270
sales@esetgr.com — support@esetgr.com
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