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THREAT LANDSCAPE

New Threats Every Minute,

152 or About 2.5 Every Second

16% URLS in 2013 Total Now 75M!
18,000 New Uniqgue Android Malware Samples
320,000 pbeeter e Sanois
GO0,000+ MBR Attack-Related Samples in Q1 2013
1,500’000 Signed Malicious Binaries in Q2 2013

170,000,000+

Unique Malware Samples Now
Contained in the McAfee “Zoo”




WHAT IS ADVANCED MALWARE?

EVADES
Legacy-Based Defenses

« Stealthy
» Targeted
e Unknown

Typically
CRIMINAL

* Theft
» Sabotage
» Espionage

Discovered

AFTER THE FACT

Gartner

Bottom Line

Malware has evolved to
become a persistent threat
with a potent delivery
ecosystem.

Layered defenses are failing
to fully contain the risk due
to advanced persistent
threats (APTs) and other
defense challenges.

Enterprises must enhance
their vigilance.

Source: Malware, APTs, and the Challenges of Defense,
Gartner (updated 26 December 2012)



ADVANCED MALWARE MARKET WISDOM

Y Signature-Based UNKNOWN
Defenses Ineffective
Against the Unknown

> Sandboxing - -
!

* Run suspect file in safe

(virtual) environment e e = \O’

« Analyze actual behavior

) Sandboxing l l l

 Resource intensive

* Not real-time - . -
1 ¥ AR

Safe Malware Malware

* By itself, dynamic analysis
IS not effective against all
malware

) SANDBOXING



ADVANCED THREAT DEFENSE

KEY DIFFERENTIATORS

Centralized
Deployment

Comprehensive High Detection
Approach Accuracy




COMPREHENSIVE APPROACH TO MALWARE

ADVANCED
THREAT DEFENSE

FIND . : FIX

Advanced Threats Threats, Stopping Impacted Systems
Their Infiltration by Initiating
and Spread Within Remediation

the Infrastructure




COMPREHENSIVE APPROACH TO MALWARE

Faster Time to Malware Conviction, Containment and Remediation
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ADVANCED THREAT DEFENSE

KEY DIFFERENTIATORS

Centralized
Deployment

Comprehensive High Detection
Approach Accuracy




COMPREHENSIVE LAYERED APPROACH

Advanced Sandboxing
Static Code And Dynamic Analysis

Emulation Engine
Gateway Antimalware

Global File Reputation
McAfee Global Threat Intelligence

Anti Virus Signatures
McAfee Anti Virus Inspection

Local Lists
Known Bad, Known Good

Balances Performance and Protection




DYNAMIC AND STATIC ANALYSIS

U DYT- - ANA/

e ObsS Z(Work Con'S pations

* Observe Process Activities

* Observe File System Changes

1

» Hidden Logic Paths

NALY S

Stwpls of D|“C0de

Discovery of Latent Code

1

Classification and Report

Based on Behavior Only...

Good, but Not Good Enough!

Classification and Report

Based on Observed
Behavior and Familiarity of
Unexecuted Code




ADVANCED THREAT DEFENSE

KEY DIFFERENTIATORS

Centralized
Deployment

Comprehensive High Detection
Approach Accuracy
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EENTRAOVESPEEMHIODHABNDOYMENT

hNovvar Qos apphOanceship and Scalability
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MCAFEE ADVANCED THREAT DEFENSE

Faster Time to Malware
Conviction, Containment,

Comprehensive High Detection Centralized

Approach Accuracy ‘ Deployment

LowerJaial Cost

of Ownership
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The key to advanced
malware protection

IS Integration

April|9, 2014
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Q) McAfee

An Intel Company
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