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Sensitive data is everywhere today

Traditional corporate perimeter

Cloud storage Personal devices Mobiles




Challenges with data being everywhere

* Maintaining adequate corporate security policies

Protecting Intellectual Property
* Managing data on lost or stolen devices

Following compliance laws and regulations

Can users still remain productive and
work the way they want?
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Compliance: Rules & Regulations

Global
v'PCI-DSS 3 (retail, finance, online etc)
v'SOX (multinationals)

/y s

Regional o
v'US HIPAA/HITECH Q
v'US State Privacy & Disclosure laws Q

v'UK Data Protection Act
v'EU European Data Protection Directive (20147?)

A data breach can be exceedingly costly!




Some facts and figures

* 86% of organizations has had a laptop lost or stolen?

e 549,246 is the average value of one lost laptop?

e 7.1% of laptops will be lost at some time in their life?

e >8,000 laptops left behind in US airports every week?

* 81% of medium-size (100-1,000) companies don’t have
encrypted laptops*

* 64% of large-size (1,000+) companies don’t have
encrypted laptops*

« 87% of mid-market senior managers send work files to
personal email or cloud accounts?

* 58% of senior management reported having accidentally

sent the wrong person sensitive information?

Ponemon Institute, 2010,
Ponemon Institute, 2013
Ponemon Institute, 2008 (67% of 12,000)

npwLN e
o

DC, 2012
Stroz Friedberg, 2014
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Encryption is the best solution, but...

e ...can be prohibitive / limit user productivity

* ...can slow boot-up time and annoy users

* ...sometime doesn’t work on the latest hardware
 ..Can incapacitate machines if it fails

e ...could limit collaboration and distribution options

Inevitably all will need time from IT

SOPHOS 7



Encryption without compromise

* Help overstretched IT teams protect corporate and customer
data by encrypting it without getting in the way of end users

* Encrypt data wherever it resides — Windows, Mac, removable
storage, network drives, cloud or mobile

* Keep it simple by minimizing the work needed by IT to deploy
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Sophos Data Protection Strategy

Deliver the Best of Both Worlds:

Protection plus Performance

Multi-platform | Secure Data
Performance 1
. Management | Everywhere
Leverage native _ |
. Windows, Mac, | Removable, Network
OS encryption |

Mobile files, Mobile, Cloud
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Sophos SafeGuard Encryption
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What’s New in SafeGuard Enterprise 6.1

* Broadened platform support
= Windows 8 support for all SafeGuard modules
= BitLocker management on Windows 8
= FileVault management on Mac
= Encryption on Macs - file encryption on removable, file shares, cloud

 Usability improvements
= SGN keyring creation works without re-boot/re-logon
= Management Center simplifications

» Support of additional cloud storage providers on the endpoint +
SkyDrive supported in Mobile Encryption app

» Support of shared PCs, workstations on wheels (WoWs)
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Management of BitLocker

Built in disk encryption
BitLocker

Enter the PIN to unlock the drive

Use the r keys or function keys F1-F10 (use F10 for 0).

Press the Insert key to see the PIN as you type.

Sophos PIN recovery

SOPHOS

erform a challenge/response recovery to get going again
Step 1: Call helpdesk + 1(408) 555 5615

Step 2: Provide the following information:

Backup-File F3EDO1A55A2A8C6.bak
Computer: Sophos\Alic
Challenge: FAB6X9 3BGM8 KACWY ZDKPB 3G5IP U64A1 (expires in 30:00 min)

Step 3: Enter response code:

X T I I I
Block 1 0

Block Bloc

Block 6

SOPHOS

Sophos Management

301-n7e6den
vebden Key | Poiicies | [nventory | Licenses | Access | POA Group Assignment |
m-w7e32en-40
Filter
m-w7e32en-41
i) mzeszen-s2 Computer name: |
) vm-w7es4e m-102 [] Induding subcontainers Show last modified: o=

@
#H{G] vm-wTes4en-51
#H{&] vm-w7es4en-52

oL

Drives | Users | Features | Company Certificate |

#H{&] vm-w8e32en-60
#H&] vm-w8es4en-70-mbr
EIlF| vm-wee6en-75-got o) Type | state | Aigoithm
24{) vm-nBeGden-76-gpt NE Fixed Encrypting AES256
+H{&] vm-wBe64en-77-gpt
) Fixed Unenarypted
#H{&] vm-xpen-1
1) vmpen-100 E Fixed Unencrypted
Logon recovery
SafeGuard Enterprise Client (managed)
1 F Foxiot
#H{g] vm-xpen-32 2 4 Four
J@ Users € H = ey
b = Computer domain: DOM-QSPMO.QS 4 A Apha
Computer name: VM-WBES4EN-75 5 1 One
[Fiter] Action: Boot SGN Client without user logon = 2
6 = Echo
7 L |Lme
8 M Mike
[ Policies 9 2 |Two
10 F Foxtot
5 Keys and Certificates Response = 3
& 7o [rera1 [Emw2r  [rRoNi [ mMErze [ 28c6n | Fmmrv u ————
- | 11.8s1 ‘ 1EF39 l 8TBCT | WXJ8Z | 6DWPT ‘ 3XC9B = 2
& security Officers 14 N November
15 1 one
—_— = Speling Aid | Copy to Cipboard ‘ =4 =




SGN 6.1 - Start-up and Logon for Windows 8

Protection of Hardware and User Assets

* Protection against loss and theft (preboot)

BitLocker BitLocker

Enter the PIN to unlock the drive

Plug in the USB drive that has the BitLocker key

Use the number keys or function keys F1-F10 (use F10 for 0).

Trusted Platform
Module (TP M) Press the Insert key to see the PIN as you type. Start-u p Key

Alice Alice Alice

Smart card credentials Swipe your finger to unlock
Password 4
il
@ PIN
2
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Management of Mac FileVault 2

Built in disk encryption

Sophos Management

Users and Computers
Q =+[R Root [Filter is active]
Authenticated Computers Inventory | RSOP | Users | Member of |

l ifyou :u'vguf ST ’ .Authenticated Users
reset it using your Recovery Key Auto registered Machin... | Operating syst... A POA type |poa  [woL |Encypte... [Unencrypt... |Lastserver contact  |Lastpolicy rec... [Modi... |Refresh .

En [l admi... MacOSv10.8 FileVault 2 M O 1 5 8/7/2013 2:23:43PM 8/7/2...
=HL urMAco.com Drives |Users | Features | Company Certificate |
@ d) =H] .Auto registered
- BT — cogos

& hon = o e T —

& aduser1 CN=Admin,CN=admi... FileVault recovery C

@ localuser

CN=aduser1,CN=ad... g SafeGuard Enterprise Client (managed)
CN=localuser,CN
. &) newsduser CN=macuser,CN=ad... [m] Client i
Sophos client, recovery etc greva e e o oz
() it newaduser CN=newaduser,C Computer name: ins-mac
Ef )B c‘:m:me,s newuser CN=newuser,CN=ad... m]
[ NoNe] Sophos Encryption /B, ATO01WS00 1BTR3
=T C— i
== Filevault recovery key
SOPHOS | QPPV - | TUAY - | 2X75
| mxeo -| sevw  -[ 1220

| About | Server = User _ En n
{ 2 B ta-ws

Policies 1-JE] TA-waxe4 =
The following policies are configured by your security officer.
System disk should be encrypted : Yes

Copy to Cipboard |

<Back | next> Frish | Hep
[# policies oaron - |

Status T =

The system disk is encrypted and a centrally stored recovery key is available.
‘ Click here for further synchronisation inform... |

Other internal disks should be encrypted : No
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Mac File Encryption (RM, file shares, cloud)

+ CN=mary,0U=WPP-0U,DC=winnet,DC=internal

Users and Computers
5 XPSP3VM1 a
8 xPsPavm2 Key | Certificate| Token Data| RSOP| Computer|

JQ XPSP3VM3
..... .. &1 Administrator Key Name A| Key Alias Descriptiol

D ForeignSecurityPrincipals '@ User_mary@DC=winnet,DC=internal_1 User_mary@DC=winnet,DC=internal_1

_J. Freds_OU
+{Z] HDEs_OU

4] HeadQuarter
#H&] Development
_ﬂ Finance

-{&] JORs_OU
#H&] KAVs_ou
&8 Marketing
-{&] MBAs_OU
_J. STSs_OU

AAAAA g Bob

Q macbook-sts
----- -8 Stefan Schnuck_Anzeigename

ﬁg Eg:rss-ou B STS - Removables

_'}. WPP-OU
i File Encryption |

Object N
Root
WINNET.
WINNET.
policies WINNET.

.Authenti
5% Keys and Certificates WPP-0U ‘

A| Scope
M| Include subfolders
<Removables>\plaintext Include subfolders Exclude

<Removables>

JMac 0S X
’

Tokens
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File Encryption on Macs

. @8 Finder File Edit View Go Window Help e
Help

File "Screen Shot 2013-06-25 at 12.38.33 PM.png" is not encrypte | —
but an encryption rule is defined for the file. . '

BUFFALO SharedFolder

" BUFFALO_SEC  SharedFolder_
URED SECURED
Vindow Help ;

File "Screen Shot 2013-06-25 at 8.15.42 AM.png" is encrypted with the-key—8 @ :
‘User_mary@DC=winnet,DC=internal'. ; :
The key is not in your keyring. ’

o~ % = 4 (= Tue 12:44PM mary Q :

Dropbox_SEC sgkernel

lit View Go Window Help

File "Erste Schritte (MacBook-STS's conflicted copy 2013-06-17).pdf" is encrypted witF
‘Domain_WINNET.INTERNAL@DC=winnet,DC=internal'.
The key is in your keyring.
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Simpler policies

©

File Edit View Goto Actions Tools

= Policy Items

{5 Authentication (Default)
.4 Cloud Storage (Default)
.4 DevProt

File Encryption (Default)
[ FileEnc

=4 Full Disk Encryption (Default)
"';9 General Settings (Default)
- |=) Logging (Default)

d%l Password (Default)

= PIN (Default)

E Special Machine Settings (Default)
@) Policy Groups

3 Images

- Information text

White Lists

Local Self Help questions

8 Service Account Lists

[#-§2 Cloud Storage Definitions

&) Removable Media Encryption (Def...

SafeGuard® Management Center - MSO on Utimaco (151.155.151.1: SafeGuard)

Help
B Q] %% %8R (B, i & & | @

Device Protection

Target: |Loca| Storage Devices) Internal Storage E]

Local Storage Devices\ Internal Storage
Media encryption mode
|-) General Settings
Algorithm to be used for encryption

Key to be used for encry;
|=) Volume Based Settings
User may add or remove keys to or from encrypted volume

Reaction to unencrypted volumes
User may decrypt volume

Fast initial encryption

Proceed on bad sectors

Volume based

AES256

efined machine key

No
Accept all media and encrypt
No
No
Yes

IR users and Computers

[ Policies

5 Keys and Certificates

a] Tokens

3 Security Officers

B Reports

Hint

Defines which key is used for encryption.
You can define specific keys (e.q. machine key or a defined key) or you can allow the user to select a key.
You can also restrict the keys which a user is allowed to use.

oy
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Summary

* Data is everywhere today and needs encrypting

* Sophos is 100% committed to encryption and data protection —
managed on premise and/or in the cloud

* SafeGuard Enterprise 6.1 is Encryption without Compromise!

Multi-platform Secure Data

Performance
Management Everywhere
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