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Cloud	
  storage	
   Mobiles	
  Personal	
  devices	
  

Tradi&onal	
  corporate	
  perimeter	
  

Sensi6ve	
  data	
  is	
  everywhere	
  today	
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Challenges	
  with	
  data	
  being	
  everywhere	
  

•  Maintaining	
  adequate	
  corporate	
  security	
  policies	
  
•  Protec:ng	
  Intellectual	
  Property	
  
•  Managing	
  data	
  on	
  lost	
  or	
  stolen	
  devices	
  
•  Following	
  compliance	
  laws	
  and	
  regula:ons	
  

Can	
  users	
  s6ll	
  remain	
  produc6ve	
  and	
  	
  
work	
  the	
  way	
  they	
  want?	
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Compliance:	
  Rules	
  &	
  Regula6ons	
  

Global	
  
ü PCI-­‐DSS	
  3	
  (retail,	
  finance,	
  online	
  etc)	
  
ü SOX	
  (mul:na:onals)	
  

Regional	
  
ü US	
  HIPAA/HITECH	
  
ü US	
  State	
  Privacy	
  &	
  Disclosure	
  laws	
  
ü UK	
  Data	
  Protec:on	
  Act	
  	
  
ü EU	
  European	
  Data	
  Protec:on	
  Direc:ve	
  (2014?)	
  
	
  

A	
  data	
  breach	
  can	
  be	
  exceedingly	
  costly!	
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Some	
  facts	
  and	
  figures	
  

•  86%	
   	
   	
  of	
  organiza:ons	
  has	
  had	
  a	
  laptop	
  lost	
  or	
  stolen1	
  
•  $49,246 	
  is	
  the	
  average	
  value	
  of	
  one	
  lost	
  laptop2	
  
•  7.1% 	
   	
  of	
  laptops	
  will	
  be	
  lost	
  at	
  some	
  :me	
  in	
  their	
  life2	
  
•  >8,000	
   	
  laptops	
  led	
  behind	
  in	
  US	
  airports	
  every	
  week3	
  
•  81% 	
   	
  of	
  medium-­‐size	
  (100-­‐1,000)	
  companies	
  don’t	
  have	
  

	
   	
  encrypted	
  laptops4	
  
•  64% 	
   	
  of	
  large-­‐size	
  (1,000+)	
  companies	
  don’t	
  have	
  	
  

	
   	
  encrypted	
  laptops4	
  
•  87% 	
   	
  of	
  mid-­‐market	
  senior	
  managers	
  send	
  work	
  files	
  to	
  	
  

	
   	
  personal	
  email	
  or	
  cloud	
  accounts5	
  
•  58% 	
   	
  of	
  senior	
  management	
  reported	
  having	
  accidentally	
  

	
   	
  sent	
  the	
  wrong	
  person	
  sensi:ve	
  informa:on5	
  
	
  
	
  
	
  
1.	
  Ponemon	
  Ins:tute,	
  2010,	
  
2.	
  Ponemon	
  Ins:tute,	
  2013	
  	
  
3.	
  Ponemon	
  Ins:tute,	
  2008	
  (67%	
  of	
  12,000)	
  
4.	
  IDC,	
  2012	
  
5.	
  Stroz	
  Friedberg,	
  2014	
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Encryp6on	
  is	
  the	
  best	
  solu6on,	
  but…	
  	
  

•  …can	
  be	
  prohibi:ve	
  /	
  limit	
  user	
  produc:vity	
  
•  …can	
  slow	
  boot-­‐up	
  :me	
  and	
  annoy	
  users	
  
•  …some:me	
  doesn’t	
  work	
  on	
  the	
  latest	
  hardware	
  
•  …can	
  incapacitate	
  machines	
  if	
  it	
  fails	
  
•  …could	
  limit	
  collabora:on	
  and	
  distribu:on	
  op:ons	
  

•  Inevitably	
  all	
  will	
  need	
  &me	
  from	
  IT	
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Encryp6on	
  without	
  compromise	
  

•  Help	
  overstretched	
  IT	
  teams	
  protect	
  corporate	
  and	
  customer	
  
data	
  by	
  encryp:ng	
  it	
  without	
  gejng	
  in	
  the	
  way	
  of	
  end	
  users	
  

•  Encrypt	
  data	
  wherever	
  it	
  resides	
  –	
  Windows,	
  Mac,	
  removable	
  
storage,	
  network	
  drives,	
  cloud	
  or	
  mobile	
  

•  Keep	
  it	
  simple	
  by	
  minimizing	
  the	
  work	
  needed	
  by	
  IT	
  to	
  deploy	
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Secure	
  Data	
  
Everywhere	
  

Removable,	
  Network	
  
files,	
  Mobile,	
  Cloud	
  

Mul6-­‐plaRorm	
  
Management	
  
Windows,	
  Mac,	
  

Mobile	
  

Performance	
  
Leverage	
  na:ve	
  
OS	
  encryp:on	
  

Sophos	
  Data	
  Protec6on	
  Strategy	
  

Deliver	
  the	
  Best	
  of	
  Both	
  Worlds:	
  
Protec6on	
  plus	
  Performance	
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Sophos	
  SafeGuard	
  Encryp6on	
  

SafeGuard 
Enterprise 

Native Device 
Encryption 
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What’s	
  New	
  in	
  SafeGuard	
  Enterprise	
  6.1	
  
•  Broadened	
  plaporm	
  support	
  

§  Windows	
  8	
  support	
  for	
  all	
  SafeGuard	
  modules	
  
§  BitLocker	
  management	
  on	
  Windows	
  8	
  
§  FileVault	
  management	
  on	
  Mac	
  
§  Encryp:on	
  on	
  Macs	
  -­‐	
  file	
  encryp:on	
  on	
  removable,	
  file	
  shares,	
  cloud	
  
	
  

• Usability	
  improvements	
  
§  SGN	
  keyring	
  crea:on	
  works	
  without	
  re-­‐boot/re-­‐logon	
  
§  Management	
  Center	
  simplifica:ons	
  

•  Support	
  of	
  addi:onal	
  cloud	
  storage	
  providers	
  on	
  the	
  endpoint	
  +	
  
SkyDrive	
  supported	
  in	
  Mobile	
  Encryp:on	
  app	
  

•  Support	
  of	
  shared	
  PCs,	
  worksta:ons	
  on	
  wheels	
  (WoWs)	
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Management	
  of	
  BitLocker	
  
Built	
  in	
  disk	
  encryp:on	
  

Sophos	
  PIN	
  recovery	
  

Sophos	
  Management	
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•  Protec:on	
  against	
  loss	
  and	
  thed	
  (preboot)	
  

	
  

•  Protec:on	
  against	
  unauthorized	
  access	
  (Windows)	
  

SGN	
  6.1	
  -­‐	
  Start-­‐up	
  and	
  Logon	
  for	
  Windows	
  8	
  
Protec:on	
  of	
  Hardware	
  and	
  User	
  Assets	
  
	
  

Trusted	
  Plaporm	
  
Module	
  (TPM)	
  

	
  

Start-­‐up	
  Key	
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Management	
  of	
  Mac	
  FileVault	
  2	
  
Built	
  in	
  disk	
  encryp:on	
  

Sophos	
  client,	
  recovery	
  etc	
  

Sophos	
  Management	
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Mac	
  File	
  Encryp6on	
  (RM,	
  file	
  shares,	
  cloud)	
  

15	
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File	
  Encryp6on	
  on	
  Macs	
  

16	
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Simpler	
  policies	
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Summary	
  

•  Data	
  is	
  everywhere	
  today	
  and	
  needs	
  encryp:ng	
  

•  Sophos	
  is	
  100%	
  commired	
  to	
  encryp:on	
  and	
  data	
  protec:on	
  –	
  
managed	
  on	
  premise	
  and/or	
  in	
  the	
  cloud	
  

•  SafeGuard	
  Enterprise	
  6.1	
  is	
  Encryp6on	
  without	
  Compromise!	
  
	
  

	
  

Secure	
  Data	
  
Everywhere	
  

Mul6-­‐plaRorm	
  
Management	
  Performance	
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