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Setting the tone 0

Challenges to cloud transition

Lack of knowledge
Security/Privacy
Connectivity/Access
Reliability

Speed of access

Lack of control

Don't see advantages
Existing investments
Payment model
Complexity of migration
Regulatory concerns
Senior level endorsement
Limited customisation

THE CLOUD MOVES AHEAD,
BUT ISN'T FULLY MATURE

SECURITY: Still a Big

Concern 7 user respondents’
objections to cloud adoption:

® SECUNitY CONCEIMNS ..v.vvrvriecniines 56%
Other o Internet downtime....................... 44%

e integration concerns with on-premise
BRHTASTRUCHIE S vecsvivaviassvoimnsvriass 40%
e data portability ...........cccrvrnn. 39%
e total cost of ownership................. 37%

e lack of understanding of options/
tradeoffs in cloud........c.cccccovviiinnne 36%
2013, UK yougov SME survey ; 5
e resistance to change by internal IT ......31%
[cilchannelinsider
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The Big Issue 0

What is your biggest

security concern with

cloud computing?
Biggest security
concern with

cloud computing
per business size

- arge
B Medium
- Small
Top 3 ranked Keeping security Meeting regulatory  Preventing data loss  Preventing outages  Protecting against
security concerns up to date requirements denial of service
m Preventing data loss

m Preventing outages
Keeping securif
m up-lz-dga:e. 7
Biggest security
concern with

cloud computing
per involvement level

Preventing data loss

Preventing outages

Keeping security
up to date

Meeting regulatory  Protecting against
requirements denial of service
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An Introduction — Intracom Telecom
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Intracom Telecom
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Datacenter Solutions

Facilities
Management

Converged
Networking

Cloud Builder

Private, Public, Hybrid Innovative Cloud Services

» Cloud Planning & Design
» Cloud Implementation

» Operations organization
consulting

» Backup as a Service
» Storage as a Service
» Desktop as a Service
» Security as a Service

Intracom Telecom

Consolidation &
Optimization

Cloud Based Solution

Security &
Compliance

Cloud Security

Assuring Services delivery

» Strategy

» Engineering Services
» Solution Integration
» Audit & Validation




CSP = Our services

<€» INTRACOM

Application

Services

Software as a Service (PACS) ‘

Securitx as a Service \

Hybrid Cloud |

Infrastructure

Services




Cloud Commercialization powerns. 0l ClOUD™ 0 INTI!ACOM

TELEGCO

Public Cloud  Target Market qu‘ﬁ%\;n A
Top-notch
The first Security !
Greek public . .
cloud from a ;
Telco and SMB Services
provider _
Strict SLA

sSICronics

telecom solutions mm



Cloud Distinctions <€» INTRACOM

ISO 27001 certification

"Cloud Security Benchmark: Top 10 CSPs”
by CloudeAssurance, for 2013Q2 — 2014Q1

“Security, Trust and Assurance Registry
(STAR)”, Cloud Security Alliance

Cisco Cloud & Managed Services Advanced
Certification

: ,  Ongoing: CSA STAR Certification, PCl DSS
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Steps to ensure successful cloud migration —

a provider’s recommendations
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Migration to Cloud...1

<€» INTRACOM

Identify cloud deployment & service models

» Private cloud, virtual private cloud, hybrid cloud, public cloud

» laaS, PaaS, SaaS

» Migration entails deep understanding of:

10

Business requirements
Regulatory environment

Internal policies and procedures
Data to be migrated to cloud
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Migration to Cloud...2
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Identify what to migrate to cloud & responsibilities

» Information and data classification must be performed

» Identify data protection requirements

» Customer and CSP responsibilities and demarcation points

» Points of contact; reporting requirements

11
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Migration to Cloud...3
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Identify cloud service provider (CSP)

» CSP must be able to fulfill business requirements

» CSP certifications and distinctions

» Service offered — flexibility and expandability

» Service customization; bespoke solutions

» Business continuity

12
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Migration to Cloud...4

<€» INTRACOM

Verify CSP’s transparency and maturity

» Assess certifications & level of controls’ maturity

» One size does not fit all

» Identify service ladder and roadmap

» Flexibility to accommodate specific business requirements

» Verify level of transparency related to security controls by the CSP

13
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Migration to Cloud...5
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Check contract and Service Level Agreement (SLA)

» Contract # SLA

» Identify what exactly the service is about

» Data migration steps

» Verify roles and responsibilities

» Service Opt-out

14
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Conclusion 0

» Cloud migration needs not be a mission impossible; certainly it is not a walk in the park

» Organizations must truly understand what cloud means and will imply for them

» Make yourselves aware; cloud is not a fancy consumer product

» Intracom Telecom has the expertise to assist organizations in realizing the full cloud potential

Cloud

Builder
Cloud
based
Solutions

Cloud

Security sSItronics
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