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ɶ PartnerNET, ʁ ʽʵʽˁʶˏʶˍʰʽ ˋˍʹ ʵʽʰ˄ˇ˃ʺ ˉˊˇʿˈ˄ˍ˖˄ ˎ˕ʹ˂ʺˌ ˍʶ˔˄ˇ˂ˇʴʾʰˌ Lt ʆʹ˂ʶˉʽˁˇʽ˄˖˄ʽ˗˄, 
ʰˋˏˊ˃ʰˍ˖˄ ʵʽˁˍˏ˖˄ ˁʰʽ ʰˋ˒ʱ˂ʶʽʰˌ ʵʽˁˍˏ˖˄Φ  ɶ ʶˍʰʽˊʶʾʰ ˃ʰˌΣ ʶ˒ˇʵʽʰˋ˃ʷ˄ʹ ˃ʶ 
ˉʽˋˍˇˉˇʽʺˋʶʽˌ ˍ˖˄ ˃ʶʴʰ˂ˏˍʶˊ˖˄ ˁʰˍʰˋˁʶˎʰˋˍ˗˄ ˉʰʴˁˇˋ˃ʾ˖ˌ ʰ˄ˍʽˉˊˇˋ˖ˉʶˏʶʽ ˋʶ ɳ˂˂ʱʵʰ 
ˁʰʽ ɼˏˉˊˇ ˁ ʱˉˇʽʶˌ ʰˉˈ ˍʽˌ ˃ʶʴʰ˂ˏˍʶˊʶˌ ʶˍʰʽˊʾʶˌ ɹʆ ˉˊˇʿˈ˄ˍ˖˄ ˁʰʽ ˎˉʹˊʶˋʽ˗˄Φ 
 
 
ʃˊˇʿˈ˄ˍʰ ˉˇˎ ʵʽʰ˄ʷ˃ˇˎ˃ʶΥ  

www.partnernet.gr 
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ɆɐɛŮɟŬ ɖ PartnerNET ůŬɠ ˊŬɟɞɡůɘɎɕŮɘ Űɘɠ ŰŮɢɜɞɚɞɔɘəɏɠ ɚɨůŮɘɠ Űɖɠ 

www.partnernet.gr 

Our Products  

How Cyberoam addresses  

8 Key Challenges of an IT Manager  
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Challenge 1:  Cost of Security ï  
A deterrent to benefit from Increasing Internet Speeds 

5X higher cost 

New Security appliance that 

offers 100 Mbps UTM 

throughput 
 

What should I do? 

Higher bandwidth at same price 

Security a bottleneck in speed 

UTM throughput 

25 Mbps 25 Mbps 

100 Mbps 
25 Mbps 

www.partnernet.gr 
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Cyberoam NG series UTM appliances 

Appliances starting with  

Gigabit Firewall throughputs 

www.partnernet.gr 
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Best in class Firewall throughputs Best in class UTM throughputs  

Offering up to 5 times industry average throughput 

 The óFastest UTMsô for SOHO & SMB 

Cyberoam NG series UTM appliances 

www.partnernet.gr 
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Firewall Throughput: 40 Gbps 

UTM Throughput: 4.5 Gbps 

CR2500iNG 

Cyberoam NG series for Enterprise 

www.partnernet.gr 
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Challenge 2:  Cost of Security over Fiber link 

 

 

 

Fiber Link 

Multiple times  

higher cost 

High end security appliance 
supporting Fiber link 

 

Gigabit Ethernet 

www.partnernet.gr 
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Cyberoamôs Flexi-port UTM appliances 

Å Combination of Fixed Ports and flexible ports 

Å No need to buy high end appliances to support Fiber link 

 

 

 

 

 

 

 

 

 

 

 

Add on Flexible ports 

 
6 copper GbE ports Fixed 
 

www.partnernet.gr 
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Challenge 3:  Identify & Control newer apps & versions 

Week 1  

Ver.5.0 

Ver. 1.2 Ver. 2.1 

Ver.6.2 

How do I control newer apps & versions my employees  

use in the network? 

 

Week 2  

Ver.5.0 

Ver. 1.2 

www.partnernet.gr 
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Industry leading coverage  

for Visibility & Control over  

2000+ key applications 

Cyberoamôs Layer 7 Application Visibility & Control 

www.partnernet.gr 
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Risk Level 

Very Low (1) 

Low (2) 

Medium (3) 

High (4) 

Very High (5) 

Characteristics 

Excessive Bandwidth 

Prone to misuse 

Transfer files 

Tunnel other apps 

Widely used 

Loss of Productivity 

Can bypass firewall policy 

Technology 

Browser Based 

Client Server 

Network Protocol 

P2P 

Proactive Protection Model & Granular classification 

Category 

File Transfer 

Gaming 

General Internet 

Instant Messenger 

Infrastructure 

Network Services 

P2P 

Proxy and Tunnel 

Remote Access 

Streaming Media 

VoIP 

Mobile Applications 

Social Networking 

Web Mail 

And moreé 

Eliminates the need for manual intervention by administrators to update policies for new  

applications added to the list 

Control over combination of  

Bandwidth Time User  
Application or  

Application  Category 

www.partnernet.gr 
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Cyberoamôs Web & Content Filtering 

Industryôs most comprehensive URL database 

with 90 million URLs in 82+ categories 

Proxy & 

Tunneling 

sites 

Malware 

hosting 

sites 

Corporate 

website 
Search  

Engines 

Internet 

Proxy & 

Tunneling 

sites 

Malware 

hosting 

sites 

Corporate  

website 
Search 

Engines 

Customize blocked messages to educate users on corporate policies 

www.partnernet.gr 
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Challenge 4:  Vulnerable Web apps 

Legacy applications moving to cloud e.g. CRM, ERP, Intranet, Email server 

The Powerful Hacker Community Target web-app vulnerabilities 

The biggest barriers to WAF purchase areé   

Cost of damage Vs  

Cost to Protect 

Vs 

Á Time 

Á To implement 

Á To maintain 

 

Fear of Complexity 

Sensitive data under risk due to attacks on Internal web apps 

Á intranet.abccorp.com 

Á anyintranet.com 

Á anycamera.com 

Á anypayroll.com 

Á anysmall_erp.com 

Á anyinternal_app.com 

Á finally anything_over_http(s).com 

Firewall & IPS cannot protect a web-app from unknown threats 

www.partnernet.gr 
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Cyberoam On-UTM Web Application Firewall is the answeré 

Best of breed WAF: 

 

Á Expensive 

Á Time-consuming 

Á Complex 

Cyberoam WAF Subscription : 

 

Á Cost-effective 

Á Easy to deploy 

Á Doesnôt require changes in 

existing set up 

Vs 

IT Manager 

Protects web-apps from hackers  that exploit web-app vulnerabilities 

(including OWASP top 10) 

www.partnernet.gr 
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Challenge 5:  Visibility into BYOD usage 

IT manager 

Which devices 

are used in 

my network? 

Who  

uses them? 

What can  

they access? 

www.partnernet.gr 
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Cyberoam enables visibility of BYOD usage 

www.partnernet.gr 
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Cyberoam Layer 8 Controls 

Cyberoamôs Layer 8 Identity-based Internet access 

Employees  

ÁOffer differential Internet rights to users /groups 

ÁAllow users to carry their rights beyond their machine anywhere in the 
network 

ÁRouting decisions of user/group traffic in case of multiple ISP links 

Cyberoam Authorizes  

Alex Harry Jack 

Cyberoam Authenticates  

Jack - CEO 

Alex ï Sales executive 

Harry  - HR exe. 

www.partnernet.gr 
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Challenge 6:  Insider threats & Incident Management 

Insider threats Incident Management 

The attack  

damage meter 

admin 

Hacker 

Who is behind the attack? How could I have identified the attack  

before the damage was done? 

www.partnernet.gr 
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Real time visibility into user and network activities 

Á1200+ reports  

Cyberoamôs On-appliance Logging & Reporting 

Identifying users behind risky applications 

www.partnernet.gr 
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Security Dashboard 

Dual Dashboard ï Traffic & Security Dashboard 

www.partnernet.gr 
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Compliance Reports 

www.partnernet.gr 
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Sports Sites 

Bandwidth Bandwidth Bandwidth 

Challenge 7:  Assuring QoS to users and apps 

CEO VOIP & CRM 

www.partnernet.gr 
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Cyberoamôs QoS / Bandwidth Management 

Bandwidth policies tied with 
Web 

Category 
Web 

Category 
User User 

User/Users 
group 

User/Users 
group 

Application Application Firewall Rule Firewall Rule 

Manage QoS / Bandwidth for combination of user/group, application 

(or category), website category 

 

 

 

 
CEO Manager ERP System 

6 mbps 2 mbps 8 mbps 

www.partnernet.gr 
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Challenge 8:   

Save administrator time in dealing with Spam 

 

 

Blocked as Spam 

Allowed 

Retrieving legitimate business emails takes  

too much time 

www.partnernet.gr 
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Cyberoam offers Self service quarantine area  

Threat Protection: Continuously updated via Cyberoam Security Center 

 

 

 

Anti-Spam (Inbound /Outbound) Gateway Anti-Virus Intrusion Prevention System 

www.partnernet.gr 
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Support for 

3G/4G/WiMax 

Cyberoam UTM ï Comprehensive Network Security 

Layer 8 security 

www.partnernet.gr 
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Network Security 

Centralized security 

Management 

Network Monitoring & 

Analysis 

Securing Home users 

Complete Security solution by Cyberoam 

www.partnernet.gr 


