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The NextGen cyber
crime battlefield.
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Why
organizations
will always lose
this battle




The NextGen cyber crime battlefield

m Defenders will spend USD 500 billion on 2014

m Users will spend USD 25 billions and 1.2 billion hours'

m Cyber insurance will be a common practice

m Every single technology device will be targeted by cyber crime and
ethical hackers 2

m The Red line between good and bad will be challenged?

m Fuzzing will be a commodity

1. The Link between Pirated Software and Cybersecurity Breaches, IDC and NUS, March 2014

2. A nuanced perspective on cybercrime Shifting viewpoints call for action, KPMG , February 2012

3. Frank Costello: “When you decide to be something, you can be it. That's what they don't tell you in the church. When | was
your age they would say we can become cops, or criminals. Today, what I'm saying to you is this: when you're facing a
loaded gun, what's the difference?”, The Departed
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Why organizations will always lose this battle

The things you probably already know (attackers)

Cyber crime will always find ways before you to overcome your organization
mechanisms, regardless of their maturity level.

Table 1: Profiling threat actors

VICTIM INDUSTRY

REGION OF OPERATION

COMMON ACTIONS

TARGETED ASSETS

DESIRED DATA

ORGANIZED CRIME

Finance
Retail
Food

Eastern Europe
Narth America

Tampering (Physical)

Brute force (Hacking)
Spyware (Malware)

Capture stored data (Malware)
Adminware (Malware)

RAM Seraper (Malware)

ATM

POS controller
POS terminal
Database
Desktop

Payment cards
Cradentials
Bank account infa

STATE-AFFILIATED

Manufacturing
Professional
Transportation

East Asia|China)

Backdoor (Malware)
Phishing (Social)
Cammand/Contral (CZ)
(Malware, Hacking)

Export data [Malware)
Password dumper (Malware)
Downloader (Malware)
Stalen ereds (Hacking)

Laptop/desktap
File server
Mail server
Directory server

Credentials

Internal organization data
Trade secrets
Systeminfa

ACTIVISTS
Infarmation

Public
Other Services

Western Europe
Morth America

S0Li (Hacking)

Stalen ereds (Hacking)
Brute foree (Hacking)
RFI{Hacking)
Backdoor (Malware)

Web application
Database
Mail server

Personal info
Credentials
Internal organization data

Table 1 pretty much speaks for itself, so we won't belabor the point except to say that it's based directly on our dataset
rather than anecdotes. [tems appear in order of prevalence among breaches attributed to each threat actor variety.

Happy profiling!

2013 Data Breach Investigations report, Verizon
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Why organizations will always lose this battle

The things you probably already know (defenders)

The five most common cyber security mistakes:

Reality

We have to achieve 100% security 100% security is neither feasible
nor the appropriate goal

When we invest in best- Effective cyber security is less
of-class technical tools, we are safe dependent on technology
than you think

Our weapons have to be better Your weapons should primarily be

than those of the hackers determined by your goals, not
those of your attackers

We will never be targeted by Are you sure that you have not

sophisticated attackers been targeted?

We need to recruit Cyber security is not a department,

the best professionals to defend but an attitude

ourselves from cyber crime
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Why organizations will always lose this battle

The things you probably already know (defenders)

Readiness driven categories of actions [in relation with (potential) attacks]:

Not Prepa red 1. Enforcing early identification mechanisms (purpose —timely reaction
to prevent attack impact)

2. Correlating attack situations with related reaction mechanisms
(aiming at addressing and mitigating the attack impact):
m Procedures
m Alignment of DRP BCP

Prepared 1. Designing information systems taking into consideration, from the
beginning, security requirements

2. Maintaining the appropriate procedural framework:
m Policy, procedures
m Training and awareness

3. Ensuring an up-to-date IT environment:
m Continuous updates, security patches
m Specialized software
m etc.
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Why organizations will always lose this battle

The things you probably do not know or not consider, yet (defenders)

No single strategy can prevent a targeted cyber intrusion, and organizations should ensure
that the strategies they select address, at least, the following:

Mitigation
Strategy
Effectiveness
Ranking for 2014

(and 2012)
1 (1)
2 (2)
3 (3)
4 (4)

Mitigation Strategy User Upfront Cost Mainten Helps Helps Helps
Resistance (Staff, ance Cost Detect Prevent Contain
Equipment, (Mainly
Technical Staff)
Complexity)

Application whitelisting of Medium Yes Yes

permitted/trusted programs.

Patch applications. Patch/mitigate Low Yes Possible

systems with "extreme risk"
vulnerabilities within two days. Use
the latest version of applications.

Patch OS vulnerabilities. Low Yes Possible

Patch/mitigate systems with "extreme
risk" vulnerabilities within two days.
Use the latest suitable OS version.
Avoid Windows XP.

Medium Possible Yes

Restrict administrative privileges to OS  Medium
and applications based on user duties.

Such users should use a separate

unprivileged account for email and

web browsing.

Australian Government, Department of Defense, Strategies to mitigate targeted cyber intrusions, February 2014
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Why organizations will always lose this battle

The things you probably do not know or not consider, yet (defenders)

m Application whitelisting can be easily configured but it is hard to be enforced.

Setting Value
User Account Control: Only elevate
executables that are signed and validated

Enabled

m Applications and operating systems patching management can (nowadays) be
fully automated with low cost

m Restrict administrative privileges is challenging; at least force administrators to
use non-privileged accounts for day-to-day operations
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Enforce cyber KPMG believes in three
threat principles that will help

TNCHTENTER] 1}  organizations manage the
your cyber threat proactively. These
are:

organization

m Enforce an intelligence-led mindset

m Implement an intelligence operating
model

m Develop an intelligence-led decision-
making process




Cyber Threat Intelligence
Principle 1 — Enforce an intelligence-led mindset

IT Professionals

= Enforce holistic security mechanisms into IT processes
m Further automate security processes
= Look at your IT environment through the eyes of an attacker

Security Professionals

= Leverage management'’s
perspective on cyber

Management

= Cyber security should be
on your agenda

security = Apply cost / benefit
= Ensure that organization - analysis (SROI)

un((jlerstt?rr:d theh ;chreat (I § L = Measure (KRls, KCls)

and set the rig

priorities

» Understand attacker’s
perspective and attribute

m Everyone is aware of his or her responsibilities.
m Participate social engineering exercises
» Regular training, based on practical real-world attack scenarios
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Cyber Threat Intelligence

Principle 2 — Implement and intelligence operating model

SET

The ability to decide what
intelligence we need to
improve understanding of
the threat and to set our
intelligence gathering
priorities

L

Cyber intelligence
strategy and budget:
The strategy for cyber

intelligence and
team budget

ACT

The ability to make
intelligence-driven decisions
and act — both tactically

and strategically

to prevent or respond

to threats

GATHER

The ability to gather cyber
threat intelligence relating to
cyber security threats and
vulnerabilities from a range

of sources and translate these
into a common language

2

Cyber

Intelligence

Processes

ANALYZE

The ability to analyze cyber
intelligence gathered and

to make links between
discrete pieces of information
to create actionable
intelligence
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Cyber intelligence
resources:;
Structure, roles,
skills and leadership




Cyber Threat Intelligence

Principle 3 — Develop an intelligence-led decision-making process

m [reat cyber security as
‘business as usual’ — an area
of risk that requires the same
level of attention as fire or
fraud.

m Better information on
cyber crime trends and
incidents etc. to facilitate
decision-making.

m Clear communication on
the theme of cyber security.
Everyone knows his or her
responsibilities and knows
what needs to be done when
an incident has occurred or is
suspected.

Threat actor

cap a?:‘i;;to; Priority
—0 threats
Attack I— —
immediacy —\ —
People 0
Process /

Technology Decision

Information
assets O_ )

Systems )

Priority
vulnerabilities -

N— A

Applications

Regulations

Business drivers .
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The message: Cybercrime is not an uncontrollable phenomenon

Your agenda should include the following:
m Know your enemy

m [nvest In your people

m Enforce intelligence to be one step ahead

12



Questions

Who is accountable for security within your
organization?

Do you know what the latest fines are for data
breaches?

Do you know where your critical data Is stored
and who has access to it?

Have you rehearsed a cyber event scenario as

part of crisis management? \What were the
lessons learnt?

How do you keep ahead of cyber attackers?

How many information risks have been
escalated?

How are you managing the risk that new
technologies bring to ensure you get the
benefits?

How could you demonstrate that you
hadn't been subject to a breach,

should hackers claim success via the
media?

Christos Vidakis CISA, CISM, CISSP, ISO 27001 LA
Senior Manager

Forensic and Risk Consulting

Tel.: +30 210 60 62 100

Direct line: +30 210 60 62 228

cvidakis@kpmg.gr
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